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Abstract 

This document describes how Liberty ID-FF & ID-WSF can be applied in the particular scenario of B2B interactions. 
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1. About this Document 
This document describes how Liberty ID-FF & ID-WSF can be applied in the particular scenario of anonymous Principal 
B2B interactions. 

2. Overview 
Liberty ID-Federation Framework (ID-FF) and ID-Web Services Framework (ID-WSF) define general frameworks for 
federated identity. As such, they offer a variety of options and mechanisms to enable information sharing (authentication 
status and attributes) between providers. In many real-world scenarios, only a fraction of these options will be relevant 
and so, the full complexity of the specifications can be profiled down to this subset. 

This document demonstrates the application of ID-FF and ID-WSF to a particular scenario: an employee of an enterprise 
needing to access the resources/services of a business partner in order to perform their duties. As the employee will not be 
offered any customizations or individualized accees, the business partner does not need to know the specific identity of 
the employee, rather merely that they have the appropriate entitlements, as captured in a role assigned to them by their 
employer. This captures a frequent reality in B2B transactions. Ultimately, a company needs to know that a partner will 
stand behind the actions of their employees in any dealings between the companies; in many cases the identity (either real 



or a psuedonym) of the individual is irrelevant. 

3. Scenario 
Geoff Smith is an employee of Acme Widgets, a leading manufacturer of widgets for the thingymajig industry. Geoff's 
role within Acme is a Junior Purchasing Agent, this role means that Acme authorizes him to place parts orders with 
Acme's suppliers up to a value of $1,000 at a time. Geoff occasionally deals with Acme's supplier Bolts-R-Us, placing 
orders for bolts through Bolts-R-Us's ordering interface. In the past, Geoff has had to maintain an account at Bolts-R-Us. 
In order to place an order, he would need to sign-in using a username and password used only at Bolts-R-Us. Such a 
system has many issues: 

� the sporadic nature of Geoff's dealings there meant he often forgot both the account name and/or the password, 
causing delay for Geoff and support costs for Bolts-R-Us.  

� the fast turnaround in Junior Purchasing Agents has meant that Bolts-R-Us has often had to create new accounts for 
Acme's new hires, an expensive process when the information needs to be verified by Acme.  

� because he might apply for employment at Bolts-R-Us in the future, Geoff would prefer that his purchasing activity 
not be traceable to him (maybe he always bought the cheap stuff?)  

Fortunately, both Acme and Bolts-R-Us have recently implemented support for Liberty's specifications into their identity 
infrastructure (even though neither did so motivated by the thought of interacting with the other). Liberty's technologies 
will allow Geoff to maintain his identity information at Acme which will, in order to enable appropriate access at Bolts-R-
Us for Geoff, share with the supplier the relevant information regarding him. 

Liberty's technology will address the issues listed above as follows: 

� Geoff will not be required to establish an account at Bolts-R-Us. He will be able to access the appropriate resources 
there based on an authentication he performed to his own company, i.e. signing into Acme's intranet in the morning. 

� As Bolts-R-Us will not need to maintain accounts for Acme's individual Purchasing Agents, they will be unaffected 
as Acme's employees come and go.  

� Geoff's actions at Bolts-R-us will be untraceable because his identity will be unknown and untraceable to them.  

The next sections describes the User Experience and the sequence of operations 

4. User Experience 
1. Geoff goes to Acme's intranet portal  
2. Geoff logs in using an X.509 certificate issued to him by Acme  
3. Geoff sees a customized Acme interface, including a link 'Order at Bolts-R-Us'  
4. As he knows Acme is running low on #45 bolts, Geoff clicks on 'Order at Bolts-R-Us' link  
5. Geoff sees Bolts-R-Us's ordering interface  
6. Geoff orders 20,000 #45 bolts at a unit cost of $0.10.  
7. Geoff see's an alert that his order has failed because the amount exceeds his purchaing amount authorization  
8. Geoff changes the order to 10,000 #45 bolts.  
9. Geoff sees an acknowledgement that the order has gone trhough.  

5. Message Flow 
The figure below illustrates the message flow. 



Figure 1. Message Flow 

  

The steps are as follows: 

1. Geoff authenticates to Acme-IDP. Geoff clicks on 'Order at Bolts-R-Us' button, browser is sent to Bolts-R-Us with 
artifact  

2. Bolts-R-Us requests SAML assertion corresponding to artifact  
3. Acme-IDP returns SAML assertion for Geoff containing anonymous one-time identifier for Geoff and bootstrap 

information for Geoff's DS.  
4. SP queries Acme-DS for Geoff's EP service.  
5. Acme-DS returns ResourceOffering for EP service, contains all necessary tokens.  
6. Bolts-R-Us queries Acme-EP for Geoff's EmployeeType.  
7. Acme-EP returns Geoff's EmployeeType.  
8. Based on returned roles, Bolts-R-Us can make authorization decisions with respect to what resources Geoff can 

access.  

The following sections present in more detail the different messages that flow between Acme and Bolts-R-Us. 

5.1. Step 1 

Geoff authenticates to Acme's company intranet using an Acme account and password. He is presented with an interface 
customized to his 'Junior Purchasing Agent' job responsibilities. 

In addition to the usual News, Employee Resources, and Classified sections, Geoff's page contains a list of links to 
suppliers with which he often deals. In the past, clicking on these links would take Geoff to a login page of the particular 
supplier where he would authenticate using an account and password specific to that supplier.  

Geoff knows that Acme is running dangerously low on #45 bolts and he knows that Bolts-R-Us is the preferred provider 
for these bolts. Amongst the other suppliers, he sees a 'Bolts-R-Us Order Page' link that he clicks on. 

5.2. Step 2 

Message 2 is a message sent from Acme-IDP to Bolts-R-Us, unsolicited because, in this scenario, it is not sent in response 



to a previous AuthnRequest from Bolts-R-Us. When Geoff clicks on the 'Order at Bolts-R-Us' button on his customized 
Acme intranet home page, his browser is initially sent to a transfer service URL at Acme. It is the transfer service that 
creates the Liberty artifact that will be sent to Bolts-R-Us. After creating the artifact, Acme-IDP sends it as as a query 
parameter to the appropriate Bolts-R-Us assertion consumer service URL (this obtained from previously exchanged Bolts-
R-Us metadata.)  

5.2.1. Notes 

1. Message 2 is sent by Acme to the Bolts-R-Us Assertion Consumer Service at 'http://acs.boltsrus.com' - this URL 
previously specified by Bolts-R-Us to Acme. 

2. The SAML artifact is passed as a URL query parameter, i.e. that which follows the '?' in the above URL. Sending 
an artifact in this manner rather than the actual authentication assertion addresses the limitations for URL length.  

5.3. Step 3 

Message 3 is a SOAP message sent from Bolts-R-Us to Acme-IDP in which Bolts-R-Us presents the artifact it just 
received in Message 2 and requests that it be exchanged for the corresponding Authentication assertion for Geoff.  

5.3.1. Notes 

 
HTTP/1.0 302 Found 
Location:   http://acs.boltsrus.com?SAMLart=AAM1uXw6+f+jyA/4XuFHqPl7QDvc/LIQL9+t7YQtG1Gwk9bph0Adl+o+
<other HTTP 1.0 or 1.1 components> 
             

 
POST /soap HTTP/1.0 
Host: idp.acme.com 
Content-length: ... 
Content-type: text/xml 
<s:Envelope 
    xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" 
      xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:sb="urn:liberty:sb:2003-08" 
    xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol"> 
    <s:Header> 
        <sb:Correlation 
            s:mustUnderstand="true"  
            messageId="NK44V79NdfPaE5jCwlk_" 
            timestamp="2003-06-06T12:06:12Z"/> 
    </s:Header> 
    <s:Body> 
        <samlp:Request IssueInstant="2002-12-12T10:08:56Z" 
            MajorVersion="1" MinorVersion="1" 
            RequestID="e4d71c43-c89a-426b-853e-a2b0c14a5ed8" 
            id="b6dc3636-f2ad-42d1-9427-220f2cf70ec1"> 
            <samlp:AssertionArtifact> 
            AAM1uXw6+f+jyA/4XuFHqPl7QDvc/LIQL9+t7YQtG1Gwk9bph0Adl+o+ 
            </samlp:AssertionArtifact> 
        </samlp:Request> 
    </s:Body> 
</s:Envelope> 



1. Message 3 is sent by Bolts-R-Us to Acme at idp.acme.com - this URL previously specified by Acme. 

2. The messageId attribute on the Correlation element has the value 'NK44V79NdfPaE5jCwlk_'. This will allow 
Bolts-R-Us to correlate Acme's response with this request. 

3. The AssertionArtifact element carries the string 
'AAM1uXw6+f+jyA/4XuFHqPl7QDvc/LIQL9+t7YQtG1Gwk9bph0Adl+o+' - this the value of the artifact sent in 
Message 2. 

5.4. Step 4 

Message 4 is a SOAP response message sent from Acme-IDP to Bolts-R-Us in which the SAML authentication assertion 
is returned to Bolts-R-Rs.  

 
HTTP/1.0 200 OK 
Content-length: ... 
Content-type: text/xml 
<s:Envelope 
    xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" 
      xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:sb="urn:liberty:sb:2003-08" 
    xmlns:samlp="urn:oasis:names:tc:SAML:1.0:protocol" 
    xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
    xmlns:lib="urn:liberty:iff:2003-08"> 
    <s:Header> 
        <sb:Correlation 
            s:mustUnderstand="true" 
            refToMessageId="NK44V79NdfPaE5jCwlk_"  
            messageId="uuid:0048345-47329874-45873278" 
            timestamp="2003-06-06T12:07:12Z"/> 
    </s:Header> 
    <s:Body> 
        <samlp:Response 
            InResponseTo="e4d71c43-c89a-426b-853e-a2b0c14a5ed8" 
            IssueInstant="2 002-10-31T21:42:13Z" MajorVersion="1" MinorVersion="1" 
            Recipient="http://www.boltsrus.com" 
            ResponseID="LANWfL2xLybnc+BCwgY+p1/vIVAj"> 
            <samlp:Status> 
                <samlp:StatusCode> 
                    Value="qns:Success"> 
                </samlp:StatusCode> 
            </samlp:Status> 
            <lib:Assertion AssertionID="SqMC8Hs2vJ7Z+t4UiLSmhKOSUO0U" 
                InResponseTo="e4d71c43-c89a-426b-853e-a2b0c14a5ed8"  
                IssueInstant="2003-06-06T12:07:12Z" Issuer="http://idp.acme.com" 
                MajorVersion="1" MinorVersion="2"> 
                <saml:Conditions 
                    NotBefore="2003-06-06T12:07:12Z" 
                    NotOnOrAfter="2003-06-06T12:10:12Z"> 
                    <saml:AudienceRestrictionCondition> 
                        <saml:Audience>http://www.boltsrus.com</saml:Audience> 
                    </saml:AudienceRestrictionCondition> 
                </saml:Conditions> 
                <lib:AuthenticationStatement 
                    AuthenticationInstant="2003-06-06T12:07:12Z" 



5.4.1. Notes 

1. Message 4 is sent by Acme to Bolts-R-Us in response to Message 3. 

                    AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password"> 
                    <lib:Subject xsi:type="lib:SubjectType"> 
                        <saml:NameIdentifier Format="urn:liberty:iff:nameid:one-time"> 
                        S2T4R5E7A8K1I8S9O2V9E0R 
                        </saml:NameIdentifier> 
                        <saml:SubjectConfirmation> 
                            <saml:Confirmation Method> 
                            urn:oasis:names:tc:SAML:1.0:cm:artifact-01 
                            </saml:ConfirmationMethod> 
                        </saml:SubjectConfirmation> 
                        <lib:IDPProvidedNameIdentifier  
                            NameQualifier="http://idp.acme.com" 
                            Format="urn:liberty:iff:nameid:one-time"> 
                        S2T4R5E7A8K1I8S9O2V9E0R 
                        </lib:IDPProvidedNameIdentifier> 
                    </lib:Subject> 
                    <lib:AuthnContext> 
                        <lib:AuthnContextClassRef> 
                    http://www.projectliberty.org/schemas/authctx/classes/PasswordProtectedTransport
                        </lib:AuthnContextClassRef> 
                    </lib:AuthnContext> 
                </lib:AuthenticationStatement> 
                <saml:AttributeStatement> 
                    <saml:Subject> 
                        <saml:NameIdentifier Format="urn:liberty:iff:nameid:one-time"> 
                        S2T4R5E7A8K1I8S9O2V9E0R 
                        </saml:NameIdentifier> 
                    </saml:Subject> 
                    <saml:Attribute AttributeName="DiscoveryResourceOffering" 
                        AttributeNamespace="urn:liberty:disco:2003-08"> 
                        <saml:AttributeValue> 
                            <lib:ResourceOffering> 
                                <disco:ResourceID>http://disco.acme.com/d0CQF8elJTDLmzEo</disco:ResourceID>
                                <disco:ServiceInstance> 
                                    <disco:ServiceType>urn:liberty:disco:2003-08</disco:ServiceType>
                                    <disco:ProviderID>http://disco.acme.com</disco:ProviderID> 
                                    <disco:Description> 
                                        <SecurityMechID> 
                                        urn:liberty:security:2003-08:TLS:X509 
                                        </SecurityMechID> 
                                        <disco:Endpoint>https://disco.acme.com</disco:Endpoint> 
                                    </disco:Description> 
                                </ServiceInstance> 
                                <Abstract>Acme Discovery service</Abstract> 
                            </lib:ResourceOffering> 
                        </saml:AttributeValue> 
                    </saml:Attribute> 
                </saml:AttributeStatement> 
                <ds:Signature> 
                Acme digital signature  
                </ds:Signature>  
            </lib:Assertion> 
        </samlp:Response> 
    </s:Body> 
</s:Envelope> 



2. The refToMessageId on the Correlation element has the value 'NK44V79NdfPaE5jCwlk_'. This matches the 
messageId of Message 3. 

3. The SAML Status element indicates that Message 4 is a successful response. 

4. The Format attribute on the AuthenticationStatement/Subject/NameIdentifier element indicates that the identifier 
being returned for Geoff (namely 'S2T4R5E7A8K1I8S9O2V9E0R') is 'one-time', i.e. it does not correspond to any 
previously used identifier for either Geoff or another Acme employee. 

5. The IDPProvidedNameIdentifier element contains the same string of 'S2T4R5E7A8K1I8S9O2V9E0R' indicating 
that this is the string that Acme (the IDP) has chosen to represent Geoff. If this were not a 'one-time' interaction, 
Bolts-R-Us could specify its own preferred value as an SPProvidedNameIdentifier element. 

6. The AuthnContext element indicates that that Geoff originally authenticated to Acme using a password over SSL.  

7. As well as the assertion for Geoff, Acme-IDP returns to Bolts-R-Us a ResourceOffering for the relevant 
DiscoveryService as an AttributeStatement. The ResourceID for this ResourceOffering has a value of 
'http://disco.acme.com/d0CQF8elJTDLmzEo' - this string wll be used by Bolts-R-Us on subsequent calls to Acme's 
Discovery Service to refer to Geoff (anonymously). 

8. The SecurityMechID element contains the value 'urn:liberty:security:2003-08:TLS:X509' - indicating that 
subsequent queries to the Discovery Service must be protected with both SSL and an X.509 based message-layer 
signature. 

9. The EndPoint element within the ResourceOffering contains the string 'disco.acme.com' - this is the Acme URL to 
which Bolts-R-Us will send subsequent discovery queries. 

5.5. Step 5 

Message 5 is a request from Bolts-R-Us to Acme-DS in which Bolts-R-Us queries for the location of Geoff's EP Service. 

 
POST /soap HTTP/1.0 
Host: disco.acme.com 
Content-length: ... 
Content-type: text/xml 
<s:Envelope 
    xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" 
    xmlns:disco="urn:liberty:disco:2003-08" 
    xmlns:sb="urn:liberty:sb:2003-08"> 
    <s:Header> 
        <sb:Correlation  
            id="K8H6F53gh89HGY" 
            s:mustUnderstand="1" 
            messageID="K8H6F53gh89HGY" 
                timestamp="2003-06-06T12:08:12Z"/> 
        <ws:Security> 
            <ds:Signature> 
                Bolts-R-Us signature as specified by Acme. 
                Needs detail  
            </ds:Signaure> 
        </ws:Security> 
    </s:Header> 



5.5.1. Notes 

1. Message 5 is sent by Bolts-R-Us to Acme at disco.acme.com - this the URL specified in the Endpoint element of 
Message 4's ResourceOffering. 

2. The messageId attribute on the Correlation element has the value 'K8H6F53gh89HGY'. This will allow Bolts-R-Us 
to correlate Acme's response with this request. 

3. The ResourceID element in the Query element contains the identifier 'http://disco.acme.com/d0CQF8elJTDLmzEo' 
previously provided to Bolts-R-Us by Acme in Message 4. 

4. The RequestedServiceType indicates to Acme's Discovery Service that Bolts-R-Us is interested in the location of 
Geoff's EP Service. 

5.6. Step 6 

Message 6 is the response to Message 5 in which Acme's Discovery Service returns to Bolts-R-Us the relevant 
ResourceOffering for the EP Service. 

    <s:Body> 
        <disco:Query> 
            <disco:ResourceID>http://disco.acme.com/d0CQF8elJTDLmzEo</disco:ResourceID> 
            <disco:RequestedServiceType> 
                <disco:ServiceType>urn:liberty:id-sis-ep:2003-08</disco:ServiceType> 
            </discoRequestedServiceType> 
        </disco:Query> 
       </s:Body> 
</s:Envelope> 

 
HTTP/1.0 200 OK 
Content-length: ... 
Content-type: text/xml 
<s:Envelope 
    xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" 
    xmlns:disco="urn:liberty:disco:2003-08" 
      xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:sb="urn:liberty:sb:2003-08" 
    xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
    xmlns:lib="urn:liberty:iff:2003-08" 
    xmlns:ws="http://schemas.xmlsoap.org/ws/2003/06/secext" 
    xmlns:sec="urn:liberty:sec:2003-08"> 
    <s:Header> 
        <sb:Correlation  
            s:mustUnderstand="true" 
            refToMessageId="K8H6F53gh89HGY"  
            messageId="uuid:008678-98538765-27589543" 
            timestamp="2003-06-06T12:09:12Z"> 
    </s:Header> 
    <s:Body> 
        <disco:QueryResponse> 
            <Status code="OK"/> 
            <disco:ResourceOffering entryID="1">  
                <disco:ResourceID>http://ep.acme.com/zsjsdkjfsdf</disco:ResourceID> 
                <disco:ServiceInstance> 



5.6.1. Notes 

1. Message 6 is sent by Acme to Bolts-R-Us in response to Message 5. It contains a ResourceOffering for Geoff's EP 
Service. 

2. Acme used the ResourceOffering element in Message 4 to specify where Geoff's Discovery Service was located, 
here it uses the same element structure (but not values) to specify where Geoff's EP Service is located. 

3. The location of Geoff's EP Service is provided in the Endpoint element of the returned ResourceOffering element - 
namely the URL 'https://ep.acme.com:443/soap'. 

4. The refToMessageId on the Correlation element has the value 'K8H6F53gh89HGY'. This matches the messageId of 
Message 5. 

5. The ResourceID element contains the string 'http://ep.acme.com/zsjsdkjfsdf' - this will be used by Bolts-R-us on 
subsequent queries of the EP Service to refer to Geoff. In a more distributed scenario in which the DS and EIS were 
not co-located, then the DS would need to ensure that the Service provider (Bolts-R-Us in this scenario) would be 
unable to directly read the ResourceID - it would do so by encrypting the value for the EIS. The Service provider 
would be able to forward this encrypted value onto the EIS in subsequent queries but would be unable to use this 
identifier in a privacy-inappropriate manner.  

6. The SecurityMechID element indicates the Security Mechanisms that Bolts-R-Us is expected to use in subsequent 
interactions with the EP Service - namely TLS and an X.509 based signature. 

5.7. Step 7 

Message 7 is a request from Bolts-R-Us to Acme's EP Service for the EmployeeType of Geoff. 

                    <disco:ServiceType>urn:liberty:id-sis-ep:2003-08</disco:ServiceType> 
                    <disco:ProviderID>http://www.acme.com/</disco:ProviderID>  
                    <disco:Description> 
                        <disco:SecurityMechID>urn:liberty:security:2003-08:TLS:X509</disco:SecurityMechID>
                        <disco:CredentialRef>SqMkfghjs2v+jskhdfHU</disco:CredentialRef> 
                        <disco:Endpoint>https://ep.acme.com:443/soap</disco:Endpoint> 
                    </disco:Description> 
                </disco:ServiceInstance> 
                <disco:Abstract>Anonymous User's Employee Profile</disco:Abstract> 
            </disco:ResourceOffering> 
        </disco:QueryResponse> 
    </s:Body> 
</s:Envelope> 

 
POST /soap HTTP/1.0 
Host: ep.acme.com 
Content-length: ... 
Content-type: text/xml 
<s:Envelope 
    xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" 
      xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:sb="urn:liberty:sb:2003-08" 
    xmlns:lib="urn:liberty:iff:2003-08" 
    xmlns:ws="http://schemas.xmlsoap.org/ws/2003/06/secext" 



5.7.1. Notes 

1. Message 7 is sent by Bolts-R-Us to Acme at ep.acme.com - this the URL specified in the Endpoint element of 
Message 6's ResourceOffering for the EP Service. 

2. The messageId attribute on the Correlation element has the value 'LJY756FGt96GBHF'. This will allow Bolts-R-
Us to correlate Acme's response with this request. 

3. The ResourceID element in the Query element contains the identifier 'http://ep.acme.com/zsjsdkjfsdf' previously 
provided to Bolts-R-Us by Acme in Message 6. 

4. The QueryItem element contains the string '/ep:EP/ep:EmployeeType' to indicate that Bolts-R-Us is specifically 
interested in Geoff's EmployeeType rather than the other data elements in the EP schema. 

5.8. Step 8 

Message 8 is the response to Message 7 in which Acme-EP returns the EmployeeType of Geoff to Bolts-R-Us. 

    xmlns:sec="urn:liberty:sec:2003-08" 
    xmlns:ep="urn:liberty:id-sis-ep:2003-08"> 
    <s:Header> 
        <sb:Correlation  
            s:mustUnderstand="1" 
            messageID="LJY756FGt96GBHF" 
                timestamp="2003-06-06T12:11:12Z" /> 
        <ws:Security> 
            <ds:Signature> 
                Bolts-R-Us signature as specified by Acme. 
                Needs detail  
            </ds:Signature> 
        </ws:Security> 
        </ws:Security> 
    </s:Header> 
    <s:Body> 
        <ep:Query> 
            <ep:ResourceID>http://ep.acme.com/zsjsdkjfsdf</ep:ResourceID> 
            <ep:QueryItem itemID="type"> 
                <ep:Select>/ep:EP/ep:EmployeeType</ep:Select> 
            </ep:QueryItem> 
        </ep:Query> 
    </s:Body> 
</s:Envelope> 

 
HTTP/1.0 200 OK 
Content-length: ... 
Content-type: text/xml 
<s:Envelope 
    xmlns:s="http://schemas.xmlsoap.org/soap/envelope/" 
      xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
    xmlns:sb="urn:liberty:sb:2003-08" 
    xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
    xmlns:lib="urn:liberty:iff:2003-08" 
    xmlns:ws="http://schemas.xmlsoap.org/ws/2003/06/secext" 
    xmlns:sec="urn:liberty:sec:2003-08" 



5.8.1. Notes 

1. Message 8 is sent by Acme to Bolts-R-Us in response to Message 7. It contains a QueryResponse containing 
Geoff's EmployeeType. 

2. The refToMessageId on the Correlation element has the value 'LJY756FGt96GBHF'. This matches the messageId 
of Message 7. 

3. The EmployeeType element carries Geoff's role, namely that he is a 'JuniorPurchasingAgent'. Acme and Bolts-R-us 
would have had to have previously agreed on what this attribute represents and Bolts-R-Us would have defined 
appropriate authorizations for this role. 

5.9. Step 9 

With its knowledge of Geoff's role at Acme of Junior Purchasing Agent, Bolts-R-Us can provide a customized experience 
for him (i.e. ensure that he isn't presented with the ability to place orders on big-ticket items) and make appropriate 
authorization decisions for those orders he does place. 

Its important to note that Bolts-R-Us would be unable to provide to Geoff any sort of 'Past Activity' information that was 
specific to him - this because the identifier Acme provided for Geoff was one-time and so prevented this sort of 
correlation. The best Bolts-R-Us could do would be create a list of products that 'Other Junior Purchasing Agents have 
ordered in the past'. 

6. Optimizations 
As illustrated, a number of message pairs are exchanged between Acme and Bolts-R-Us before Bolts-R-Us obtains the 
necessary attribute information for Geoff, namely his 'EmployeeType'. This general flow can be optimized as described 
below: 

1. If Acme knew that Bolts-R-Us required Geoff's EmployeeType, then it could include this information in the 
original assertion it sent to Bolts-R-Us (Message 4 above). Message 4 would then appear (omitting previous details) 

    xmlns:ep="urn:liberty:id-sis-ep:2003-08"> 
    <s:Header> 
        <sb:Correlation  
            s:mustUnderstand="1" 
            refToMessageID="LJY756FGt96GBHF" 
            messageID="uuid:0032945-28686728-25695608" 
            timestamp="2003-06-06T12:12:12Z" /> 
    </s:Header> 
    <s:Body> 
        <ep:QueryResponse> 
            <ep:Status code="ep:OK"/> 
            <ep:Data itemIDRef="type"> 
                <ep:EmployeeType> 
                JuniorPurchasingAgent 
                </ep:EmployeeType> 
            </ep:Data> 
        </ep:QueryResponse> 
    </s:Body> 
</s:Envelope> 



While this model significantly decreases the traffic between Acme and Bolts-R-Us, it assumes that Acme can 
anticipate all the attributes for Geoff that Bolts-R-Us might eventually need. This may or may not be realistic. For 
instance, in addition to EmployeeType, Bolts-R-Us might want to know if Geoff had a fixed spending limit 

2. A potential compromise between the two extremes is to have Acme return a ResourceOffering for its EP service 
(rather than its Discovery Service) in the original assertion it creates for Bolts-R-Us (Message 4). This model would 
remove a request/response pair (Messages 5 & 6) and yet still allow Bolts-R-Us to subsequently query Acme's EP 
service for other attributes if necessary.  

7. Summary 
From Geoff's point of view, Liberty provides the following advantages over the previous model: 

1. He no longer has to maintain an identity at Bolts-R-Us - meaning no account name and password to remember. The 
value of this grows significantly if Geoff deals with many other Acme suppliers.  

2. He is given a customized interface at Bolts-R-Us based on the authentication he performed at Acme. Throughout 
the day, his interactions with other Liberty-enabled suppliers will be the same.  

From Acme's point of view, Liberty provides the following advantages over the previous model: 

1. Acme's employees can concentrate on their job responsibilities rather than remembering maintaining identity 
information at the business partners with which they interact.  

2. Acme can be confident that the actions of its employees at its business partners will be consistent with the 
entitlements associated with their role. 

3. The privacy of Acme'e employees is protected, Acme not unnecessarily disclosing information these employees to 
tis business partners. 

 
<s:Envelope> 
    <s:Body> 
        <samlp:Response> 
            <lib:Assertion> 
                <lib:AuthenticationStatement> 
                </lib:AuthenticationStatement> 
                <saml:AttributeStatement> 
                    <saml:Subject> 
                        <saml:NameIdentifier Format="urn:liberty:iff:nameid:one-time"> 
                        S2T4R5E7A8K1I8S9O2V9E0R 
                        </saml:NameIdentifier> 
                    </saml:Subject> 
                    <saml:Attribute  
                        AttributeName="EmployeeType"  
                        AttributeNamespace="http://ep.acme.com"> 
                        <saml:AttributeValue>JuniorPurchasingAgent</saml:AttributeValue> 
                    </saml:Attribute> 
                </saml:AttributeStatement> 
            </lib:Assertion> 
        </samlp:Response> 
    </s:Body> 
</s:Envelope> 



4. There is no need for Acme to provision new employees into its business partners in order to ensure that they are set 
up with the appropriate authorizations. As the new employees interact with the business partners, the Liberty 
infrastructure will ensure that these authorizations 'flow with them' as required. Importantly, there is also no need 
for Acme to deprovision its employees from its business partners when its employees leave - all Acme need do is 
remove that employee from its won systems to ensure that the ex-employee will not be able to inappropriately 
access business partners. 

5. The infrastructure Acme puts in place to support Bolts-R-Us can be leveraged with all other Liberty enabled 
companies its employees interact with, the cost amortized across all. 

From Bolts-R-Us's point of view, Liberty provides the following advantages over the previous model: 

1. Bolts-R-Us no longer needs to bear the costs associated with supporting (e.g. password resets) the employees of its 
business partners. 

2. The infrastructure Bolts-R-Us puts in place to support Acme can be leveraged with all other Liberty enabled 
companies its employees interact with, the cost amortized across all. 
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