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As various types of digital certificates are introduced to an organization,
it becomes more difficult to track and manage certificates — particularly
if they’re issued from different certification authorities.
Certificate Services now consolidates all Entrust and Non-Entrust
certificates into a single, centralized dashboard making it easier to find,
inventory, audit and manage all of your digital certificates across variant
systems regardless of issuing certification authority (CA). Centralized
management helps to prevent outages, data breach and non-compliance.

Service Benefits
 One dashboard to locate, track,

audit, and fully manage all digital
certificates enterprise-wide
 Locates and automatically imports

SSL certificates from any source
mitigating vulnerabilities to

Avoid Costly
Application Outages
Expiring certificates can be expensive.
Entrust Certificate Services Discovery
helps organizations avoid costly
application outages by inventorying
digital certificates, and providing a
redundant system of email notifications
to responsible parties.
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Get Notified
Entrust Certificate Services provides
expiry notification emails for both Entrust
and non-Entrust certificates. Alerting
certificate owners of expiring certificates
and installation location. And with
built-in backup emails to owners and/
or system administrators (depending
on expiry), you can avoid unexpected
certificate expiration.

Defend Your Organization
Avoid costly brand damage, customer
distrust or losses from data breach.
From deployed certificates to
cryptography policy, it’s critical to
understand your organization’s complete
security posture. Entrust Certificate
Services keeps you informed of any
lapses in certificate security.

Prove Compliance
Ensure your organization is meeting the
most stringent security policies that are
driven by internal, industry or federal
regulations. Entrust Certificate Services
provides an inventory of encryption
assets, activity history and an alertsbased policy engine to help confirm your
organization is following a given policy.

data breach
 Perform scans for certificates

residing within Microsoft's
Cryptographic APIs (CAPI)
 Ensure certificates adhere to

corporate compliance policy
 Identify unknown certificates for

replacement purposes
 Save money and resources with

automatic certificate cataloging
 Scales to meet the needs of large

organizations and enterprises
 Benefit from flexible subscription

options designed for use in any
organization
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Simple Certificate Inventory
Efficient Inventory

Avoid Unexpected Outages

By simplifying the certificate discovery and inventory process,
you save the management effort of manually inventorying
machines and tracking certificate expiries in confusing
spreadsheets or tables.

From a missed email notification to a previously undiscovered
certificate, it’s not difficult to lose track of certificate expiry
dates. And it’s even more challenging to track the use of
unknown certificate copies. Entrust Certificate Services identifies
these risks and makes it easy to rectify any issues — all from
within a single easy‑to-use interface.

A new certificate perspective. Entrust Certificate Services integrates with non-Entrust certificates for centralized management providing both custom and built-in
reporting tools that give you a clean, visual perspective of your certificate environment.

Entrust Certificate Services offers seamless integration for inventorying, managing and purchasing SSL and specialty certificates, alongside your discovered
certificates—right from the same interface.

Identify & Replace

Data Breach Defense

Identify and replace vulnerable certificates to ensure you are
properly defended from malicious attacks. And by inventorying
your encryption assets, you can ensure that transmission data
is not left unencrypted. This helps prevents the exchange
of information from being illegally intercepted without
your knowledge.

Is your organization confident that all of your communication
channels are secure? What if your security policy requires a
change to increase security (e.g., ensuring all 1024-bit rooted
keys are properly upgraded to 2048-bit rooted keys)? Entrust
Certificate Services quickly identifies potential problems and
helps the user easily correct any issues.

Flexible Certificate Discovery
Discover any risks caused by rogue or expiring certificates,
and then subsequently provide the resolutions to fix any
issues. Organizations are able to view detailed data to manage
certificates, and the solution includes more than 35 basic or
custom policy alert fields.

Immediate Protection
The Entrust Certificate Services Discovery Agent may be
deployed immediately in a secure environment without any
additional project resources or hardware purchases.

Make the Discovery
Enterprise-Ready
Entrust Certificate Services Discovery is easily scalable to meet
the needs of large enterprises, and even supports enterprise‑level
operating systems (e.g., Linux, Microsoft Windows).

Quickly find and inventory certificates within your environment
that are exposed to a network service — even those residing
within Microsoft's Cryptographic API store (CAPI).
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Management Licensing Fees
Certificates Services supports discovery and manual
certificate importing, and includes up to 100 management
licenses (depending on annual Platinum support).
A management license is required to manage foreign
(non‑Entrust) certificates in Certificate Services.
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Use management licenses to consolidate data from multiple
sources and put them under centralized management. This
provides access to certificate details, inventory functions,
email notifications and reporting. Users get a comprehensive
view of the certificate environment including pending
expirations, copies and compliance risks.
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About Entrust Datacard
Consumers, citizens and employees increasingly expect anywhere-anytime experiences — whether they
are making purchases, crossing borders, accessing e-gov services or logging onto corporate networks.
Entrust Datacard offers the trusted identity and secure transaction technologies that make those
experiences reliable and secure. Solutions range from the physical world of financial cards, passports
and ID cards to the digital realm of authentication, certificates and secure communications. With more
than 2,000 Entrust Datacard colleagues around the world, and a network of strong global partners,
the company serves customers in 150 countries worldwide.
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For more information about Entrust products and services, call 888-690-2424,
email entrust@entrust.com or visit www.entrust.com.

Entrust Datacard and Entrust are trademarks, registered trademarks and/or service marks of Entrust Datacard Corporation in the United States and/or other countries.
Names and logos on sample cards are fictitious. Any similarity to actual names, trademarks or tradenames is coincidental. ©2016 Entrust Datacard Corporation.
All rights reserved.
24155/0317

