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On August 10th 2018, the Internet Engineering Task Force (IETF) published TLS 1.3 as RFC 8446. This
protocol officially became a new standard alongside the existing standard - TLS 1.2.

What is TLS?

Transport Layer Security (TLS) is a protocol that provides privacy and data integrity between two
communicating applications. It’'s the most widely deployed security protocol used today, and it’s used for
web browsers and other applications that require data to be securely exchanged over a network, such as
file transfers, VPN connections, instant messaging and voice over IP.

Why has IETF decided to introduce TLS 1.3?

TLS 1.2 has some pitfalls in the form of insecure protocols, ciphers and algorithms, which, even if only a
slim possibility, leave room for exploitation. TLS 1.3 doesn’t consist of these obsolete components and
eliminates the potential risks they cause.

What advantages does TLS 1.3 have over TLS 1.2?

Enhanced Security

TLS 1.3 embraces the less is more philosophy, eliminating support for older, broken forms of
cryptography. This means that you can’t turn on the potentially vulnerable stuff, even if you try. The
list of TLS 1.2 features that have been removed is extensive, and most of the exiled features have been
associated with high profile attacks. These include:

* RSA key transport: Doesn’t provide perfect forward secrecy

« CBC mode ciphers: Responsible for BEAST and Lucky 13

* RC4 stream cipher: Not secure for use in HTTPS

* SHA-1 hash function: Deprecated in favor of SHA-2

e Arbitrary Diffie-Hellman groups: CVE-2016-0701

* Export ciphers: Responsible for FREAK and LogJam

TLS 1.3 removes the bad crypto smell of these legacy features, making it less likely that attacks on
previous versions of the protocol will affect TLS 1.3. This streamlining also makes TLS 1.3 much easier for
server operators to configure.

Improved Speed

With TLS 1.2, two round-trips are needed to complete the handshake before a request can be sent.
Accessing a site over a mobile network can add more than half a second to its load time. With TLS 1.3, the
initial handshake is cut in half, requiring only one round trip.

This more efficient handshake is only possible because some of the legacy features present in TLS 1.2
were removed from the protocol. TLS 1.3 also has the additional advantage that, for sites you've recently
visited, you can send data on the first message to the server. This is called zero round trip mode (O-RTT)

and will result in even faster load times.
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What type of TLS certificates can accommodate TLS 1.3?

While the RSA key transport has been removed, the RSA certificates would still be allowed, but the key
establishment would be via DHE or ECDHE. One of the currently available in the market for this type of

cert is ECC.
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What types of cipher suites support TLS 1.3?

TLS 1.3 requires that you specify the following AEAD (Authenticated Encryption with Associated Data)

ciphers. Example of the suites are below:
e TLS13-CHACHA20-POLY1305-SHA256
* TLS13-AES-256-GCM-SHA384
* TLS13-AES-128-GCM-SHA256

Which internet browsers support TLS 1.3?

* Mozilla Firefox version 57 and onward

e Google Chrome Desktop version 63 and onward

* Google Chrome for Android version 62 and onward

e Safari on OSX High Sierra (enabled manually)

Note: As of September 2018, no versions of Microsoft Internet browser or Opera support TLS 1.3.
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TLS 1.2 and TLS 1.3 handshake comparison

The following is a detailed comparison of the handshake process, as viewed on Wireshark, performed on
TLS 1.2 and TLS 1.3.

l. Overview of the handshake process
TLS 1.2 (Website reference: https://login.entrust.net)

M 55! capture.peapng — [m] %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ RE R &= P ESIEQaQal
W [ tep.stream eq 688ss! ~| Expression..  +
No. Time: Source Destination Protocol  Length Info el
73 8.562098 192.168.204.154 216.191.247.148 TLSV1.2 571 Client Hello

116 5.815628 216.191.247.148 192.1685.204.154 TLSv1.2 1434 Server Hello

120 5.816115 216.191.247.148 192.168.204.154 TLSv1.2 926 Certificate

122 8.818025 192.168.204.154 216.191.247.148 TLSv1.2 180 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request

141 9.867344 216.191.247.148 192.168.204.154 TLSv1.2 6@ Change Cipher Spec

163 9.513779 216.191.247.148 192.168.204.154 TLSV1.2 99 Encrypted Handshake Message

192 11.221089 192.168.204.154 216.191.247.148 TLSv1.2 999 Application Data

245 11.477458 216.191.247.148 192.168.204.154 TLSV1.2 619 Application Data

247 11.477765 192.168.284.154 216.191.247.148 TLSv1.2 1882 Application Data

273 11.731307 216.191.247.148 192.168.204.154 TLSwl.2 1198 Application Data

288 11.764488 192.168.204.154 216.191.247.148 TLSv1.2 1256 Application Data

295 12.020649 216.191.247.148 192.168.204.154 TLSv1.2 991 Application Data

319 12.944914 192.168.204.154 216.191.247.148 TLSv1.2 1218 Application Data

348 13.211355 216.191.247.148 192.168.204.154 TLSv1.2 598 Application Data

378 13.476516 216.191.247.148 192.168.204.154 TLSv1.2 1434 Application Data

379 13.476517 216.191.247.148 192.168.204.154 TLSv1.2 1471 Application Data

383 13.525672 192.168.284.154 216.191.247.148 TLSv1.2 1351 Application Data v

Client Direction Message Direction
0 Client Hello
e @ Server Hello
e @ Certificate
e @ Server Key Exchange
e @ Server Hello Done
G Client Key Exchange
o Change Cipher Spec
e Finished
e Change Cipher Spec
@ Finished
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TLS 1.3 (Website reference: https://www.cloudflare.com)

M “Ethemer2 - o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dn: 6 [IDRBRes=TaEEaaqqn
| W ] tep.stream eq & aG sl E3 - | Expression..  +
Mo. Time Source Destination Frotocol Length Info fad

135 4.866673 192.168.204.205 198.41.215.162 TLSv1.3 571 Client Hello

137 4.870211 198.41.215.162 192.168.204.205 TLSVL.3 1586 Server Hello, Change Cipher Spec

139 4.870263 198.41.215.162 192.168.204.205 TLSV1.3 483 Application Data

141 4.871355 192.168.204.205 198.41.215.162 TLSv1.3 118 Change Cipher Spec, Application Data

143 4.873424 198.41.215.162 192.168.204.205 TLSv1.3 582 Application Data, Application Data

145 4.937911 192.168.294. 205 198.41.215.162 TLSvl.3 149 Application Data

147 4.938448 192.168.204.205 198.41.215.162 TLSV1.3 85 Application Data

148 4.938684 192.168.204.205 198.41.215.162 TLSv1.3 315 Application Data

151 4.948057 198.41.215.162 192.168.204.205 TLSV1.3 85 Application Data L
< >

Direction Message Direction

Client Hello .o
Supported Cipher Suite
Guesses Key Agreement Protocol

= Key Share

Server Hello
Key Agreement Protocol
Key Share
Server Finished

Checks Certificate
Generates Keys eoo
Client Finished .ee
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Il. Breakdown of the handshake process

TLS 1.2
1. Client Hello

ree
AW 2@ IBRBIS] S IEEeaaH
I[im.sh'eaneqﬁ&msl
Na. Time Saurce Destnation Pratocal  Length Info
73 8.562898 192.168.204.154 216.191.247.148 TLSv1.2 571 Client Helle
116 8.815628 216.191.247.148 192.168.204.154 TLSv1.2 1434 Server Hello
128 8.816115 216.191.247.148 192.168.264.154 TLSv1.2 926 Certificate
i§| M Wireshark . Packet 73 - ssl capture - [m] x f
1
1g9| | » Frame 73: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface @
24 » Ethernet II, Src: Vmware_d@:b&:3e (@@:8c:29:d@:b8:3e), Dst: Vmware_el:6b:2b (8@:58:56:el:6b:2b)
24 » Internet Protocol Version 4, Src: 192.168.284.154, Dst: 216.191.247.143
27 > Transmission Contral Protocol, Src Port: 58757 (50757), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 517
28{ |V Secure Sockets Layer
29 ™ TLSv1.2 Record Layer: Handshake Protocel: Client Hello
31 Content Type: Handshake (22)
344 Version: TLS 1.8 (8x@3@1)
37 Length: 512
37 ¥ Handshake Protocol: Client Hello
38 Handshake Type: Client Helle (1)
401 Length: 588
400 Version: TLS 1.2 (@x@383)
a4} » Random
45 Session ID Length: 32
461 Session ID: d4119cbab7eBacBbi8asfl@ecb@rasciasfesz695fflalbac. ..
47 Cipher Suites Length: 28
404 » Cipher Suites (14 suites)
49 Compression Methods Length: 1
51, » Compression Methods (1 method)
Extensions Length: 467 H
Framg Extension: server_name
» Ether + Extension: Extended Master Secret
> Inteq » Extension: renegotiation_info
© Trans Extension: elliptic_curves
¥ Secur » Extension: ec_point_formats
v e Extension: SessionTicket TLS
Extension: Application Layer Protocol Negotiation
Extension: status_request
Extension: Unknown 51
Y » Extension: Unknown 43
Extension: signature_algorithms
Extension: Unknown 45
Extension: Padding

Client Direction Message Direction Server

0 Client Hello
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2. Server Hello

A
A B [IMRMBR &= ! aaas
[ ] tcp.stream eq Gasd BE -)d
Me. Time Seurce Destination Protecol  Length Info
73 8.562098 192.168.264.154 216.191.247.148 TLSv1.2 571 Client Hello
116 B.B15628 215.191.247.148 192.168.204.154 TLSv1.2 1434 Server Hello
12@ 8.816115 216.191.247.148 192.168.204.154 TLSv1.2 926 Certificate
122 8.818808 167 168 04 164 216 181 347 148 TiSul 2 184 Clisnt Kew fhanzs Cinhar Snar  Hella Halln +
141 9.0678 M Wireshark - Packet 116 - ssl capture - o x
163 9.5137
192 11-22!7-‘ > Frame 116: 1434 bytes on wire (11472 bits), 1434 bytes captured (11472 bits) on interface @
245 11.47 > Ethernet II, Src: Vmware_el:6b:2Zb (8@:58:56:el:6b:2b), Dst: Vmware_d@:b8:3e (9@:@c:29:de:bB:3le)
247 11.437 | Internet Protocol Version 4, Src: 216.191.247.148, Dst: 192.168.204.154
273 11.73 » Tranmsmission Control Protocol, Src Port: 443 (443), Dst Port: 58757 (58757), Seq: 1, Ack: 518, Len: 1386
250 21 ~ Secure Sockets Layer
295 12.82 ~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
319 12. Content Type: Handshake (22) -
> Frame 116: Version: TLS 1.2 (@x@383) |
» Ethernet II, Length: 87
» Internet P * Handshake Protocol: Serwer Hello
Transmission Hanmdshake Type: Server Hello (2)
v Secure Soc Length: B3
¥ TLSw1.2 R Version; TLS 1.2 (@x@203)
Conten ~ Random
Versii GMT Unix Time: Apr 20, 2864 @8:57:24.000000000 Malay Peninsula Standard Time
Length Random Bytes: 463alfbeoc74@obee6l224b820317ble0adac3leflodfdes. . .
~ Handsh, Session ID Length: 32
Ha Session ID: 92c834e2e68d@Ic67bI0acBse55bBe547cad6Tel2a5443. ..
Le Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256 GOM_SHAIBS (@wcB38)
Ver: Compression Method: null (@)
* Ral Extensions Length: 11
Ses: » Extension: renegotiation_infeo
Ses: » Extension: ec_point_formats

Server Hello
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3. Certificate

a. Server Key Exchange

b. Server Hello Done

|
Aamce (nRBAecsTIEEQ’AQN
,l |b;p.smneqw
He., Time Soures Destination Protocol  Length Info
73 8.562098 192.168.204.154 216.191.247.148 TLSv1.2 571 Client Hella
. 116 3.815628 216.191.247.148 152.168.2084.154 TLSv1.2 1434 Server Hello
#: 126 8.816115 216.191.247.148 192.168.284.154 TLSv1.2 926 Certificate
122 8.8180825 132.168.204.154 216.191.247.148 TiSvl.2 188 Client Key Exchange, Change Cipher Spec, Mello Request, Hellg
i:; M Wireshark . Packet 120 sol capture - a x
12.:: > Frame 128: 926 bytes on wire (7488 bitz), 9256 bytes r.aptu_red (7488 bitz) on interface @
e » Ethernet II, Src: Vmware_el:6b:lb (80:58:56:e1:6b:2b), Dst: Veware_d@:bB:3e (@9:8c:29:d0:bB:3e)
273 * Internet Protocol version 4, Src: 216.191.247.148, Dst: 192.168.284.154
288 » Transmission Control Protocol, Src Port: 443 (443), Dst Port: 58757 (58757), Seq: 4141, Ack: 518, Len: 872
295 * [4 Reassembled TCP Segments (4573 bytes): #116(1268), #117(136@), #119(1380), #120(525)]
314 * Secure Sockets Layer
* TLSvl.2? Record Layer: Handshake Protocol: Certificate
* Frame Content Type: Handshake (22)
+ Ethern version: TLS 1.2 (@x08383)
> Interd Length: 4568
* Transm ~ Handshake Protocel: Certificate
» [4 Real Handshake Type: Certificate (11)
v Secure Length: 4564
v TLS| certificates Length: 4561
¢ » Certificates (4561 bytes)
‘: ¥ Secure Sockets Layer
! * TLSw1.2 Record Layer: Handshake Protocol: Serwer Key Exchange
va Content Type: Handshake (22)
version: TLS 1.2 (@w@3a83)
Length: 333
~ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12}
v Secure| Length: 329
v TS * EC Diffie-Hellman Server Params
(: “ TLSv1.2 Record Layer: Handshake Protocol: Server Helle Done
\I Content Type: Handshake (22)
| version: TLS 1.2 (@w8383)
b | Length: 4
~ Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
| Length: @
h 'I'LS'l
eee
e Certificate
én oo
.o
e Server Key Exchange
pEmy eee
eee
e Server Hello Done
JE‘ LT
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4. Client Key Exchange

a. Change Cipher Spec
b. Finished

e

s Eaaan

5
i £
o 5

dm 7@ TRE ] &

1 | tep.stream eq Gaiss! &
Na. Time Saurce Destination Protocol  Length Info
73 B.562898 192.168.204.154 216.191.247.148 TLSw1.2 571 Client Hello
116 8.815628 216.191.247.148 192.168.284.154 TLSv1.2 1434 Server Hello
128 8.8186115 216.191.247.148 192.168.284.154 TLSv1.2 926 Certificate
122 8.818025 192.168.2084.154 216.191.247.148 TLSv1.2 188 Client Key Exchange, Change Cipher Spec, Hello Request, Hello R
141 9.AE7844 214,191,247 148 192168204154 TLSw1.2 A Change Cinher Snec
163 | M Wireshark - Packet 122 - ssl capture - w] x
192
245 [, Frame 122: 188 bytes on wire (1448 bits), 188 bytes captured (1448 bits) on interface @
247 | | Ethernet II, Src: Vmware_d@:b8:3e (@0:8c:29:d8:b8:3e), Dst: Vmware_el:6b:2b (8@:58:56:el:6b:2b)
2731 | Internet Protocol Version 4, Src: 192.168.204.154, Dst: 216.191.247.148
2881 | 5 Transmission Control Protocol, Src Port: 58757 (50757), Dst Port: 443 (443), Seq: 518, Ack: 5013, Len: 126
295 |+ secure Sockets Layer
319 » TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange L
» Frame Content Type: Handshake (22) I
» Ethern| Version: TLS 1.2 (@x@383)
> Intern| Length: 7@
» Transm “ Handshake Protocol: Client Key Exchange
¥ Secure Handshake Type: Client Key Exchange (16)
v TLS Length: 66
» EC Diffie-Hellman Client Params
¥ TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
hd Version: TLS 1.2 (@x@383)
Length: 1
Change Cipher Spec Message
¥ TL5v1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
¥ TLS Content Type: Handshake (22)
Version: TLS 1.2 (@x8383)
Length: 4@
) ~ Handshake Protocol: Hello Reguest
Handshake Type: Hells Request (@)
v TLS Length: @
~ Handshake Protocol: Helle Request
Handshake Type: Hello Request (@)
Length: 8

Client Key Exchange

Change Cipher Spec

Finished

©0 0 -
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5. Change Cipher Spec

a. Finished

aAmi® TERE Qe=EZF 4 S EQAQal
[.ltp.qlrexneqﬁa&ﬂ

Mao. Time Source Destinaton Protocol  Length Info
73 B.5620898 192.168.204.154 216.191.247.148 TLSv1.2 571 Client Hello
116 8.815628 216.191.247.148 152.168.284.154 TLSv1.2 1434 Server Hello
128 8.816115 216.191.247.148 192.168.284.154 TLSv1.2 926 Certificate
122 8.818825 192,168.2084.154 216.191.247.148 TLSvi.2 188 Client Key Exchange, Change Cipher Spec, Hello Request,
141 9.867844 216.191.247.148 192.168.284.154 TLSv1.2 €@ Change Cipher Spec
163 9.513779 216.191.247.148 192.168.284.154 TLSv1.2 99 Encrypted Handshake Message
M Wireshark - Packet 141 - ssl capture - [} ®
> Frame 141: 6@ bytes on wire (488 bits), 6@ bytes captured (488 bits) on interface @
» Ethermet II, Src: Wmware_sl:eb:2b (@9:58:56:81:6b:2b), Dst: Vmware_de:b8:3s (@0:0c:20:40:b8:3e)
> Imtermet Protocol Version 4, Src: 216.191.247.148, Dst: 192.168.284.154
» Transmission Control Protocol; Src Port: 443 (443), Dst Port: 5@757 (58757), Seq: 5013, Ack: 644; Len: 6
1 | v Secure Sockets Layer E
> ¥ TLSw1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
: Content Type: Change Cipher Spec (28)
> Version: TLS 1.2 (8xB383)
1 Length: 1
b Change Cipher Spec Message
ooe
e Change Cipher Spec
1 ooe
ooe
@ Finished
JE oo
6. Encrypted Handshake Message
L
imcse IDRB ResETosEEaqan
[ ] tep.stream eq 68855l
Mo. Time Source Destination Protocel  Length Info
73 B.562098 192.168.204.154 216.191.247.148 TLSvl.2 571 Client Hello
116 8.815628 216.191.247.148 192.168.284.154 TLSv1l.2 1434 Server Hello
128 8.816115 216.191.247.148 192.168.204.154 TLSw1.2 926 Certificate
122 B.818825 152.168.284.154 216.191.247.148 TLSv1.2 188 Client Key Exchange, Change Cipher Spec, Hello Request, Hell
141 9.867344 216.191.247,148 192.168. 284,154 TLSvl.2 6@ Change Cipher Spec
163 9.513779 216.191.247.148 192.168.264.154 TLSw1.2 99 Encrypted Handshake Message
i Y s—
2 M ireshark - Packet 163 - ssl capture - m] 4
2
2 | > Frame 163: 99 bytes on wire (792 bits), 99 bytes captured (792 bits) on interface @
2 | » Ethernet II, Src: Vmware_el:sb:2b (8@:5@:56:el:6b:2b), Dst: Vmware_d@:b8:3e (@@:0c:29:d8:bB:3e)
2 | » Internet Protocol Version 4, Src: 216.191.247.148, Dst: 1092.168.284.154
3 » Transmission Control Protocol, Src Port: 443 (443), Dst Port: 58757 (58757), Seq: 5819, Ack: 644, Len: 45 -
Frad | Secure Sockets Layer ]
> Eth ¥ TL5v1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
> Int Content Type: Handshake (22)
S Tra Version: TLS 1.2 (@x@383)
w Sag Length: 42
w1 Handshake Protocel: Encrypted Handshake Message
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TLS 1.3

1. Client Hello, Supported Cipher Suites, Guesses Key Agreement Protocol,

Key Share
‘ Ethernet £
Am 2@ [IDREB Res=2EFLELFTEAQaH
{i|kpaheameq83&s§
Mo, Time Source Destination Protocol Length Info
135 4.866673 192.168.204.285 198.41.215.162 TLSv1.3 571 Client Hello
137 2 azacaa amo as nar aca amn acn ana aoc Ticea arne o o1 .
1 M Wireshark - Packet 135 - Ethernet 2
1
1 Frame 135: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bitc) on interface @
1. Ethernet II, Src: Vmware_d@:b8:3e (8@:8c:29:d@:b8:3e), Dst: Vmware_el:6b:2b (80:50:56:e1:6b:2b)
1 Internet Protocol Version 4, Src: 192.168.204.205, Dst: 198.41.215.162
1 Transmission Centrol Protocol, Src Port: 49756, Dst Port: 443, Seq: 1, Ack: 1, Len: 517
1 |v Secure Sockets Layer
< ¥ TLSv1.3 Record Layer: Handshake Protocol: Client Helle
Fran Content Type: Handshake (22)
Ethe Version: TLS 1.@ (@x@3@l)
Inte Length: 512
Traf ¥ Handshake Protocol: Client Hello
v Secu Handshake Type: Client Hello (1)
L | Length: 588

Version: TLS 1.2 (@x83@3)
Random: 488ee7183154c2e37876badadBec79ffedcco58edaladdad. ..
Session ID Length: 32
b Session ID: 508dabl2ad5428d1dd13c6adbi2501a570300d7acBe500d5. ..
Cipher Suites Length: 34
Cipher Suites (17 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 481
Extension: Reserved (GREASE) (len=@)
Extension: renegotiation_info (len=1)
Extension: serwver_name (len=23)
Extension: extended_master_secret (len=8)
Extension: SessionTicket TLS (len=8)
Extension: signature_algorithms (len=28)
Extension: status_request (len=5)
Extension: signed_certificate_timestamp (len=@)
Extension: application_layer protocol negotiation (len=14)
Extension: channel_id (len=8)
Extension: ec point formats (len=2)
| Extension: key share (len=43)
[* Extension: psk_key_exchange_modes (len=2) |
Extension: supported_wersions (len=11)
Extension: supported_groups (len=18)
Extension: Reserved (GREASE) (len=1)
Extension: padding (len=281)

Direction Message Direction

Client Hello eoe
Supported Cipher Suite vee
. Guesses Key Agreement Protocol

= Key Share
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2. Server Hello, Key Agreement Protocol, Key Share, Server Finished

e dit  Vie

4dm:@® ERE

(W Jtcp.stream eq 8 aassl

No. Time Source Destination Protocol Length Info
135 4.866673 192.168.284.205 198.41.215.162 TLSv1.3 571 Client Hello
137 4.87@211 198.41.215.162 192.168.204.285 TLSv1.3 1506 Server Hello, Change Cipher Spec
120 4 eaanca 100 a1 nac aca ann 1c0 ana anc Ticoa 3 AD3 feldoosiom mos
M Wireshark - Packet 137 - Ethernet 2 - a
> Frame 137: 1586 bytes on wire (12048 bits), 1586 bytes captured (12848 bits) on interface @
> Ethernet II, Src: Vmware_el:6b:2b (8@:50:56:e1:6b:2b), Dst: Vmware_d@:b8:3e (@@:8c:29:dB:b3:3e)
» Internet Protocol Version 4, Src: 198.41.215.162, Dst: 192.168.284.285
> Transmission Control Protocol, Src Port: 443, Dst Port: 49756, Seq: 1, Ack: 518, Len: 1452
g Vv Secure Sockets Layer
B ¥ TLSv1.3 Record Layer: Handshake Protocol: Server Helle
> | Content Type: Handshake (22)
> 1 Version: TLS 1.2 (ex@3e3)
> 1 Length: 122
v g ~ Handshake Protocol: Server Hello
| Handshake Type: Server Helle (2)
Length: 118
Version: TLS 1.2 (@x@3@3)
Random: 18clBal6f3c7d5d82abdd35fcdcBd72f43bb627d8aef7a06. ..
Session ID Length: 32
Session ID: 8@8dabl2a95428d1dd13c6adbl2501a57030@d7ac3e500d5. ..
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1381)
Compression Method: null (@)
Extensions Length: 46
> Extension: key_share (len=36)
> Extension: supported_versions (len=2)
» TLSv1.3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

‘ Ethernet 2

Am e [ BRE Rexs=EF R EEaaam

.[I [tep.stream eq 8 &l ssl

No. Time Source Destination Protocol Length Info
135 4.866673 192.168.284.205 198.41.215.162 TLSv1.3 571 Client Hello
137 4.878211 198.41.215.162 192.168.284.285 TLSv1.3 1586 Server Hello, Change Cipher Spec
139 4.8708263 198.41.215.162 192.168.204.285 TLSv1.3 483 Application Data
M Wireshark - Packet 129 - Ethernet 2 - m}

Frame 139: 483 bytes on wire (3864 bits), 483 bytes captured (3864 bits) on interface @
Ethernet II, Src: Vmware_el:6b:2b (@@:50:56:el:6b:2b), Dst: Vmware_d@:b8:3e (0@:@c:29:d@:b3:3e)
Internet Protocol Version 4, Src: 198.41.215.162, Dst: 192.168.284.205
Transmission Control Protocol, Src Port: 443, Dst Port: 49756, Seq: 2985, Ack: 518, Len: 429
[3 Reassembled TCP Segments (328@ bytes): #137(1319), #138(1452), #139(429)]
Secure Sockets Layer
™ TLSv1.3 Record Layer: Application Data Protocel: http-over-tls

Opaque Type: Application Data (23)

Version: TLS 1.2 (8x8383)

Length: 3195

Encrypted Application Data: 6f199b6c1195f28bbd4af386293clac2772c2c2f@ad8cd51. . .

v v

<v\.v\,\,”n

Server Hello eee

Key Agreement Protocol vee
Key Share

= Server Finished




ECS KNOWLEDGE SHARING
Comparison: TLS 1.3 and TLS 1.2

3. Checks Certificate, Generate Keys, Client Finished

AW 0 BRB ] &=

[. ‘tq:.sh'eﬂneqﬁaasl

Time Source Destination Protocol Length Info
135 4.866673 192.168.284.285 198.41.215.162 TLSv1.3 571 Client Hello
137 4.870211 198.41.215.162 192.168.284.285 TLSv1.3 1586 Server Hello, (hange Cipher Spec
139 4.870263 198.41.215.162 192.168.2084.285 TLSv1.3 483 Application Data
141 4.871355 192.168.284.205 198.41.215.162 TLSv1.3 118 Change Cipher Spec, Applicatien Data
M Wireshark - Packet 141 . Ethernet 2 - ] ®

Frame 141: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface @

Ethernet II, Src: Vmware_d@:b3:3e (00:@c:29:d@:b3:3e), Dst: Vmware el:6b:2b (@@:50:56:el:6b:2b)
Internet Protocol Version 4, Src: 192.168.284.285, Dst: 198.41.215.162

Transmission Control Protocol, Src Port: 49756, Dst Port: 443, Seq: 518, Ack: 3334, Len: 64 [
> v Ssecure Sockets Layer

¥ TLSv1.3 Record Layer: Change Cipher Spec Protocel: Change Cipher Spec

~
‘I B e
v

v

3 Content Type: Change Cipher Spec (28)
I Version: TLS 1.2 (@x@3@3)
Length: 1
Change Cipher Spec Message
¥ TLSv1.3 Record Layer: Application Data Protocol: http-over-tls
Opaque Type: Application Data (23)
Version: TLS 1.2 (@x@3@3)
Length: 53
Encrypted Application Data: ec6fa952c887217c0f020dc706c106225d5512adbBBc4619. ..

Checks Certificate i
Generates Keys oo
T ! Client Finished eve

NOTE: As you can see on the Wireshark log file captured above, TLS 1.3 is definitely
simpler and more secure since all the exchange information between the client and
server is now encrypted as well as other information such as certificates, key agreement
protocols and cipher suites agreement.

Summary

Just like with HTTP/2, TLS 1.3 is another exciting protocol update that we can
expect to benefit from for years to come. Not only will encrypted (HTTPS)
connections become faster, but they will also be more secure. Here’s to moving
the web forward.

External Reading
If you’d like to learn more about TLS 1.3 and its security improvements, check out
some of the recommended reading below.

* F5 DevCentral: Explaining TLS 1.3

* The SSL Store: The IETF has FINALLY published TLS 1.3 as RFC 8446

* |ETF Datatracker: The Transport Layer Security (TLS) Protocol Version 1.3

* CloudFlare: Introducing TLS 1.3

* The Inquirer: IETF drops RSA key transport from TLS 1.3

* The Register: World celebrates, cyber-snoops cry as TLS 1.3 internet crypto
approved

e The SSL Store: TLS 1.3 Handshake: Taking a Closer Look



https://www.youtube.com/watch?v=VzWqnT5dErI
https://www.thesslstore.com/blog/tls-1-3-approved/
https://datatracker.ietf.org/doc/draft-ietf-tls-tls13/21/
https://blog.cloudflare.com/introducing-tls-1-3/
https://www.theinquirer.net/inquirer/news/2343117/ietf-drops-rsa-key-transport-from-ssl
https://www.theregister.co.uk/2018/03/23/tls_1_3_approved_ietf/
https://www.theregister.co.uk/2018/03/23/tls_1_3_approved_ietf/
https://www.thesslstore.com/blog/tls-1-3-handshake-tls-1-2/
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