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Obtaining technical support

For support assistance by you can email Customer Support
at support@entrust.com or visit our Web site at
www.entrust.com.
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Enfrust

Obtaining and using an Entrust Office/VBA
Code Signing Certificate

Microsoft Office/VBA code is signed using the Microsoft Office application that
produced it. For example, if you create a spreadsheet in Microsoft Excel, the Excel
application offers built-in tools that enable you to sign it using your Entrust certificate
and private key.

Entrust certificates can be used to sign DOC, DOT, XLS, XLT, XLA, PPT, PPS, and PPA
files. The signature is used by the browser to provide some confidence document is
from a legitimate source and has not been subjected to tampering.

Obtaining a certificate from Entrust

To obtain a Code Signing Certificate from the Entrust, log into the Entrust Web site URL
https://buy.entrust.net/buy. Certificates are available to users who have registered for
Entrust Certificate Services Enterprise. For information about enrolling in Certificate
Services Enterprise, see the Entrust Certificate Services Enterprise Enrollment Guide.
For information about buying and managing Code Signing Certificates, see the Entrust
Certificate Services Enterprise User Guide.

Using your Entrust certificate to sign a Microsoft Excel

spreadsheet

Several Microsoft applications include built-in tools that allow the user to sign
documents that they create. The signing process used by Microsoft Excel is used as an
example in this procedure.

This procedure assumes that you have downloaded and installed a Code Signing
Certificate.
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To sign a Microsoft Excel spreadsheet

1 Save the spreadsheet.
2 From the Excel tabs select File > Info.
3 Inthe Info Window, select Protect <type_of_document=>.

Info

My Document

Desktop

Protect Workbook

? Control what types of changes people can make to this workbook,

Save

Protect
Workbook ~

Save As

Save as Adobe
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4 In the menu, click Digital Signatures.

Protect Workbook

Control what types of changes peog

|:B, Mark as Final
E Let readers know the workbook is final and
rmake it read-cnly.

Encrypt with Password
Require a password to open this workbool.

Protect Current Sheet

Control what types of changes pecple can
make to the current sheet.

A1 =

Protect Workbook Structure

Prevent unwanted changes to the structure
of the workbook, such as adding sheets,

o

Restrict Access

[; Grant people access while removing their ¥
ahility to edit, copy, or print.
Add a Digital Signature

|:b1a Ensure the integrity of the workbook by i
adding an invisible digital signature.
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5 In the Sign dialog:.
[ Sign =)

ﬂ 5ee additional information about what you are signing...

You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.

Commitment Type:
Created this document IE'

Purpose for signing this document:

Circulation for participant agreement

To include information about the signer, click the details button.
Signing as: Example Co,

Issued by:  Entrust Code Signing CA - OVIZS1

[ Sign ]l Cancel ]

Read the See additional information... page.

Select your Commitment Type (Created the document, for example).
Indicate why you are signing it.

Click Details and provide details about your name and business address.

® O © T 9

Signing as: indicates the digital ID that will be used in your signature. If you have
several certificates, you can click Change and select a different digital ID.

f  Click Sign.
6 In the Request for Permission... dialog:.

L B
Request For Permission to Use a Key ﬁ

Grant or deny this application permission to use this key

Key name:  Application supplied name for the key

@ Grant permission

() Deny permission

(v) View key details [ ok || cancel |
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a Select Grant permission to allow the application to use your key to sign the
document. If you are not sure, you can view the key information from the View

Key Details pull-down.
b Click OK to sign.
You will see a success message.
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