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2.3. The Parties agree that this DPA - and any additional data protection provisions
contained in the Offering Schedule(s) relating to the Services - shall replace any
existing data processing agreement or other contractual provisions pertaining to the
subject matter contained herein that the Parties may have previously entered in
connection with the Services, and will be effective as of the date Entrust receives (via
email to the address in Clause 1.1.4 above) a complete and executed DPA from
Customer indicated in the signature block below.

2.4. OEM Scenarios. Where Customer makes the Services available to its own
customers on an OEM, white-label, or similar basis, Schedule Three (OEM
Addendum) applies and modifies this DPA solely for such OEM scenarios.

3. DEFINITIONS

“‘“Agreement’” means the written or electronic agreement(s) entered into between Entrust and
Customer for the purchase, access to, and/or licensing of the Services.

“BAA” shall have the meaning given in Clause 5.3 of this DPA.

“‘Biometric Data” means data generated by automatic measurements of an individual's biological
characteristics, including: (i) biometric identifiers such as a fingerprint, voiceprint, retina or iris
scan, scan of a hand or face geometry, or other unique biological patterns or characteristics that
is used to identify a specific individual; and (ii) any information based on an individual's biometric
identifier used to identify an individual.

“BIPA” shall have the meaning given in Clause 5.2 of this DPA.

“Customer Personal Data’ means Personal Data Processed by Entrust for the purpose of
providing the Services to the Customer pursuant to the Agreement, as further described in
Schedule 1 to this DPA (Details of Personal Data Processing).

“Controller’ means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the Processing of Personal
Data.

“Customer” means a customer of Entrust Corporation (or any of its subsidiaries) who is party to
the Agreement.

“‘DPA” means this Data Processing Addendum.

‘Data Protection Laws” refers to all applicable rules, laws, regulations, directives and
governmental requirements currently in effect and as they become effective relating to privacy or
data protection, whether applicable at the Federal, State, or local level and including, but not
limited to, the EU General Data Protection Regulation (GDPR), UK General Data Protection
Regulation (UK GDPR), Directive 2002/58/EC of the European Parliament and of the Council of
12 July 2002 (e-Privacy Directive) as transposed into applicable domestic legislation, UK’s Data
Protection Act 2018 (DPA 2018), Canada’s Personal Information Protection and Electronic
Documents Act (PIPEDA), the California Consumer Privacy Act (CCPA) as amended by the
California Privacy Rights Act (CPRA), the Colorado Privacy Act (CPA), the Virginia Consumer
Data Protection Act (VCDPA), the Utah Consumer Privacy Act (UCPA), the Connecticut Data
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identified data; (g) will enable Customer, upon Customer’s reasonable notice to
Entrust, to take appropriate steps as reasonably necessary to stop and remediate any
unauthorized use by Entrust of Customer Personal Data; and (h) will not take any
action that would cause Entrust to cease being a “service provider” as defined under
the CCPA with respect to Customer Personal Data. Entrust may, however, Process
Customer Personal Data for a “business purpose” (as defined by and consistent with
the CCPA) permitted of a qualified service provider under the CCPA, so long as the
purpose for which the Customer Personal Data is used does not cause Entrust to lose
its status as a service provider and is otherwise in compliance with all applicable Data
Protection Laws (“Permitted Vendor Purposes”).

Authorized Personnel. Entrust shall take measures designed to ensure the reliability
of all personnel whom it instructs to Process Customer Personal Data by: (a)
performing background checks upon such personnel (where permissible under
applicable law); (b) assigning specific and necessity-based access privileges to such
personnel; () ensuring that such personnel have undergone training in data protection
and privacy; and (d) ensuring that such personnel are bound by obligations of
confidentiality.

Data Subject Requests. Customer acknowledges and agrees that it is Customer’s

responsibility to comply with all requests from Data Subjects to whom Customer

Personal Data relates, including but not limited to Data Subjects who are seeking to

exercise their rights under Data Protection Laws in respect of Customer Personal

Data. Where Entrust receives, from a Data Subject to whom Customer Personal Data

relates, a request to exercise the rights available to them under Data Protection Laws,

Entrust shall:

6.4.1. direct the Data Subject to contact Customer so that Customer may respond.
For this purpose, Customer agrees that Entrust may provide such Data Subject
with Customer's name and the email address provided for notices at Clause
7.1 of this DPA; and

6.4.2. upon Customer’s written request, and at the Customer’s reasonable expense,
provide reasonable assistance as necessary to permit the Customer to
respond to such requests as required by Data Protection Laws.

Third Party Requests. In the event Entrust directly receives any request,
correspondence, inquiry, or complaint from a regulatory authority or third party which
relates to Entrust’'s Processing of Customer Personal Data (“Third Party Request”),
Entrust shall, to the extent legally permitted, inform Customer and provide Customer
with details of such Third-Party Request. Unless legally required to do so, Entrust shall
not respond to any Third-Party Request without Customer’s prior consent other than
to: (a) determine whether the requestor has the legal power to mandate Entrust to
comply with the Third-Party Request; and/or (b) refer the requestor to the Customer.

Privacy Assessments. Where requested by Customer in writing and required under
Data Protection Laws, Entrust shall provide such assistance as Customer reasonably
requires (taking into account the nature of the Processing and the information available
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Address:

Signature:

Date:

On behalf of Entrust:
Name (written out in full): Lisa J. Tibbits
Position: Chief Legal and Compliance Officer

Address: 1187 Park Place, Shakopee, Minnesota 55379-3817 USA
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2.6 For OEM Scenarios, where Customer acts as a Processor and Entrust acts as a Sub-
processor, the Parties agree that EU SCCs Module Three (processor to processor), and the

corresponding UK Addendum / Swiss adaptations apply, as set out in Schedule Three, in lieu
of Module Two.

2.7 Conflict. To the extent there is any conflict or inconsistency between the EU Standard
Contractual Clauses or UK International Data Transfer Agreement and any other terms in this
DPA or the Agreement, the provisions of the EU Standard Contractual Clauses or UK
International Data Transfer Agreement, as applicable, shall prevail.
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SCHEDULE THREE — OEM ADDENDUM

This Schedule Three (the “OEM Addendum”) forms part of the Entrust Customer Global Data
Processing Addendum ("DPA"). This Addendum applies only where Customer makes the
Services available to its own customers on an OEM, white-label, or similar basis. Capitalized
terms have the meanings given in the DPA unless otherwise defined herein.

1.

Scope and Applicability. This OEM Addendum applies where Customer (“OEM”) resells,
distributes, integrates, white-labels, or otherwise makes the Services available to its own
customers (“Ultimate Controllers”).

1.1. This Addendum amends the DPA solely for OEM scenarios; where OEM does not act in
such capacity, the DPA applies without modification.

Role of the Parties.

2.1. OEM as Controller. Where OEM acts as a Controller, Entrust shall act as a processor in
accordance with the DPA.

2.2. OEM as Processor. Where OEM acts as a Processor on behalf of an Ultimate
Controller, Entrust shall act as OEM’s Sub-processor. OEM represents and warrants
that it has obtained all necessary authorizations from Ultimate Controllers to appoint
Entrust as a Sub-processor.

Instructions and Flow-Down.

3.1. Entrust shall process Personal Data only on OEM’s documented instructions, including
any flow-down instructions of Ultimate Controllers communicated by OEM.

3.2. In the event of conflicting instructions, OEM shall clarify the controlling instructions and.
Entrust may suspend processing where necessary to avoid a violation of applicable law.

Sub-processors.

4.1. To the extent OEM is required to notify any Ultimate Controller of Entrust’s authorization
or use of Sub-processors, OEM may fulfill such obligation by relying on Entrust’s sub-
processor notification process as described in the DPA.

4.2. To the extent that an Ultimate Controller raises concerns regarding Entrust’s use of a
Sub-processor, OEM shall manage such concerns directly with the Ultimate Controller.
Entrust shall have no obligation to respond to, assess, or resolve any objection made by
an Ultimate Controller. OEM may raise an objection with Entrust under the objection
process set out in the DPA and Entrust will address such objections in accordance with
that process. If an objection raised by OEM cannot be resolved within ninety (90) days,
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OEM may terminate the affected Services in accordance with the DPA.
5. Cross-Border Data Transfers.

5.1. Where OEM is a Processor and Entrust is a Sub-processor, the Parties agree that EU
Standard Contractual Clauses Module Three (Processor to Sub-processor) shall apply
in lieu of Module Two.

5.2. The UK Addendum and Swiss Addendum shall apply in the same manner, and the
corresponding annexes will be adapted as needed to reflect the Parties’ roles.

6. Data Subject Requests. Entrust shall direct Data Subjects to contact OEM. Entrust shall
provide reasonable assistance to OEM to enabile it to fulfill obligations toward Ultimate
Controllers, subject to the parameters of the DPA.

7. Personal Data Incidents. Entrust shall notify OEM without undue delay of any Personal
Data Incident affecting Ultimate Controller data. Notifications to Ultimate Controllers shall be
handled by OEM unless otherwise required by law.

8. Return or Deletion of Personal Data. Upon termination, Entrust shall return or delete
Personal Data as instructed by OEM. Where OEM acts as a Processor, OEM may instruct
Entrust to return or delete data to an Ultimate Controller.

9. Precedence. In the event of a conflict between this Schedule Three and the remainder of
the DPA, this Schedule Three controls solely OEM scenarios. Otherwise, the DPA prevails.
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