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1.0 INTRODUCTION

Entrust, Inc. (Entrust) has implemented a comprehensive, outsourced Public Key Infrastructure
(PKI) to provide the services necessary to support non-Federal entities. This PKI, referred to as
Entrust Managed Services Non-Federal PKI (EMS NFI), is designed to provide shared service
provider (SSP) PKI services to non-Federal organizations (e.g., State Government, Local
Government, Educational institutions, Commercial Entity employees and contractors, etc).

The EMS NFI is compliant with the Entrust Managed Services Non-Federal Public Key
Infrastructure X.509 Certificate Policy. The EMS NFI consists of products and services that
provide and manage X.509 certificates for public key cryptography. Part of this PKI are
Certification Authorities (hereafter referred to collectively as “EMS NFI CA”) that generate and
revoke X.509 public key certificates. The CA binds the Subscribers to their public/private key
pairs, through the issuance of X.509 certificates.

This Certification Practices Statement (CPS) defines the practices under which the EMS NFI CA
operates. This CPS is subject to review and approval by the Entrust Managed Services Policy
Authority (EMS PA).

This CPS is applicable to all entities with relationships with the EMS NFI CA, including Trusted
Roles users (e.g., Master Users and Security Officers (SO)). No end user certificates are issued
from a Root CA. All individual certificates issued from a Root CA are to those entities filling
Trusted Roles. This CPS provides these entities with a clear statement of the practices and
responsibilities of the EMS NFI CA, as well as the responsibilities of each entity in dealing with
the EMS NFI CA.

This CPS is consistent with the Internet Engineering Task Force (IETF) Public Key
Infrastructure X.509 (PKI1X) Working Group Request for Comment (RFC) 3647, Certificate
Policy and Certification Practice Statement Framework.

The remaining sections contain sensitive proprietary information and have been redacted
accordingly. Please contact your agency’s ISSO representative for any further information
regarding the CPS.
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