Passwordless Access - Entrust Identity

HIGHLIGHTS

Increase workforce security
and productivity

From an IT perspective, passwords
are notoriously insecure. From a user
perspective, passwords are annoying.
For strong security and an enhanced
employee experience, take your
workforce passwordless.

Entrust has been offering passwordless
solutions for several years, including:

* Mobile-derived PIV solutions
* Proximity workstation login

» Passwordless single sign-on (5S0O)
authentication

LEARN MORE AT ENTRUST.COM/PASSWORDLESS

KEY FEATURES & BENEFITS

High assurance credential-based
passwordless access

Entrust’s passwordless solution transforms
a worker’'s mobile device into his/her
trusted digital workplace identity.

Secure
No password, no more password hacks.

Increased workforce productivity
Securely access any app from any device,
anywhere.

Unified access
One solution for all apps, all devices.

One-time user registration
Not device-by-device, or app-by-app.

Reduced TCO

No hardware or operating system
upgrades required, and no more
password administration and overhead.

Focused security expertise

Security is our core business, not an
add-on. We are a leader in high assurance,
with full PKI, Smart Card, USB, Mobile
Smart Credential, Digital Certificates,
Signing, and Encryption.
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HOW IT WORKS
Secure workforce identities

Entrust’s high assurance credential-based passwordless solution secures worker
identities and protects corporate assets, supporting file encryption, email encryption,
document signing, and more. It is X.509, PIV, PIV-D, and FIDO2 compliant.

Here are the steps to get started with your workforce:

Step 1

A smart credential is installed on the employee’s mobile
phone to create his/her trusted workplace identity.

Step 2

l n‘ The employee unlocks the device with biometric authentication,

such as fingerprint or facial recognition, to verify his or her identity.
Alternatively, a PIN can be used.

Step 3

Once the employee is authenticated, Bluetooth® connectivity
to his or her computer delivers passwordless workstation login
and single sign-on to all apps - cloud-based and on-premises -
while in close proximity.
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