
Entrust IDV Reference Architecture for Okta Account Management
Identity Verification for Okta Recovery and Authenticator Lifecycle flows

Supported Actions

	 Password 
	 Recovery

	 Account 
	 Unlock

	 Enroll 
	 Authenticator

	 Unenroll 
	 Authenticator

Okta Identity Engine (OIE)
Orchestrates the account 
management journey and 
remediation steps.

Account Management  
Policy (AMP)
Determines whether  
identity verification  
is requ red for the  
requested action. 
 
IDV Vendor Configuration
verification is required  
for the requested action. 

Policy Decision
Uses the verification  
outcome to continue 
or stop the account  
management flow. 

Verification Experience

User completes the  
configured Entrust  

identity verification flow

Verification Outcome

Entrust performs  
verification and returns  

the outcome to Okta

Initiates a supported  
account management  
action in Okta

Okta Identity Platform Entrust IDV
External Identity  

Verification Provider

Okta-Managed Outcome

	 Okta completes or stops  
	 the account management  
	 action based on policy  
	 and verification result

Scope: Okta-supported account management IDV flows only.

Envoke  
Entrust 
IDV (if 

required 
by policy)

Return  
verification  

outcome  
to Okta

Enforce  
outcome  
based on  

policy  
and result 

End-to-End Flow Summary: 

User initiates one  
of the supported  
account management 
actions in Okta  

Okta evaluates the 
Account Management 
Policy for the requested 
action

�If policy requires 
IDV, IOV for  
verification

�User completes the 
Entrust verification  
experience 

Entrust returns  
the verification  
outcome to Okta

�Okta applies the policy 
outcome and continues 
or stops the account 
management action. 
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User

Possible Outcomes

	 Password reset  
	 completed

	 Account unlocked

	 Authenticator enrolled

	 Authenticator unenrolled

	 Flow stopped  
	 (verification failed  
	 or requirements not met)
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