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1.0 INTRODUCTION

Entrust has implemented a comprehensive, outsourced Public Key Infrastructure (PKI) to provide
the services necessary to support Homeland Security Presidential Directive #12 (HSPD-12) and
Federal Information Processing Standard Publication 201 (FIPS 201). This PKI, referred to as the
Entrust Public Key Infrastructure Shared Service Provider (ETPKISSP), is designed to provide
shared service provider (SSP) PKI services to Federal government employees, contractors, and
affiliates for the purposes of authentication, digital signature, and confidentiality. This system has
not been designed to support national security systems.

The ETPKISSP is compliant with the X.509 Certificate Policy for the U.S. Federal PKI Common
Policy Framework (Common Policy CP) [Common Policy CP], and consists of products and
services that provide and manage X.509 certificates for public key cryptography. This PKI includes
Certification Authorities (CA) that generate and revoke X.509 public key certificates. The CA binds
Subscribers to their public/private key pairs through the issuance of X.509 certificates.

The ETPKISSP shall consist of a Federal Root Certification Authority (Federal Root CA) and one or
more Subordinate CAs (SCAs), referred to as the Federal Shared Service Provider CAs (FSSP CAs).
To meet Common Policy CP requirements, the ETPKISSP shall also host:

e The Entrust Managed Service Key Recovery Service (MSO-KRS)

e Derived Credential Management Service (DCMS) — this optional service allows designated
Subscribers with valid PIV credentials to apply for and receive Common Derived Personal
Identity Verification (PIV) certificates. And dedicated ancillary services, including:

e LDAP Repositories — used to publish certificates and revocation information.

e Administration Services — web-based user administration for RA/LRAs.

e Online Certificate Status Protocol (OCSP) Service — this optional OCSP Responder provides
relying parties with an alternative method for validating the revocation status of a certificate.

e Digital Autopen Service — an optional service which allows a specific Subscriber to designate
another specific Subscriber to digitally sign on their behalf.

Security management services provided by the Federal Root CA and FSSP CAs include the
following:

e Key generation and storage.
e Key escrow and recovery.

e Certificate, Derived Credential, and Certificate Revocation List (CRL) Generation and
Distribution.

Repository publishing, providing access to certificates and CRLs.

Certificate token initialization and management.

Certificate Update, Modification, Renewal, Suspension/Restoration, and Re-key.
Certificate token initialization/programming/management.

System Management Functions (e.g., security audit, certificate tracking, configuration
management, archive, etc.).

Specifically excluded are code-signing certificates. ETPKISSP, the Federal Root CA, FSSP CAs,
and Ancillary Services do not issue code-signing certificates.
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Key Recovery is the ability to escrow and recover private keys from public/private key pairs
associated with public key certificates used for key or data encipherment. The Entrust Managed
Service Key Recovery Service (MSO-KRS) accesses securely stored end user private keys and
provides secure key recovery in accordance with the Common Policy CP.

The Derived Credential Management Service (DCMS) addresses the requirement to issue Derived
PIV Credentials that PIV-enable mobile devices in accordance with the Common Policy CP and
guidance provided by NIST SP800-157.

The security and trustworthiness of the Federal Root CA, FSSP CAs, MSO-KRS, DCMS, and
Ancillary Services depend on the security of the hardware, software, facilities, personnel, and
procedures used in the operation of the Federal Root CA, FSSP CAs, DCMS, and MSO-KRS.

The remaining sections of this document have been redacted and are not included in this version.
For additional information regarding the Federal PKI and related Certification Authorities, please
refer to. https.//www.entrust.com/legal-compliance/federal-pki.

Please contact your representative for any further information regarding this document
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