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1. Introduction

This document describes the integration of Oracle Cloud Infrastructure (OCI) Bring Your
Own Key (BYOK), referred to as OCI BYOK in this guide, with the Entrust Cryptographic
Security Platform Key Management Vault.

1.1. Documents to read first

+ Entrust Cryptographic Security Platform Key Management Vault: nShield® HSM
Integration Guide. This document is also available from the Entrust Document Library.

« Cryptographic Security Platform Vault for Cloud Keys.

+ Configuring Vault Authentication for Cryptographic Security Platform Vault for Cloud
Keys.

+ Cryptographic Security Platform Vault BYOK Overview
+ Configuring OCI for Cryptographic Security Platform Vault BYOK.

- Also refer to the documentation for OCI in the Oracle Cloud Infrastructure
Documentation.

1.2. Product configurations

Entrust has successfully tested the integration of Cryptographic Security Platform Key
Management Vault with OCI BYOK in the following configurations:

Vendor Product Version
Oracle  Oracle Cloud N/A
Entrust Cryptographic Security Platform 1.0
Entrust Key Management Vault 10.4.5

VMware vSphere 8.0

1.3. Features tested

Entrust has successfully tested the following features:

Feature Tested
API Key Generation 4
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https://nshielddocs.entrust.com/csp-vault/HEAD/intro.html
https://nshielddocs.entrust.com/csp-vault/HEAD/intro.html
https://www.entrust.com/resources/documentation
https://docs.hytrust.com/CryptographicSecurityPlatformVault/10.4.5/Online/Content/Books/Admin-Guide/Cloud-Key-Management-Vault/aaaChapter-CloudKey.html
https://docs.hytrust.com/CryptographicSecurityPlatformVault/10.4.5/Online/Content/Books/Admin-Guide/Cloud-Key-Management-Vault/CK_Auth/Cloud-Authentication.html
https://docs.hytrust.com/CryptographicSecurityPlatformVault/10.4.5/Online/Content/Books/Admin-Guide/Cloud-Key-Management-Vault/CK_Auth/Cloud-Authentication.html
https://docs.hytrust.com/CryptographicSecurityPlatformVault/10.4.5/Online/Content/Books/Admin-Guide/Cloud-Key-Management-Vault/BYOK/KeyControl-BYOK-Overview.html
https://docs.hytrust.com/CryptographicSecurityPlatformVault/10.4.5/Online/Content/Books/Admin-Guide/Cloud-Key-Management-Vault/BYOK/KeyControl-BYOK-Configure-Oracle-OCI.html
https://docs.oracle.com/en-us/iaas/Content/KeyManagement/Concepts/keyoverview.htm
https://docs.oracle.com/en-us/iaas/Content/KeyManagement/Concepts/keyoverview.htm
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Feature Tested

API Key Rotation v

OCI API Connection v

OCI Compartment Creation v

OCI Vault Creation v

OCI Vault Master Encryption Key v

Creation

OCI Bucket Creation v

CloudKey Creation for OCI Vault v

Master Encryption Key.

Disabling and Enabling cloud key v

1.4. Requirements

e Entrust recommends that you allow only unprivileged connections
unless you are performing administrative tasks.
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2.

Procedures

2.1. Prerequisites

Before you perform the integration, complete the following tasks:

1.
2.
3.

Deploy and configure Entrust Key Management Vault.
Ensure that you have access to Oracle Cloud Infrastructure (OCI).

If the OCIl user is not in the administrators group, create a policy that allows the user to
manage keys and vaults.

. Ensure that the OCI user was created in the default identity domain for the tenancy,

because users in non-default identity domains are not supported.

. Ensure that the endpoints whitelisted for OCI BYOK work:

If your organisation restricts outbound access to the public internet, the following
endpoints will need to be whitelisted for OCI BYOK to work:

° https://cloud.oracle.com/

° https://kms.<region>.oraclecloud.com

This endpoint must be individually whitelisted for each region you want to use.
° https://identity.<region>.oci.oraclecloud.com

This endpoint must be individually whitelisted for each region you want to use).
° https://<vaultid>-management.kms.<region>.oraclecloud.com

This endpoint must be individually whitelisted for each vault you want to use. The
URL can be found on the vault information tile in the OCI console.

2.2. Create a CloudKey Vault in the Key Management Vault
server

. Log in to the Key Management Vault server in your web browser using the secroot

credentials.

. If you are not in the Vault Management interface, select SWITCH TO: Manage Vaults

in the menu header

. Select Create Vault.
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CRYPTOGRAPHIC SECURITY PLATFORM
@ ENTRUST | yauit Management

& Security Administrator v

SWITCHTO: 2
Appliance Management

Vaults

Each vault has unique authentication and management

Total Vaults: 0

Type:  All Search  Contains...

4. Create a CloudKey Vault:

+

Let's get started!

+ Create Vault

° For Type, select Cloud Keys.

° For Name, enter a vault name.

° For Description, enter a description for the vault.

£ Settings

+ Create Vault

° For Admin Name, enter the name of the vault administrator.

° For Admin Email, enter a valid email for the administrator.

Vaults

Each vault has unique authentication and management

Create Vault
A vault will have unique authentication and management.

Type
Choose the type of vault to create

Cloud Keys

Name *
ocl
Description
Optionally add a short description to help identify this vault

Vault for OCI testing.

Max. 300 characters

Email Notifications

A\ SMTP needs to be configured to turn on email notifications

Use email to communicate with Vault Admi

you will see and need to give temporary pa

Administrator

Invite an individual to have complete access and control over this vault. They will be responsible for inviting additional

members,

Admin Name *

Administrator

Admin Email *

. including their temporary passwords. Turning off email notifications means
0 Vault Admins.

x00000(@company.com

Create Vault [EeERI]

A temporary password will be emailed to the administrator’s
email address when the vault is created. Use this password the
first time that you sign in to the CloudKey Vaults space in Key

o Management Vault. In a closed gap environment where email is

user.

not available, the password for the user is displayed when you
first create the vault. Copy this password and send it to the
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5. Select Create Vault.
6. Select Close when the vault creation completes.

7. The newly created vault is added to the vault dashboard.

Cloud Keys
a

OCI

Vault for OCI testing.

8. Go to the displayed URL and sign in with the credentials given.

When you sign in for the first time, the system will prompt you to change the
password.

2.3. OCI Setup

Setting up OCI from scratch is a multi-step process that involves creating an account,
configuring networks, provisioning resources, and deploying your applications or services.
Use the following steps as a general guide to get started:

2.3.1. Create an Oracle Cloud Account

Visit the Oracle Cloud website and create an account: https://cloud.oracle.com/

2.3.2. Log In to Oracle Cloud Console

Use your credentials to log in to the Oracle Cloud Console. This is your central location for
configuring and managing OCI resources.
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A Free Tier account X
You are in a Free Trial. When your trial is over, your account is limited to Always Free resources. Upgrade at any time.

Learn more

(Q  Search resources, services, documentation, and Markety v USEast (Ashburn) [

Home Normal performance N
5 View service health ° Customize
Tenancy: cleandroviana —_—
AT -
Resources Build
My recently viewed Compute
US East (Ashburn) View all Resources BT CreateaVMinstance 26 mins

Recently created
Autonomous Transaction

g Processing 3-5 mins
Create an ATP database

Resource collections As you view and work with infrastructure resources in the

tenancy, you can see them listed here.

Autonomous Data Warehouse

8 Createan ADW database >

Networking s
) -3 mins
ﬁ% Set up a network with a...

Resource Explorer Show all
Services Service spotlight
Customize the recommendations by choosing
Pinned Recently visited a profile. Update

Services that you visit will appear here.
o Instances Compute Identity

Policies
. @ Enable your users to perform specific
o Virtual cloud networks Netuorking actions within your tenancy

2.3.3. Add an API Key for the OCI User

The API key provides a configuration file snippet that contains the connection information
that allows you to connect to the Entrust Cryptographic Security Platform Key
Management Vault.

It might take up to 5 minutes for a new API key to become active on
OCIL. If you attempt to create your Cloud Service Provider account
before the API key is active, it will fail with the following error: Failed to
o validate Access Credentials OCI returned error: Client is
unauthorized. null Wait for a few minutes before you attempt to
recreate your Cloud Service Provider account. For more information,

see Adding a Cloud Service Provider Account for OCI.

1. In OCI, navigate to the user that got created for you when you signed up for OCI.

You can find the Users link under the Services spotlight section in the console.
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Service spotlight

Customize the recommendations by choosing a profile. Update

Identity

@ Policies

Enable your users to perform specific actions within your tenancy

Networking
ﬁnh Virtual Cloud Networks

Set up and manage your VCNs, which are your private, flexible data centers in the cloud
with security policies and built-in administration

Identity

@ Users

Secure your resources by managing the users that can access your tenancy

2. Select Users and then the user that got created for you.

3. On the user page, select the API Keys tab.

& Identity & Security « Users
Cleandro Viana Actions v | Edituser
< Identity User @
Overview ~——
Details Groups. Integrated applications API keys Auth tokens. ©OAuth 2.0 client credentials 'SMTP credentials Customer secret keys Database passwords
Domains —_—
Network Sources APl keys

Q searc!

My profile Add API key ‘ Delete

B

Fingerprint Created

No items to display

c fitersor sea

4. Under API Keys, select Add API Key.
5. Add the key using your preferred method. For this guide, Generate API key pair was

used.

The APl key is an RSA key pair in PEM format. You can either generate the key pair here
and download the private key, or, if you already have a key pair, you can choose to
upload or paste your public key file instead.

o Download the private and public keys because these files will be
used later in the integration.

6. Click Add.

The Configuration file preview window displays the information that you need to
connect to Entrust Cryptographic Security Platform Key Management Vault.

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 7/23
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Configuration file preview

Note: This configuration file snippet includes the basic authentication information you'll need to use the SDK, CLI, or other OCI developer tool. Paste the contents of the text box into your
~/.oci/contig file and update the key_file parameter with the fle path to your private key. Learn more

Fingerprint
1f:e9:1d:c0:bb:30:cc:42:74:ca:33:b4:d7:ff:14:00

[DEFAULT]

. 1i7ta6teai
Fingey £:€9:1d:cO:bb:30:cC:42:74:Ca:33:b4:d7: FF: F4:09
nancy.ocl. j Jauwzwa

urn-1
th to your private keyfile> # TODO

Configuration file preview [DEFAULT] user=ocid1.user.oc gerprint=1f:e9:1 42:7 Copy

7. Click Copy to copy the file, and paste it somewhere you can access later on.

[DEFAULT]
user=ocidl.user.oc?..aaaaaaaas43hpmnhcsxkli7tabteaid4d2cvwnberng3zxyom3gppfzonsuda
fingerprint=1f:e9:1d:c@:bb:30:cc:42:74:ca:33:b4:d7:ff:f4:09
tenancy=ocid1.tenancy.oc1..3aaaaaaauvgauj3ybgkazkvqofrgmxbbex5q3xxz44pkw2vwkpzchjquw2wa
region=us-ashburn-1

key_file=<path to your private keyfile> # TODO

2.3.4. Add a Cloud Service Provider Account for OCI

It may take up to 5 minutes for a new API key to become active on OCI.
If you attempt to create your Cloud Service Provider account before
the API key is active, it will fail with the following error: Failed to

o validate Access Credentials OCI returned error: Client is
unauthorized. null Wait for a few minutes before you attempt to
recreate your Cloud Service Provider account. For more information,

see Adding a Cloud Service Provider Account for OCI.

1. Log in to the Entrust Cryptographic Security Platform Key Management Vault: Cloud
Keys Vault webGUI using an account with Cloud Admin privileges.

2. In the top menu bar, select CloudKeys.
3. Select the CSP Accounts tab.

4. Select Actions > Add Cloud Service Provider Account.

CRYPTOGRAPHIC SECURITY PLATFORM Q) \% oy I
@ ENTRUST | G or Cloud Keys (:5 VAL ﬁ 0oCl | & Adminstrator
CLOUDKEYS [iR=2eliiing AUDITLOG ALERTS SETTINGS
—
This vault is not connected to Cryptographic Security Platform Compliance Manager. | Connect Now
Key Sets  CloudKeys  CSP Accounts Refresh
Add CSP Account |
~ | Description ~ | Admin Group v Key Set ~ | Type v =

5. On the Details tab of the Add CSP Account dialog box, enter the account details as
follows:

° For Name, enter the name you want to use for the Cloud Service Provider
Account.

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 8/23
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° For Description, enter an optional description of the Cloud Service Provider
Account.

° For Admin Group, select the Admin Group that you want to use for the account,
for example Cloud Admin Group.

° For Type, select OCI.

° For OCI User ID, copy the user information (everything after user=) from the
configuration file preview.

° For OCI Tenancy ID, copy the tenancy information (everything after tenancy=)
from the configuration file preview.

> For OCI Region, copy the region information (everything after region=) from the
configuration file preview.

° For OCI API Key Fingerprint, copy the fingerprint information (everything after
fingerprint=) from the configuration file preview.

> For OCI API Key Content, click Load File to upload the private keyfile that you
generated.

> For OCI API Key Passphrase, if you generated an RSA Key Pair with a passphrase,
enter the passphrase here.

° For OCI Storage Bucket, if you are using a virtual private vault, enter the bucket
name. This is where backups of HSM-protected keys in a virtual private vault will
be stored. If you have a virtual private vault, imported keys will not be stored in the
Cryptographic Security Platform Vault for Cloud Keys.

° For OCI Storage Namespace, if you are using a virtual private vault, enter the
namespace of the storage bucket.

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 9/23
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Add CSP Account X

Details Schedule

Name =

OC1 C5P Account

Description

Account for Oracle Cloud Infrastructure

Admin Group *

Cloud Admin Group hd
Type *

oCl ~
OCI User ID =

ocid1.user.ocl. aaaaaaaad43hpmnhcsxklittatleaidd2ecvwniorng3zxyom3gppizSnsu

OCI Tenancy 1D =

ocid1.tenancy oc1..aaaaaaaauvgaujlyegkazkvgofrgmxbbexSq3a4d4pkw2vwkpzchj

OCI Region *

us-ashburn-1

OCI APl Key Fingerprint =

1f.e9:1d:cl:bb: 30:cc.42:74:ca: 33 b4:d7.f:f4:09

OCI AP Key Content @+

api-key.private. pem Preview

OCI APl Key Passphrase €

&
OCI Storage Bucket €&
OCI Storage Mamespace €
Cancel Continue

6. Click Continue.

7. On the Schedule tab, determine the rotation schedule. This can be one of the
following:

° Never: The api keys will never be rotated.

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 10/23
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° Every x days: The API keys will be rotated after x days, where x is a value from 1 to

540.

° Every x weeks: The api keys will be rotated after x weeks, where x is a value from 1

to 72.

° Every x months: The api keys will be rotated after x months, where x is a value

from 1to 18.

° Every x years: The api keys will be rotated every year, where x must be "1".

8. Click Add.

You should be able to see the newly created CSP Account. Select it to view the details:

Details

Key Set:

OC1 User ID

OCI APl Key Fingerprint
‘OCl Tenancy ID

OCI Region

OCI Storage Bucket

OCI Storage Namespace

Rotation Schedule:

QCI CSP Account
Account for Oracle Cloud Infrastructure
ocl

Not Available

ocid1.user.ocl A3hpr

f0:9a:88:b8:3e:2e:64:8 df 5be7:22:563 be:02:14

i4d2cvwnBemng3zxyom3gppizsnsud

ocid1.tenancy.oc1 j qo

us-ashbum-1

empty

empty

No Scheduled Rotation

Rotate Now

2.4. Testing the Integration

This section demonstrates one possible usage of Entrust Cryptographic Security Platform
Key Management Vault in the integration. The following steps set up an OCI storage bucket

where the contents are encrypted with an encryption key generated by Entrust
Cryptographic Security Platform Key Management Vault and uploaded to an OCI vault.

2.4.1. Rotate the Access Credentials from Entrust Cryptographic
Security Platform Key Management Vault

1. Log in to the Entrust Key Management Vault Cloud Keys Vault webGUI using an

account with Cloud Admin privileges.

g A o w N

. In the top menu bar, click CloudKeys.
. Select the CSP Accounts tab.

. Select the CSP Account created earlier.

. In the Details tab, under the Rotation Schedule, select Rotate Now.

This should rotate the API Keys. To check the rotation, you can check the APl Keys tab
in the User’s page under OCI. You should see a new fingerprint for the key.

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 11/23
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API keys
l Q. Search and Filte ‘ ‘ Search
‘ Add API key ‘ Delete ‘E‘
O Fingerprint Created
O d3:24:78:41:37:62:41:50:82:e2:98 2ce4-fecd:Sb Tue, Jul 22, 2025, 19:12:24 UTC
O 6b:20:71:77:d0:f 2:73:0f:c 7:16: 1c:2f:93 e 5b:70 Tue, Jul 22, 2025, 19:04:23 UTC

» Page 10f 1(1- 2 of 2 total items) Items per page | 10 -

2.4.2. Create a Compartment in OCI that will be used for the testing.

1. In the OCI Ul, search for compartments.
2. Under Services, select compartments.
3. Select Create Compartment.
4. In the Create Compartment dialog, enter the following details:
° For Name, enter a name for the compartment.
° For Description, enter a description for the compartment.
° For Parent Compartment, use the default parent compartment.

° For the other fields, leave the default values.

(Q  Search resources, services, docu v USEast(Ashburn) & 4 ©®

Create Compartment

Name

KCV Compartment
Description

Test KCV Integration

Security Zone: - @

Parent Compartment

cleandroviana (root)

Add tags to organize your resources. What can | do with tagging?

Tag namespace Tag key Tag value

None (add a free-f . & X

Add tag

Create Compartment Cancel

5. Select Create Compartment.

6. Refresh the page and you should see the compartment listed.

Compartments
Status. ocio Authorized Security Zone @ Subcompartments Created
@ Active _quw2wa Yes 5 2
KCV-Compartment @ Active _q3bsoa Yes B 0 Wed, Jul 23, 2025, 19:55:51 UTC
Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 12/23
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2.4.3. Create a Policy

Create a policy that allows storage buckets to access the master encryption keys present in
the test compartment.

1. In the OCI UI, search for policies.
2. Under Services, select policies.
3. Select Create Policy.
4. In the Create Policy dialog, enter the following details:
° For Name, enter the name of the policy.
° For Description, enter a description for the policy.
° For Compartment, select the compartment created earlier.

° Under Policy Builder, select Show Manual Editor and enter the following text:

Allow service blockstorage, objectstorage-us-ashburn-1 to use keys in compartment KCV-Compartment

o us-ashburn-1is the region and KCV-comparment is the
compartment created earlier.

5. Select Create.

Create Policy

]

Name
KCv-Policy

Compartment
KCv-Compartment

Policy Builder

‘ Hide manual editor |

Allow service blockstorage, objectstorage-us-ashburn-1 to use keys in compartment KCV-Compartment

Example: Allow group [group_name] to [verb] [ par name] where [condition]

Cancel
2.4.4. Create a Vault
Now create a vault in the compartment created earlier.
1. In the OCI Ul, search for vault.
Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 13/23
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2. Under Services, select vault.
3. Select Create Vault.

4. In the Create Vault dialog, enter the following details:

° For Create in Compartment, select the compartment created earlier.

° For Name, enter a name.
° For the other fields, leave the default values.

5. Select Create Vault.

Create Vault ‘

e

Vaults provide your growing data and application encryption with scalable key storage. You can start small, with as little as a single key, and grow to thousands of keys to suppert your
growing cloud deployment.

Create in compartment
KCV-Compartment

Name
KCV-Vaulf

Make it a virtual private vault

a»

Creates the vault as a dedicated partition on the HSM, sets pricing based on the maximum usage against key limits, and accommodates grester
performance nesds Learn more

~ Tags
Add tags to organize your resources. What can | do with tagging?
No items to display

[nstt |

Cancel ‘ Save as stack

6. Select the Master Encryption Keys tab in the vault that you just created.

There are no encryption keys.

KCV Vault cestine Actions ~

Vaults

Create Vault

Vault Information Master Encryption Keys Secrets Tags

Master Encryption Keys
The key's protection mode indicates how the key persists and where cryptographic operations that use the key are performed.
Q Search and Filter Search

Applied filters  Compartment KCV-Compartment

Create Key ‘E

Name State Protection Mode Algorithm Created

The next step is to use the Entrust Key Management Vault to create the encryption keys for

the OCI vault, therefore bringing your own key to the vault.

2.4.5. Create a New KeySet

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform
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Back in the Entrust Key Management Vault CloudKey Vault webGUI, create a KeySet.

1. In the top menu bar, select CloudKeys.

2. Select the KeySets tab.

3. Select Create a Key Set Now.

4. In the Choose the Type of Keys in this key set dialog, select OCI Key.

5. In the Create Key Set dialog, in the Details tab, enter the following details:
° For Name, enter a name for the keyset.
° For Description, enter a description for the keyset.

° For Admin Group, select Cloud Admin Group.
Create Key Set X

Details CSP Account HSM Schedule

Name =

OCI KeySet

Description

Keyset to test Oracle Cloud Infrastructure

Admin Group *

Cloud Admin Group v

6. Select Continue.
7. In the Create Key Set dialog, in the CSP Account tab, enter the following details:

° For CSP Account, select the CSP Account created earlier.

Create Key Set x

Details CSP Account HSM Schedule

CSP Account
Choose an existing CSP Account or add a new one to use with this Key Set.

OCI C5P Account A

+ Add CSF Account

8. Select Continue.

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 15/23
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9. In the Create Key Set dialog, in the HSM tab:

° If Key Management Vault has been set with an HSM, select the HSM and then
Continue.

° If not, just select Continue.

10. In the Create Key Set dialog, in the Schedule tab, select the rotation schedule.
11. Select Apply.

The KeySet gets created.

Key Sets CloudKeys CSP Accounts Refresh &
Key Set Name v Description ~  Admin Group v Type v | Keys v|=
OCI KeySet Keyset to test Oracle Cloud In... | Cloud Admin Group ocl 0

12. Check whether the KeySet has access to the Vaults in OCI that belong to the CSP
Account created earlier.

13. Select the newly created KeySet.
When you select the KeySet, the Details Tab for the KeySet gets displayed.
14. Select the Key Vault Tab to view the vaults.

You should see the OCI Vaults associated with the CSP account in the KeySet. The
Vault created earlier should be listed.

Key Sets CloudKeys CSP Accounts Refresh o
Key Set Name v | Description v | Admin Group v | Type v Keys M
OCI KeySet Keyset to test Oracle Cloud In_..  Cloud Admin Group ocl 0

Details Key Vault

Name ociD Virtual Private Vault
test ocid1.vault oc1.iad juiby3saabsq.abu 1bhv: No
KCV Vault ocid1.vault.oc1.iad.ejuicql2aahly.abuwcljsibhgn. pmg q h72fio: tis542562q No
myvault ocid1.vault. oc1.iad_ejuibypmaaazk abuwcljtstwhsgzr34fpin5fzg2gtgz4xsnvpriripxnZ2sdmolpkzgneq No

2.4.6. Create a master encryption key in the OCI vault

Create a Cloud Key (BYOK) in the OCI vault created earlier. This will be the master
encryption key for a storage bucket.

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 16/23
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1. Log in to the Entrust Key Management Vault CloudKey Vault webGUI.

In the top menu bar, select CloudKeys.

Select the CloudKeys tab.

For Key Set, select the Key Set created earlier.

For Key Vault, select the Vault created earlier in OCI.

Under the Actions Menu, select Create CloudKey.

N o g w DN

° The Type, Key Set and Key Vault values should be already set.

° For Compartment, select the compartment created earlier in OCI.

° For Name, enter a name for the Key.

° For Description, enter a description for the key.

Create CloudKey

Details Settings Schedule

Type ocl
Key Set OCI KeySet
Key Vault KCV Vault

Comparment *

KCV-Comparntment

MName =

KCV-Key

Description

In the Create CloudKey ialog, in the Details tab, enter the following details:

Encryption key for KCV Vault in OCI

8. Select Continue.
9. In the Create CloudKey dialog, in the Settings tab:

° Select a Hardware Protected option.

Hardware Protected controls whether the key is protected by HSM in OCl and

not whether the key is protected by the local HSM for the CloudKey vault.

° Select the Cipher.

° Select Continue.

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform
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Create CloudKey X

Details Settings Schedule

Hardware Protected @ *
O Yes @ No

Cipher *

AES-256 v

10. In the Create CloudKey dialog, in the Schedule tab, leave the default values.

11. Select Apply.
The CloudKey gets created.
12. Select the newly created cloudkey to view its details.

If you want to rotate the key, select Rotate.

13. Go back to OCI and check whether the master encryption key has been successfully

created in the Vault created earlier.

KCV Vault e Actons

Master Encryption Keys

[ =

Applied filters  Compartment KCV. Comoartment

[ csterey (m]

Name state Protection Mode: Algorithm Created v

2.4.7. Test the Key Usage

Test the Key usage by creating a bucket in OCI inside the Vault that is protected by the

encryption key created earlier. The contents in the bucket will be encrypted by that key.

Disable the key in the Entrust Key Management Vault Cloud Key Vault which should

prevent access to the bucket contents in OCI.

2.4.7.1. Create the OCI Bucket.

1. In the OCI Ul, search for buckets.

2. Under Service, select buckets.
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3. Select Create Bucket.
4. In the Create Bucket dialog, enter the following details:
° For Name, enter a new name or leave the default name.
° Under Encryption, select Encrypt using customer-managed keys. The dialog
prompts for the Vault and Key.
° Select the Vault and Key created earlier.

° Leave the rest of the fields with the default values.

Create Bucket

Bucket Name

KCV-Bucket

Default Storage Tier
© Standard
Archive

The default storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage fier in which 3 bucket resides. Leam more about storage tiers

Enable Auto-Tiering

Automatically move infrequently acoessed objects from the Standard fier fo less expensive storage. Leam more

Enable Object Versioning

Create an object version when 3 new object is uploaded, an existing object is overwritien. or when an object is deleted. Leam more

Emit Object Events
Create automation based on object state changes using the Evenis Servics,

Uncommitted Multipart Uploads Cleanup

Create a Ifecycle rule to automatically delate uncommitted multipart uploads older than 7 days. Leam more

Encryption

Encrypt using Oracle managed keys
Leaves all encryption-related matiers o Oracle.

(-] Encrypt using customer-managed keys
Requires = valid key from 2 vaui that you have access to. Leam more

Vaultin KCV-Compartment (Change compartment)
KCV Vault

Master Encryption Key in KCV-Compartment (Change compartment)
KCV-Key

(Tl Cancel

° Select Create.

2.4.7.2. Upload a text file to the newly created bucket.

In the bucket, upload a text file to test the encryption.
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KCV-Bucket

Bucket Information Tags

General Features
Namespace: idvesguoizad Default Storage Tier: Standard

Compartment: KGV-Gompartment

jul 24, 2025, 14:43:23UTC.
-C781-454C-126-20003054ida5

OCID: ..olru7kia Show Copy

Usage

Approximate Object Count: 0 objects (7)

Approximate Size: 0 bytes (7)

Uncommitted Multipart Uploads Approximate Count: 0 uploads (2)

Uncommitted Multipart Uploads Approximate Size: 0 bytes (0)

Objects
More Actians ~

Name Last Modified Size Storage Tier

Ho items found.

1. Select the newly created bucket.

2. Under Objects in the bucket view, select Upload.

3. In the Upload Object dialog, upload the text file:
° Leave the default values for all the fields.
° In the Choose Files from your computer section, upload a text file.
° Select Upload.

° Select Close.

Upload Objects Help

Object Name Prefix Opfional
Hello

Storage Tier

<

Standard

Additional checksum Optionsa!

Mone ~

Choose Files from your Computer
&10 Drop files here of select fileg]
hello.txt & bytes e

1 files, 6 bytes total

gg Show Optional Response Headers and Metadata

Upload Cancel
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You should see the uploaded object in the list.

2.4.7.3. Disable the Key in the Entrust Key Management Vault

Now if you disable the key in the Entrust Key Management Vault, you can not access the

objects in the OCI Vault.
In the Entrust Key Management Vault CloudKey Vault:

1. In the top menu bar, click CloudKeys.

Select the CloudKeys tab.

For Key Set, select the Key Set created earlier.

For Key Vault, select the Vault created earlier in OCI.

Select the key.

o ok WD

In the Actions menu, select Disable CloudKey.

This vault is not connected to Cryptographic Security Platform Compliance Manager.
Key Sets CloudKeys CSP Acc

ounis

Create CloudKey

ey v | KeyVault:*| KCV vault v
Disable CloudKey
Remove from Cloud N _

~  Description ~ | Keyvault ~ | Compartment ~ | Hardware Prv. Expires v Cloud Status | =

Delete CloudKey

KCV-Key Master encryption ke... KCV Vault KCV-Compartment No Never AVAILABLE
Details Tags versions

Name: KCV-Key

Key Id: ocid1.key.oc1.iad.gjuicgi2aanly. abuwcita3nd4mgetfly 2gubSxzxzw2dbufsr4jiganjyh44dptrvglddyna

OCI Version: ocid1_keyversion.oc1.iad ejuicql2aahly ady6ncauzryaa. abuwcljtbirezt2rc4 utohytjcty 7pinjgymzcglso

zi462
Description: Master encryption key for KCV Vault in OCI
Key Type: Symmetric

7. In the Disable CloudKey dialog, select Disable.
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Disable CloudKey X
By disabling the following CloudKey, the key will remain in the cloud but cannot be used
by applications.
CloudKey KCV-Key
Keyld  ocid1.key.ocl.iad.ejuicql2aahly.abuwcljta3nd4maqetfiy 2gub5xzxzw2d
bufsrdjlganjyhd44dptrvglddyna
8. Test whether you can access the bucket. You should be denied access.
KCV-Bucket
Bucket Information
@ Error while fetching the Bucket Information:
© The KMS key was disabled. The customer-managed key associated with this bucket is disabled. (KmsKeyDisabled)
9. Enable the CloudKey again in the Key Management Vault CloudKey Vault.
Select Actions > Enable CloudKey.
Once enabled, the bucket can be viewed again in OCI.
KCV-Bucket
Edit Visibility Move Resource Re-encrypt Add tags m
Bucket Information Tags
General Features
Namespace: idvcSguoxzdd Default Storage Tier: Standard
Compartment: KCV-Compariment Visibility: Private
Created: Thu, Jul 24, 2025, 14:43:23 UTC Encryption Key: KCV-Key _l4dyna Edit Unassign
ETag: 741aaced-c781-454c-b1a6-a0dd3b54fdas Auto-Tiering: @ Disabled Edit @
OCID: ...olru7kla Show Copy Emit Object Events: @ Disabled Edit @
‘Object Versioning: @ Disabled Edit @
Usage
Approximate Object Count: 1 objects @
Approximate Size: 6 bytes ()
Uncommitted Multipart Uploads Approximate Count: 0 uploads @
Uncommitted Multipart Uploads Approximate Size: 0 bytes @
Objects
More Actions « Q Search by prefix
Name Last Modified Size Storage Tier
[1 Heliohello.txt Thu, Jul 24, 2025, 14:52:20 UTC 6 byles Standard
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3. Additional resources and related products
3.1. nShield Connect

3.2.nShield as a Service

3.3. KeyControl BYOK

3.4. KeyControl as a Service

3.5. Entrust products

3.6. nShield product documentation

Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform 23/23
Key Management Vault


https://www.entrust.com/products/hsm/nshield-connect
https://www.entrust.com/products/hsm/nshield-as-a-service
https://www.entrust.com/products/key-management/keycontrol/byok
https://www.entrust.com/products/key-management/keycontrol
https://www.entrust.com/products
https://nshielddocs.entrust.com/

	Bring Your Own Key for Oracle Cloud and Entrust Crytographic Security Platform Key Management Vault: Integration Guide
	Table of Contents
	1. Introduction
	1.1. Documents to read first
	1.2. Product configurations
	1.3. Features tested
	1.4. Requirements

	2. Procedures
	2.1. Prerequisites
	2.2. Create a CloudKey Vault in the Key Management Vault server
	2.3. OCI Setup
	2.3.1. Create an Oracle Cloud Account
	2.3.2. Log In to Oracle Cloud Console
	2.3.3. Add an API Key for the OCI User
	2.3.4. Add a Cloud Service Provider Account for OCI

	2.4. Testing the Integration
	2.4.1. Rotate the Access Credentials from Entrust Cryptographic Security Platform Key Management Vault
	2.4.2. Create a Compartment in OCI that will be used for the testing.
	2.4.3. Create a Policy
	2.4.4. Create a Vault
	2.4.5. Create a New KeySet
	2.4.6. Create a master encryption key in the OCI vault
	2.4.7. Test the Key Usage


	3. Additional resources and related products
	3.1. nShield Connect
	3.2. nShield as a Service
	3.3. KeyControl BYOK
	3.4. KeyControl as a Service
	3.5. Entrust products
	3.6. nShield product documentation


