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Chapter 1. Introduction

This document describes how to integrate Microsoft SQL Server with the nShield Database
Security Option Pack (nDSOP) using an Entrust nShield hardware security module (HSM) as
a Root of Trust. Entrust nShield HSMs (referred to as HSM in this guide) provide FIPS
certified solutions to generate and secure the keys used to encrypt and decrypt the
database.

1.1. Product configurations

Entrust tested the integration with the following versions:

Product Version

Base OS Windows Server Datacenter 2025
SQL Server Microsoft SQL Server Enterprise 2022
Microsoft SQL Server v20.2.1

Management Studio (SSMS)

1.2. Supported nShield hardware and software versions

Entrust has successfully tested with the following nShield hardware and software versions:

HSM Security World Firmware Netimage
Software

Connect XC 13.6.8 12.72.3 (FIPS 140-2 certified) 13.6.7

nShield 5¢ 13.6.8 13.4.5 (FIPS 140-3 certified) 13.6.7

Security World Software v13.6.8 is the first release supporting Window Server 2025.

1.3. Supported nShield SQLEKM provider:

Product Version

nDSOP v2.11
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1.4. Supported nShield functionality

Functionality Support
FIPS 140 Level 3 Yes
Key Management Yes
Key Generation Yes
Key Recovery Yes
1of N Card Set Yes
Softcards Yes
Module Only Key No
Fail Over Yes
Load Balancing Yes
nSaaS Yes

1.5. Requirements
« Access to the Entrust TrustedCare Portal.
Be familiar with:

+ The Microsoft SQL Server features and documentation.
+ The Microsoft SQL Server Management Studio features and documentation.

« The T-SQL language. The minimum requirement for T-SQL is a basic understanding of
SQL tasks such as creating a database or tables.

- Database security concepts and practices.

« The nShield Documentation.

1.6. Terms

Acronym Definition

SQLEKM SQL Server Extensible Key Management
TDEKEK TDE Key Encryption Key
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Acronym Definition

TDEDEK TDE Database Encryption Key
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Chapter 2. Install and configure the Entrust
nShield HSM

Prerequisites:

« A Windows Server with Microsoft SQL server.
« SQL Server Management Studio installed.

« The database TestDatabase has been created and is available for the integration.

2.1. Install the Entrust nShield HSM

Install the nShield Connect HSM locally, remotely, or remotely via the serial console.
Condensed instructions are available in the following Entrust nShield Support articles.

« How To: Locally Set up a new or replacement nShield Connect.
+ How To: Remotely Setup a new or replacement nShield Connect.

« How To: Remotely Setup a new or replacement nShield Connect XC Serial Console
Model.

For detailed instructions see the nShield v13.6.8 Hardware Install and Setup. Guides.

2.2. Install the Security World software and create a
Security World

1. Install the Security World software. For detailed instructions see the nShield Security
World Software v13.6.8 Installation Guide.

2. Add the Security World utilities path to the system path. This path is typically
C:\Program Files\nCipher\nfast\bin.

3. Open the firewall port 9004 for the HSM connections.

4. If using remote administration, open firewall port 9005 for the Entrust nShield Trusted
Verification Device (TVD).

5. Open a command window and run the following to confirm that the HSM is
operational:

>enquiry

Server:

enquiry reply flags none

enquiry reply level Six

serial number 8FE1-B519-C5AA
mode operational
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Module #1:
enquiry reply flags UnprivOnly
enquiry reply level Six
serial number 8FE1-B519-C5AA
mode operational

6. Create your Security World if one does not already exist or copy an existing one.
Follow your organization’s security policy for this. For more information see Create a
new Security World.

ACS cards cannot be duplicated after the Security World is
created. You may want to create extras in case of a card failure or a
lost card.

7. Confirm that the Security World is "Usable™:

> nfkminfo
World

generation 2

state 0x37270008 Initialised Usable ...
Module #1

generation 2

state 0x2 Usable

2.3. Install the nShield nDSOP
To install the nShield nDSOP:

1. Mount the nDSOP_Windows-x.x.x.iso file.

2. Double-click the setup file and follow the instructions.

2.4. Select the protection method

The OCS or Softcard and associated passphrase will be used to authorize access to specific
keys protected by the SQLEKM provider.

« Operator Cards Set (OCS) are smartcards that are presented to the physical smartcard
reader of an HSM. For more information on OCS use, properties, and K-of-N values,
see Operator Card Sets (OCS).

- Softcards are logical tokens (passphrases) that protect they key and authorize its use.
For more information on Softcards use see Softcards.

Follow your organization’s security policy to select an authorization access method.
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2.5. Create the Operator Card Set (OCS) or Softcard

Typically, an organization’s security policies dictate the use of one or the other.

2.5.1. Create the OCS

A SQL Server credential (as used for EKM) maps one protecting token to one stored
passphrase. It can store information for only one token at a time. Therefore an OCS card set
does need to have a quorum K of one.

Recovering from a power failure requires the OCS to be inserted in the HSM or the TVD.

1. Edit file C:\ProgramData\nCipher\Key Management Data\config\cardlist to add the
serial number of the card(s) to be presented or the wildcard value.

2. Open a command window as administrator.

3. Run the createocs utility as described below. Enter a passphrase or password at the
prompt. Use the same passphrase for all the OCS cards in the set (one for each person
with access privilege, plus the spares). In this example note that slot 2, remote via a
TVD, is used to present the card.

After an OCS card set has been created, the cards cannot be
o duplicated. You may want to create extras in case of a card failure
or a lost card.

Add the -p (persistent) option to the command below to be able to
o encrypt/decrypt the database after the OCS card has been
removed for safe storage from either the HSM front panel slot or

from the TVD. See the Preload Utility for more information.

> createocs -m1 -s2 -N testOCS -Q 1/1
FIPS 140-2 level 3 auth obtained.

Creating Cardset:

Module 1: @ cards of 1 written

Module 1 slot @: Admin Card #1

Module 1 slot 2: blank card

Module 1 slot 3: empty

Module 1 slot 2:- passphrase specified - writing card
Card writing complete.

cardset created; hkltu = edb3d45328e5a6b22b033684ce589d9e198272¢2

The authentication provided by the OCS as shown in the command line above is non-
persistent and only available while the OCS card is inserted in the HSM front panel slot
or the TVD. If the TVD loses connection to the Remote Administration client the
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database will be inaccessible.

4. Verify the OCS created:

> nfkminfo -c

Cardset list - 1 cardsets: (P)ersistent/(N)ot, (R)emoteable/(L)ocal-only
Operator logical token hash k/n timeout name
edb3d45a28e5a6b22b033684ce589d9e198272¢2  1/1 none-NL test0CS

2.5.2. Create the Softcard

A SQL Server credential (as used for EKM) maps one protecting token to one stored
passphrase. Softcards are singular and do not have a quorum, so the SQL Server credential
matches them quite well.

Unlike OCS protection, which requires a smart card and a passcode, a softcard does not
require additional input for recovery after a power failure.

1. Ensure the C:\Program Files\nCipher\nfast\cknfastrec file exists with the following
content. Otherwise, create it.

> type "C:\Program Files\nCipher\nfast\cknfastrc"
CKNFAST_LOADSHARING=1

2. Execute the following command. Enter a passphrase at the prompt.

> ppmk -n testSC

Enter new pass phrase:
Enter new pass phrase again:
New softcard created: HKLTU 925f67e72ea3c354caede6797bde3753d24e7744

3. Verify the Softcard created:

> nfkminfo -s

SoftCard summary - 1 softcards:

Operator logical token hash name
925f67e72ea3c354caede6797bde3753d24e7744  testSC

The rocs utility shows the OCS and Softcard created:

> rocs

‘rocs' key recovery tool

Useful commands: ‘help', ‘help intro', ‘quit'.
rocs> list cardset

No. Name Keys (recov) Sharing
1 test0CS 0 (0) Tof 5
2 testSC 0 (0) (softcard)
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Microsoft SQL Server 8/52



Chapter 3. Configure SQL EKM

3.1. Enable EKM and register the SQLEKM provider
To enable EKM and register the SQLEKM provider:

1. Launch the SQL Server Management Studio GUI.
2. Enable EKM by executing the following query:

sp_configure 'show advanced', 1

G0
RECONFIGURE
G0
sp_configure "EKM provider enabled', 1
G0
RECONFIGURE
G0
-.5: SQLQuery2.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.TestDatabase (INTEROP\Administrator (66))* - Microsoft SQL Server Mana... Quick Launch (Ctrl+Q) P = [} X
File Edit View Project Tools Window Help
F0-0| 8- -2 Brevaey AR08 D | |2-¢-18| -|5 M= E-T =
| TestDatabase | Execute | | | | | =
Object Explorer AR @ SQLQuery2 sql - MS.. Administrator (66))* +# X =
m 3 g 0 =~
Connect~ ¥ ¥ Y e ;Z_cunflgur‘e show advanced', 1 | =
-
5@ MSSQUNSHIELD25\MSSQLNSHIELDHSM (5¢ RECONFIGURE
6o
Security sp_configure 'EKM provider enabled', 1
Server Objects GO i
Replication RECONFIGURE
Always On High Availability Go
Management
Integration Services Catalogs
£ SQL Server Agent (Agent XPs disabled) -
XEvent Profiler 100% ~
B Messages

Configuration option 'show advanced options' changed from 0 to 1. Run the RECONFIGURE statement to install.
Configuration option 'EKM provider enabled' changed from 0 to 1. Run the RECONFIGURE statement to install.

Completion time: 2025-04-22T10:22:20.3275489-04:00

-
100% ~ 4 4
@ Query executed successfully. B MSSQLNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator ... TestDatabase = 00:00:00 | 0 rows

3. Register the SQLEKM provider with the SQL Server by executing the following query:

CREATE CRYPTOGRAPHIC PROVIDER nDSOP
FROM FILE = 'C:\Program Files\nCipher\nfast\bin\ncsqlekm.d1l'

4. Check the SQLEKM provider is listed in the SQL Server Management Studio GUI. Go to
Security > Cryptographic Providers. nDSOP should be visible. Right-click it to verify
that it is enabled.

Microsoft SQL Server 9/52



Microsoft SQL Server 10/52

4 ~vs4993.5q] - MSSQLNSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57)) - Microsoft SQL Server Management Studio (Administrat... | Quick Launch (Ctrl+Q) Pl = B x
Fle Edit View Project Tools Window Help
< B o2 E| ANevaey B & @D | |92-<-

@ | e

T e [ [ [ [ .

Object Explorer ARl ~vs4993.sgl - MSSQ...dministrator (57)) ® X -
%% ~/CREATE CRYPTOGRAPHIC PROVIDER nDSOP +
CmEE® o T O + FROM FILE = 'C:\Program Files\nCipher\nfast\bin\ncsqlekm.d1ll"' -
[BLE] MSSQLNSHIELD25\MSSQLNSHIELDHSM
Databases 2
=1 Security
Logins
Server Roles
Credentials
(=1 ¥ Cryptographic Providers
% nDSOP -
Audits 0% -
ServerA.udit Specifications o Messages
Server Objects Commands completed successfully. ~
Replication
Always On High Availability Completion time: 2025-04-24T11:33:36.5130983-04:00
Management
Integration Services Catalogs
£ SQL Server Agent (Agent XPs disabled)
[ XEvent Profiler
-
100% -
— @ Query executed successfully. @ MSSQINSHIELD25\MSSQLNSHIELD... | INTEROP\Administrator ... master 00:00:00 0 rows :
. . . .
3.2. Verify the SQLEKM provider configuration
To verify the SQLEKM provider configuration:
1. Run the following query:
SELECT * FROM sys.cryptographic_providers;
L% ~vs4993.5q] - MSSQINSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57))* - Microsoft SQL Server Manageme...| Quick Launch (Ctrl+Q) L = B X
File Edit View Query Project Tools Window Help
OB EE| Brevaey BRORS| IR |8 |5 FlmesEE-.
& "f‘| master < | P Execute Vv ie .l 39 8 Eml & @ -
E—
Otject o etz wssa-amnstaor 57+ >
e (1) * . i i H =+
Connect~ ¥ ¥ ¢ SELECT * FROM sys.cryptographic_providers; +
-
E 8 MSSQLNSHIELD25\MSSQLNSHIELDHSM 1
Databases
= Security
Logins
Server Roles
Credentials
(= Cryptographic Providers
= nDSOP =
Audits 100% -
Server Audlt Specifications 2 Results i Mossades
Serv-erO-bJeCts provider_id _name quid version dl_path is_enabled
Replication 1 165536 nDSOP  5468616C-6573-206E-4369-706865720000 2.1.1.0  C:\Program Files\nCipherinfastibinincsglekm.dil 1
Always On High Availability i
Management
Integration Services Catalogs
£ SQL Server Agent (Agent XPs disabled)
T XEvent Profiler
— @ Query executed successfully. @ MSSQLNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator ... master 00:00:00 1 rows

Verify the following:

° The version matched that of the nDSOP installation iso.
° Path to d11 is correct.

° is_enabled column set to 1.
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2. Run the following query:

SELECT * FROM sys.dm_cryptographic_provider_properties;

._'; ~vs4993.5q| - MSSQLNSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57))* - Microsoft SQL Server Manage... Quick Launch (Ctrl+Q) Pl = [} X
File Edit View Query Project Tools Window Help
fe-0|B-u-ARF Brvwoey I[P X DA][D-C - -| 2 SmeEE-
| | master S| b Beate = v 32 E[E] 575 & | S| | [ %@
—
Object Explorer ~v54993.5¢l - MSSQ...dministrator (57))* +# X
0, o * . i i ies: =
Comnect~ ¥ ¥ ¢ SELECT * FROM sys.dm_cryptographic_provider_properties; =
-
= 8 MSSQLNSHIELD25\MSSQLNSHIELDHSM F 1
Databases
=% Security
Logins
Server Roles
Credentials
[+ Cryptographic Providers
& nDSOP =
Audits . - 100% ~
Server F.\Udn Specifications = Results
Senlfer ijeds friendly_name authentication_type symmetric_key support sym._. sym.. symmetri_. asymmetric_key support Jasymmetric_k¢
Replication 1 | nCipher SQLEKM Provider  BASIC 1 0 0 0 1 0
Always On High Availability
Management
Integration Services Catalogs
£ SQL Server Agent (Agent XPs disabled)
A XEvent Profiler
@ Query executed successfully. B MSSQUINSHIELD25\MSSQLNSHIELD... INTEROP\Administrator ... master  00:00:00 1 rows

Verify the following:

Column Value

friendly_name nCipher SQLEKM Provider
authentication_type BASIC
symmetric_key_support 1

asymmetric_key_support 1

3. Verify the supported cryptographic algorithms can be queried by running the following
query:

DECLARE @ProviderId int;

SET @ProviderId = (SELECT TOP(1) provider_id FROM sys.dm_cryptographic_provider_properties
WHERE friendly_name LIKE 'nCipher SQLEKM Provider');

SELECT * FROM sys.dm_cryptographic_provider_algorithms(@ProviderId);

G0
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I_'; ~vs4993.5ql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57))* - Microsoft SQL Server Manage... Quick Launch (Ctrl+Q)

File  Edit View Query Project Tools Window  Help

Object Explorer

Connect~ ¥ ¥ (VIR

= 8 MSSQLNSHIELD25\MSSQLNSHIELDHSM
Databases
= Security

Logins

B B

Server Roles

=]

Credentials

m

Cryptographic Providers
& nDSOP
Audits
Server Audit Specifications
Server Objects
Replication
Always On High Availability
Management

BB BB B
B &

Integration Services Catalogs
A SQL Server Agent (Agent XPs disabled)
T XEvent Profiler

'”'f.| master - | P Execute

fer 0B - E | Breaey B2 RD| XTH|9-
v 2 8[8] & &2
—

100% ~ 4

~vs4993.s5ql - MSSQ...dministrator (57))* # X

IDECLARE @ProviderId int;

|

#@ | AEa|

=ISET @ProviderId = (SELECT TOP(1) provider_id FROM sys.dm_cryptographic_provider_properties
WHERE friendly_name LIKE 'nCipher SQLEKM Provider');

SELECT * FROM sys.dm_cryptographic_provider_algorithms(@ProviderId);

o

B2 Results g# Messages

T
2
3
4
5
6

algorithm_id  algorithm_tag

AES_128

" AES_192
AES_256
RSA_2048
RSA_3072
RSA_4006

key_type
SYMMETRIC KEY
SYMMETRIC KEY
SYMMETRIC KEY
ASYMMETRIC KEY
ASYMMETRIC KEY
ASYMMETRIC KEY

key_length
128

192

256

2048
3072
4096

@ Query executed successfully.

@ MSSQUNSHIELD25\MSSQLNSHIELD...

INTEROP\Administrator ...

|»

master | 00:00:00 6 rows

Notice each key type has its set of valid algorithms.

Key Type
Symmetric

Asymmetric

3.3. Create the user SQL Server credential

Algorithm

AES_128, AES_192, ASE_256

RSA_2048, RSA_3072, RSA_4096

To create the user SQL Server credential:

1. Verify the OCS or Softcard created above:

> nfkminfo -c
Cardset list - 1 cardsets:

(P)ersistent/(N)ot, (R)emoteable/(L)ocal-only

Operator logical token hash
edb3d45a28e5a6b22b033684ce589d9e198272¢2  1/5

> nfkminfo -s

SoftCard summary - 1 softcards:
Operator logical token hash
925f67e72ea3c354caede6797bde3753d24e7744  testSC

k/n

name

timeout name
none-NL test0CS

2. Insert the OCS in the HSM slot or TVD. If using Softcard protection, no action is

needed.

3. Navigate to Security > Credentials in SQL Server Management Studio.

4. Right-click Credentials, then select New Credential.

5. Under New Credential:

Microsoft SQL Server
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a. Enter the Credential name.

b. For Identity, enter the OCS card or Softcard name.
c. Enter the passphrase of the OCS card or Softcard.
d. Select Use Encryption Provider.

e. For Provider, select nDSOP.

—h

. Select OK.

2% New Credential

o X

Selectapage g' Script 0 Help
# General

Credential name: serverCredential

dentity: testOCS

Password aernnarnnen

Confirm password: sarnsarnasy]

. Use Encryption Provider

Provider nDSOP o

Connection

Server:
mssginshield25\MSSQLNSHIELDE

Connection:
INTEROP\Administrator

ﬁ View connection properties

Progress

Ready

6. Verify the new credential in Security > Credentials. You may need to right-click and
select Refresh.

\."; ~vs4993.5ql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57))* - Microsoft SQL Server Manage... Quick Launch (Ctrl+Q) P = a x

File Edit View Project Tools Window Help

8- "'Hd‘la@Neruerye%.ﬁnurmn.:| | v '| 'lP '|'°,-'|ﬁﬁv=
| Execute | | | | | =
Object Explorer AR I ~vs4993.sql - MSSQ...dministrator (57))* # X 57
o = i i N £
Connect~ ¥ *# & DECLARE @I.’r‘ov1der‘1d int; . . . . . =
-ISET @ProviderId = (SELECT TOP(1) provider_id FROM sys.dm_cryptographic_provider_properties -~
518 MSSQLNSHIELD25\MSSQLNSHIELDHSM WHERE friendly_name LIKE 'nCipher SQLEKM Provider');
Databases SELECT * FROM sys.dm_cryptographic_provider_algorithms(@ProviderId);
5% Security GO
Logins
=% serverCredential
=1 Cryptographic Providers =
¥ nDSOP 0% -~ 4 ’
Audits di ficati R Results g Messages
Serveréu it Spedifications algorithm_id  algorithm_tag  key_type key_length
Server Objects 104 | AES_128  SYMMETRICKEY 128
Replication 2 5 AES_192 SYMMETRICKEY 192
Always On High Availability 3 6 AES_256 SYMMETRICKEY 256
Management 4 9 RSA_2048 ASYMMETRICKEY 2048
Integration Services Catalogs 5 10 RSA_3072 ASYMMETRIC KEY 3072
A SQL Server Agent (Agent XPs disabled) 6 n RSA_4090 ASYMMETRIC KEY | 4006
& XEvent Profiler
© Query executed successfully. 6 MSSQLNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator.. master 00:00:00 6 rows
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7. Navigate to Security > Logins. Right-click the login used to access the TestDatabase
and select Properties.

8. Check Map to Credentials in the dialog. Select the server credential created above in
the drop-down to the right. Then select Add, and select OK.

i Login Properties - INTEROP\Administrator

[m] X
Selectapage o Script ~ (7] Help
# General
# Server Roles
# User Mapping Login name: INTEROP'A Search
# Securables
# Status Windows authentication
Microsoft Entra ID authentication
SQL Server authentication
Password
Confirm password
(") Specify old password
Old password
Enforce password policy
Enforce password expiration
User must change password at next login
Connection Mapped to certificate
Server: Mapped to asymmetric key
mssqinshield25\MSSQLNSHIELDh 8 Map to Credential . .
Add
Connection:
INTEROP\Administrator Mapped Credentials Credential Provider
ﬁ View connection properties serverCredential nDSOP
Progress
Ready
Remove
Default database: master e
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Chapter 4. Configure TDE

The TDE Database Encryption Key (TDEDEK) is a symmetric key that is used to perform the
actual encryption of the database and are unique to a given database. It is created by SQL
Server and cannot be exported from the database, meaning it cannot be created or directly
protected by the SQLEKM provider (nShield HSM).

The TDEDEK is protected within the database by encrypting it with a wrapping key. The
wrapping key is called the TDE Key Encryption Key (TDEKEK). The TDEKEK is an asymmetric
key protected by the SQLEKM provider in the nShield HSM. It is possible to have a single
TDEKEK for multiple databases, or different TDEKEKSs for different databases.

The TDEKEK must be created under the tdeLogin/tdeCredential. However, the current
user does not have to use the tdeCredential, so long as the user credential is using the
same OCS or Softcard as the tdeCredential.

4. Create a TDEKEK

To create a TDEKEK in the master database:

1. Insert the OCS in the HSM slot or TVD. If using Softcard protection, no action is
needed.

2. Run the following query:

USE master;

CREATE ASYMMETRIC KEY "<name_of_key_in_database>"

FROM PROVIDER "<SQLEKM_provider>"

WITH

PROVIDER_KEY_NAME = '<name_of_key_in_SQLEKM_provider>",
CREATION_DISPOSITION = CREATE_NEW,

ALGORITHM = <asymmetric_algorithm_desc>;

G0

Where:
name_of_key_in_database Name given to the key in the database.

name_of_key_in_SQLEKM_provider Name given to the key in the SQLEKM
provider.

asymmetric_algorithm_desc A valid asymmetric key algorithm
descriptor.

For example:
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USE master;

CREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase"

FROM PROVIDER "nDSOP"
WITH

PROVIDER_KEY_NAME = 'AsymTestWrappingKeySQLEKM',
CREATION_DISPOSITION = CREATE_NEW,

ALGORITHM = RSA_2048;
G0

Notice the newly created key highlighted in the object explorer.

LQ ~vs4993.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57))* - Microsoft SQL Server Manage... Quick Launch (Ctrl+Q) Pl = a8 X
File  Edit View Project Tools Window Help
-0 8- - W BAnwaey DRR M| |2-¢-|@| -|# | RmrEE-,
| mastel | Execute | | | | | =
Object Explorer Y 2993 5q] - MSSQ..dministrator (57))* & X =
(1) H £
Connect~ ¥ *# ¢ E‘USE master; ) ) } kad
[=/CREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase -
(= Databases FROM PROVIDER "nDSOP"
[= 7 System Databases WITH
[ @ master PROVIDER_KEY_NAME = 'AsymTestWrappingKeySQLEKM',
Tables CREATION_DISPOSITION = CREATE_NEW,
& Views ALGORITHM = RSA_2€48;
Synonyms Go
Programmability
Service Broker -
Storage 1009% -
5 Security el Messages
Users Commands completed successfully. A
Roles
Schemas Completion time: 2025-04-24T14:29:23.6220498-04:00
= Asymmetric Keys
£ AsymTestWrappingKeyDatabase
T T CETtIeates
Symmetric Keys
Always Encrypted Keys -
Database Audit Specifications 100% ~
© Query executed succ.. @ MSSQLNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator ... master 00:00:00 0 rows

3. The key generated can also be verified using a CLI command:

>nfkminfo -1

Keys protected by cardsets:

key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-6e2dc27a8341f9159d157986e157df87b9bbfcc7

*AsymTestWrappingKeySQLEKM'

The rocs utility shows the names and protection methods of the keys.

>rocs
‘rocs' key recovery tool

Useful commands: ‘help', ‘help intro', ‘quit'.

rocs> list keys
No. Name

1 AsymTestWrappingKeySQLEK simple

rocs> exit

App

Protected by
test0CS

4.2. Create a TDE login and credential

A tdelLogin and tdeCredential allows an ordinary database user, who is fully authorized to
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use the database, but has no SQLEKM credentials of their own, to perform query operations

using a TDE encrypted database. Without the tdeLogin and tdeCredential, then every user

would need their own credentials. It is beyond the scope of this document to provide an

example of how to use these credentials, only on how to create them.

4.2.1. Create a TDE credential

To create a TDE credential:

1. Insert the OCS in the HSM slot or TVD. If using Softcard protection, no action is

needed.

2. In SQL Server Management Studio, navigate to Security > Credentials.

3. Right-click Credentials, then select New Credential.

4. Under New Credential:

a.
b.
c.
d.
e

f.

Enter the Credential name.

For Identity, enter the OCS card or Softcard name.
Enter the passphrase of the OCS card or Softcard.
Select Use Encryption Provider.

For Provider, select nDSOP.

2% New Credential — m] X
Selectapage T Script ~ @ Help
£ General
Credential name: tdeCredential
Identity: testOCS
Password:
Confirm password: ™
8 Use Encryption Provider
Provider nDSOP ~
Connection
Server.
mssqinshield25\MSSQLNSHIELD}
Connection:
INTEROP'\Administrator
ﬁ View connection properties
Progress

Ready

5. Notice the credential created.
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._yj ~vs4993.5ql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57))* - Microsoft SQL Server Manage... Quick Launch (Ctrl+Q) P - a x
File Edit View Project Tools Window Help
f0-0 8- - M| ANwaey BR@RAP| X AD|2-C- 8| -|5 mereEs-.
| master | Execute | | | | | =
Oliet Byl AR Bl  ~vs4993.5ql - MSSQ...dministrator (57)* ® X -
I H =
Connect~ ¥ ¥ ¢ E‘USE master; . L=
[=/CREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase" -
(= 8 MSSQLNSHIELD25\MSSQLNSHIELDHSM (SQL Server FROM PROVIDER "nDSOP" T
Databases WITH
(= Security PROVIDER_KEY_NAME = 'AsymTestWrappingKeySQLEKM',
Logins CREATION_DISPOSITION = CREATE_NEW,
Server Roles ALGORITHM = RSA_2048;
(= Credentials G0
# serverCredential
W iccrodentl ;
[+ Cryptographic Providers 100% ~
= n?SOP £ Messages
Audits Commands completed successfully. -
Server Audit Specifications
Server Objects Completion time: 2025-04-24T14:29:23.6220498-04:00
Replication
Always On High Availability
Management
Integration Services Catalogs
& SQL Server Agent (Agent XPs disabled) -
[ XEvent Profiler 100% ~
© Query executed succ.. @ MSSQLNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator .. master  00:00:00 0 rows

4.2.2. Create a TDE login

To create a TDE login:

1. In SQL Server Management Studio, navigate to Security > Logins.
. Right-click Logins, then select New Login.

. Enter the Login name.

A w N

Select Mapped to asymmetric key. Then select the TDEDEK created in Create a
TDEKEK.

5. Select Map to Credential. Then select the TDE credential created in Create a TDE
credential. Then select Add.

6. Select OK.
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B Login - New - [m] X

Selectapage IT Script -~ @ Help

# General

% Server Roles

# User Mapping Login name: tdeLogin Search
# Securables

# Status O Windows authentication

() Microsoft Entra ID authentication
O SQL Server authentication

User must

Connection O Mapped to certificate

Server © Mapped to asymmetiic key  AsymTestWrappingKeyDatabase ~
mssqinshield25\MSSQLNSHIELDE 8 Map to Credential serverCredential o A
Connection:
INTEROP\Administrator Mapped Credentials Credential Provider
ﬁ View connection properties tdeCredential nDSOP
Progress
Ready
— Remove
Default database: master

7. Notice the login created.

ﬁ: ~vs4993.5ql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57))* - Microsoft SQL Server Manage... Quick Launch (Ctrl+Q) Pl - m] X
File Edit View Project Tools Window Help
|f8' - & uﬂ“|0%NEWQUETY 3 & mml i | - '|| -

| | Execute | | | | | S

Object Explorer A I ~Vs4993.sql - MSSQ..dministrator (57))* R X X
Connect~ ¥ ¥ & -IUSE master; ] +
=ICREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase" -~
=8 MSSQLNSHIELD25\MSSQLNSHIELDHSM (SQL Sen FROM PROVIDER "nDSOP" 1
Databases WITH
(= Security PROVIDER_KEY_NAME = 'AsymTestWrappingKeySQLEKM',
= Logins CREATION_DISPOSITION = CREATE_NEW,
i ##MS_PolicyEventProcessingLogin## ALGORITHM = RSA_2048;
S ##MS_PolicyTsqlExecutionLogin## Go
& INTEROP\Administrator
& NT AUTHORITY\SYSTEM =
& NT Service\MSSQLSMSSQLNSHIELDHSM 100% ~
|:- NT SERVICE\SQLAgent$MSSQLNSHIELDHS o Messages
& NT SERVICE\SQLTELEMETRY$MSSQLNSHIEL commands completed successfully. N
& NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt Completion time: 2025-04-24T14:29:23.62204968-04:00
& sa
:
Server Roles
(= Credentials
= serverCredential -
4 tdeCredential 100% ~
@ Query executed succ... @ MSSQUNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator .. master  00:00:00 0 rows

4.3. Create the TDEDEK and switch on encryption

To create the TDEDEK and switch on encryption:

1. In SQL Server Management Studio, navigate to Databases > TestDatabase.
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2. Right-click TestDatabase, then select Tasks > Manage Database Encryption.
3. Set Encryption Algorithm to AES 256 or your choice.

4. Select Use server asymmetric key. Then select the TDEDEK created in Create a
TDEKEK.

5. Select Set Database Encryption On. If using OCS protection, present the card at this
point. Then select OK.

. Manage Database Encryption — [m] X
@ Ready
Select a page LT Script - @ Help
£ General Database Encryption Key
Encryption Algorithm: AES 256 ~

() Use server certificate:

© Use server asymmetric key: AsymTestWrappingKeyDatabase -

Database Encryption Options
Connection

? MSSQLNSHIELD25\MSSQLNSHI
ELDHSM [INTEROP\Administrator] B Set Database Encryption On

View connection properties
Progress

Ready

Cancel Help

6. Run the following query to verify the encryption state:

[¥*¥k%% Seript for SelectTopNRows command from SSMS i/

SELECT DB_NAME(e.database_id) AS DatabaseName, e.database_id, e.encryption_state, CASE e.encryption_state
WHEN @ THEN 'No database encryption key present, no encryption'

WHEN 1 THEN 'Unencrypted’

WHEN 2 THEN 'Encryption in progress'

WHEN 3 THEN 'Encrypted’

WHEN 4 THEN 'Key change in progress'

WHEN 5 THEN 'Decryption in progress’

END AS encryption_state_desc, c.name, e.percent_complete FROM sys.dm_database_encryption_keys AS e

LEFT JOIN master.sys.certificates AS c ON e.encryptor_thumbprint = c.thumbprint
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L'; SQLQuery1.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.TestDatabase (INTEROP\Administrator (57))* - Microsoft SQL Server... Quick Launch (Ctrl+Q)

File  Edit View Query Project Tools Window  Help
0 0| B AR Brvoey BSSRD| X AH|D-C B |5 | ReEE-,

“i | TestDatabase

Object Explorer

Connect ~ i x*

(VRS

- | P Execute

v i B[] &° 52
—

# | S |

€|

=8 MSSQLNSHIELD25\MSSQLNSHIELDHSM (SQL Server |

WHEN © THEN

Satcueytsa - w5 admnsiato 57+ < IR

[x¥¥¥xxx gepipt for SelectTopNRows command from SSMS *¥¥xxx/ '+
=ISELECT DB_NAME(e.database_id) AS DatabaseName, e.database_id, e.encryption_state, CASI =«

"No database encryption key present, no encryption'

[ Databases WHEN 1 THEN ‘Unencrypted®

System Databases WHEN 2 THEN 'Encryption in progress'

Database Snapshots WHEN 3 THEN 'Encrypted’

[ @ TestDatabase WHEN 4 THEN 'Key change in progress’
Security WHEN 5 THEN 'Dc_ecr'yptian in progress”
Server Objects END AS encryptlon_state_d?sf:, c.name, e.percent_complete FROM.sys.dm_databas?_encr‘ypt:

. LEFT JOIN master.sys.certificates AS ¢ ON e.encryptor_thumbprint = c.thumbprint

Replication -
Always On High Availability 100% ~ 4 »
Management I Resulls g Messages
Integration Services Catalogs DatabaseName database id encryption_state encryption_state_desc name percent_complete

£ SQL Server Agent (Agent XPs disabled) 1 [tempds ]2 3 Encrypted NULL 0
[ XEvent Profiler 2 TestDatabase 5 3 Encrypted NULL 0

© Query execute.. @ MSSQLNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator ... | TestDatabase = 00:00:00 2 rows

The following table shows the value returned for encryption state and the meaning.

Encryption state Meaning

0 Encryption disabled (or no encryption key)
1 Unencrypted or Decrypted

Unencrypted or Decrypted

3 Encrypted

Key change in progress

Decryption in progress

Protection change in progress (The certificate or asymmetric
key that is encrypting the database encryption key is being
changed)

7. Turn encryption off and on by toggling Set Database Encryption On in the steps
above, each time running the query to verify the encryption state.

4.4, Key rotation - Replace the TDEKEK

This is the wrapping key called TDE Key Encryption Key, an asymmetric key protected by

the SQLEKM provider in the nShield HSM.

1. Create a new asymmetric TDEKEK. Follow the procedure in Create a TDEKEK. For
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example:

USE master;

CREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase2"
FROM PROVIDER "nDSOP"

WITH

PROVIDER_KEY_NAME = 'AsymTestWrappingKeySQLEKM2',
CREATION_DISPOSITION = CREATE_NEW,

ALGORITHM = RSA_2048;

G0

> nfkminfo -1

Keys protected by cardsets:
key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-2ee1ad0e203e99bad707a157661823fb7bbdfbe5
*AsymTestWrappingKeySQLEKM2'
key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-6e2dc27a8a41f9159d157986e157df87b9bbfcc7
*AsymTestWrappingKeySQLEKM'

_ SQLQuery1 sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.master (INTEROP\Administrator (57))* - Microsoft SQL Server Mana... Quick Launch (Ctrl+Q) Pl = B X
File Edit View Project Tools Window Help

= |’ﬁ‘ ")Hﬂ“|a%Neruerya%@m$nu| | - '|| '|p '|-o'-_|ﬁﬁ'_

| master | Execute | | | | | =
Object Explorer AR Bl SQLQueryl.sql - MS...Administrator (57))* # X =
. “ N &=
Connect~ ¥ ¥ ¢ FUSE master; . ; . =
[ICREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase2 -
= @ MSSQLNSHIELD25\MSSQLNSHIELDHSM (SQL Serve FROM PROVIDER "nDSOP™
= Databases WITH
[ 7 System Databases PROVIDER_KEY_NAME = ‘AsymTestWrappingKeySQLEKM2®,
= @ master CREATION_DISPOSITION = CREATE_NEW,
Tables ALGORITHM = RSA_2048;
Views 6o
Synonyms
Programmability -
Service Broker 100% -
Slom_ge Bl Messages
=/ Security Commands completed successfully. .
Users
Roles Completion time: 2025-04-25T10:31:46.4623723-04:00
Schemas
.
2 AsymTestWrappingKeyDatabase
I 22 AsymTestWrappingKeyDatabase2 I
Certificates v
=17 Symmetric Keys 100% -~
© Query executed suc... @ MSSQLNSHIELD25\MSSQLNSHIELD...  INTEROP\Administrator ... master  00:00:00 =0 rows

2. Create a new TDE credential. Follow the procedure in Create a TDE credential.

3. Create a new TDE login mapped to the new asymmetric key and credential created
above. Follow the procedure in Create a TDE login.

For example:
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i Login - New

O X
Selectapage o Script ~ @ Help
& General
# Server Roles
# User Mapping Login name: tdeLogin2 Search...
# Securables
5 Status () Windows authentication
() Microsoft Entra ID authentication
O SQL Server authentication
Password
Confirm password
Specify old password
Enforce password expiration
User must change password at next login
Connection () Mapped to certificate
Server: © Mapped to asymmetrickey AsymTestWrappingKeyDatabase2 v
mssqginshield25\MSSQLNSHIELDI @ Map to Credential serverCredential . A
Connection:
INTEROP\Administrator Mapped Credentials Credential Provider
ﬁ View connection properties tdeCredential2 nDSOP
Progress
Ready
Remove
Default database: master

. In SQL Server Management Studio, navigate to Databases > TestDatabase.

. Right-click TestDatabase, then select Tasks > Manage Database Encryption.
. Select Re-Encrypt Database Encryption Key and Use server asymmetric.

. Select the newly created asymmetric key AsymTestWrappingKeyDatabase2.

Deselect Regenerate Database Encryption Key.

W O N O oD

Select Set Database Encryption On.
10. Select OK.
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. Manage Database Encryption — o X
ﬁ Ready
Select a page LT Saipt ~ @ Help
& General
J Properties Encryption Key Option
. Re-Encrypt Database Encryption Key:
() Use server certificate:
© Use server asymmetric key: | AsymTestWrappingKeyDatabase2 v
[") Regenerate Database Encryption Key:
Encryption Algorithm AES 256
Connection Database Encryption Option

¥ MSSQLNSHIELD25MSSQLNSHI @ set Database Enciypiion On

ELDHSM [INTEROP\Administrator]

View connection properties
Progress

Ready

Cancel Help

1. Verify the encryption state as shown in Create the TDEDEK and switch on encryption.

4.5. Key rotation - Replace the TDEDEK

This is the key called TDE Database Encryption Key, a symmetric key used to perform the
actual encryption of the database. It is created by SQL Server and cannot be exported from
the database. It is protected within the database by encrypting it with a wrapping key
TDEKEK.

1. In SQL Server Management Studio, navigate to Databases > TestDatabase.

. Right-click TestDatabase, then select Tasks > Manage Database Encryption.
. Deselect Re-Encrypt Database Encryption Key.

. Select Regenerate Database Encryption Key.

. Select AES 256.

. Select Set Database Encryption On.

. Select OK.

N O o0 M ow N
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' Manage Database Encryption

o X
© Ready
Select a page IJ Script ~ @ Help
& General
% propertos Enerypton Key Option
() Re-Encrypt Database Encryption Key:
Use's cate:
Use server asymmetiic key:  AsymTestWrappingKeyDatabase2
(@ Regenerate Database Encryption Key:
Encryption Algorithm: AES 256 v
o D: yption Option
# MSSQLNSHIELD25MSSQLNSHI 8 set Database Encryption On
ELDHSM [INTEROP\Administrator]

View connection propertie:

Progress

Ready

Help

8. Verify the encryption state as shown in Create the TDEDEK and switch on encryption.
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Chapter 5. Column level encryption

Table column data can be protected by an Entrust nShield HSM protected key. These
nDSOP EKM keys can encrypt/decrypt data in a column.

5.1. Create a new key

Create a new key within the SQL Server database to encrypt a column. This key will be
protected by the Entrust nShield HSM.

1. Insert the OCS in the HSM slot or TVD. If using Softcard protection, no action is

needed.

2. To create an symmetric key, run the following query:

USE TestDatabase;

CREATE SYMMETRIC KEY "DBSymKey"

FROM PROVIDER "nDSOP"

WITH

PROVIDER_KEY_NAME = 'EKMSymKey', IDENTITY_VALUE = '$DBSymKey',
CREATION_DISPOSITION = CREATE_NEW,

ALGORITHM = AES_256;

60

3. To create a asymmetric key, run the following query:

USE TestDatabase;

CREATE ASYMMETRIC KEY "DBASymKey"
FROM PROVIDER "nDSOP"

WITH

PROVIDER_KEY_NAME = 'EKMASymKey',
CREATION_DISPOSITION = CREATE_NEW,
ALGORITHM = RSA_2048;

60

4. Verify the keys created above.
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|.'>;' SQLQuery1.sgl - MSSQLNSHIELD25\MSSQLNSHIELDHSM TestDatabase (INTEROP\Administrator (57))* - Microsoft SQL Server... Quick Launch (Ctrl+Q) Pl = a X
File  Edit View Project Tools Window Help
' [B- 0 -2 & Brevaey BRFKRAD| L Aa|2-C-|B] -|5 lmrEo-.

| TestDatabase | Execute | | | | | o

Object Explorer LRIl SQLQueryi.sgl - MS...Administrator (57))* # X v
o '- xﬁ‘ o i E‘USE TestDatabase; ) ) i
-ICREATE ASYMMETRIC KEY “DBASymKey -
Bl restDatabase] FROM PROVIDER "nDSOP™ T
Database Diagrams WITH
Tables PROVIDER_KEY_NAME = 'EKMASymKey',
Views CREATION_DISPOSITION = CREATE_NEW,
External Resources ALGORITHM = RSA_2048;
Synonyms 6o

=2

Programmability

Query Store hd
Service Broker 100% ~
e
Storage & Messages
=) Security Commands completed successfully. e
Users
Roles Completion time: 2025-04-25T13:16:08.2749388-04:00

Schemas

= Asymmetric Keys
2 DBASymKe

Certificates

=7 Symmetric Keys -
=2 DBSymKey 100% ~

© Query execut.. @ MSSQLNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator ... TestDatabase = 00:00:00 0 rows

> nfkminfo -1

Keys protected by cardsets:
key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-2ee1ad@e203e99bad707a15766f823fb7bbdfbe5
*AsymTestWrappingKeySQLEKM2'
key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-6e2dc27a8a41f9159d157986e157df87b9bbfcc7
*AsymTestWrappingKeySQLEKM'
key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-9c3e04e72445ce59c0ff3b06eed48c724c870e3d
“EKMSymKey '
key_simple_sqlekm-edb3d45a28e5a6b22b@33684ce589d9e198272¢2-a99b960c5d02a7d1505fcc3cf238634c6a990b51
“EKMASymKey '

5.2. Import an existing key

The Entrust nShield HSM utility generatekey will be used to create an asymmetric key.
Then this key will be imported in the SQL Server.

1. Run the utility generatekey interactive as show below:

o The ident: Key identifier? [] must begin with sglekm-, and may not
contain upper case characters.

> generatekey simple

protect: Protected by? (token, softcard, module) [token] >

slot: Slot to read cards from? (0-5) [0] >

recovery: Key recovery? (yes/no) [yes] >

type: Key type? (AES, DES2, DES3, DH, DHEx, DSA, EC, ECDH, ECDSA, HMACSHA1,
HMACSHA256, HMACSHA384, HMACSHA512, Rijndael, RSA) [RSA]

>

size: Key size? (bits, minimum 1024) [2048] >

OPTIONAL: pubexp: Public exponent for RSA key (hex)? []

>

ident: Key identifier? [] > sqlekm-ekmexistingasymkey

plainname: Key name? [] > EKMExistingASymKey

nvram: Blob in NVRAM (needs ACS)? (yes/no) [no] >
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key generation parameters:

operation Operation to perform generate
application Application simple

protect Protected by token

slot Slot to read cards from 0

recovery Key recovery yes

verify Verify security of key yes

type Key type RSA

size Key size 2048

pubexp Public exponent for RSA key (hex)

ident Key identifier sqlekm-ekmexistingasymkey
plainname Key name EKMExistingASymKey
nvram Blob in NVRAM (needs ACS) no
Loading cardset(s):

Module 1 slot 2: ‘test0OCS' #2

Module 1 slot 0: empty

Module 1 slot 3: empty

Module 1 slot 4: empty

Module 1 slot 5: empty

Module 1 slot 2:- passphrase supplied - reading card

Card reading complete.

Key successfully generated.

Path to key: C:\ProgramData\nCipher\Key Management Data\local\key_simple_sqlekm-ekmexistingasymkey

2. Notice the newly created key.

> nfkminfo -1

Keys protected by cardsets:

key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-2ee1ad@e203e99bad707a157661823fb7bbdfbeS

‘AsymTestWrappingKeySQLEKM2'

key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-6e2dc27a8a41f9159d157986e157df87b9bbfcc7

‘AsymTestWrappingKeySQLEKM'

key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-9c3e04e72445ce59c0ff3b0beed48c724c870e3d

EKMSymKey '

key_simple_sqlekm-edb3d45a28e5a6b22b033684ce589d9e198272c2-a99b960c5d02a7d1505fcc3cf238634c6a990b51

“EKMASymKey '
key_simple_sqlekm-ekmexistingasymkey ‘EKMExistingASymKey'

3. Import the newly created key by running the following query. Re-start the SSMS if the

key is not found.

USE TestDatabase;

G0

CREATE ASYMMETRIC KEY "DBExistingASymKey"
FROM PROVIDER "nDSOP"

WITH

PROVIDER_KEY_NAME = "EKMExistingASymKey',
CREATION_DISPOSITION = OPEN_EXISTING;

G0
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‘_/Q SQLQuery1.sql - MSSQLNSHIELD25\MSSQLNSHIELDHS M. TestDatabase (INTEROP\Administrator (55))* - Microsoft SQL Server...| Quick Launch (Cirl+0)
File  Edit View Project Tools Window Help

[0 -2 R Brwaey B9 QDL P02 -C-[B] |5
| | b beote | | ERELTES
Object Explorer AR SQLQueryl.sql - MS...Administrator (55))* ® X
Connect~ ¥ *# @ ggE TestDatabase;
Bl restDatabasel - /CREATE ASYMMETRIC KEY "DBExistingASymKey"
Database Diagrams FROM PROVIDER "nDSOP"
Tables WITH
Views PROVIDER_KEY_NAME = 'EKMExistingASymKey',
External Resources CREATION_DISPOSITION = OPEN_EXISTING;
Synonyms G0
Programmability
Query Store
Service Broker 100% ~
Storage @ Messages
[ Security Commands completed successfully.
Users . .
Roles completion time: 2025-04-25T14:51:32.7606342-04:00
Schemas
= Asymmetric Keys

100% ~

Svmmetric Kevs

O Query execut... B MSSQUINSHIELD25\MSSQLNSHIELD...  INTEROP\Administrator .. TestDatabase 00:00:00 0 rows

a
X

i
[
4

5.3. Encrypt a column with a symmetric key
To encrypt a column with a symmetric key:

1. Consider the table TestTable in database TestDatabase.

_+ SQLQuery3.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM TestDatabase (INTEROP\Administrator (53)) - Microsoft SQL.. | Quick Launch (Ctrl+0)
File  Edit View Query Project Tools Window Help

o - |§S- - 2 Huulg%Neruery P= IR R W I ]
"f‘l TestDatabase i | P Execute v s B ° 82

Object Explorer SQLQuery3.sql - MS...Administrator (53)) & X EJeINeINEl2R-Ie| R VISWaYe TG o]

Connect~ ¥ ¥ ¢ - FELECT TOP (1008) [FirstName]
.[LastName]
= Databases ,[Email]
System Databases . [Password]
Database Snapshots FROM [TestDatabase].[dbo].[TestTable]

[= @ TestDatabase
Database Diagrams
= Tables

System Tables
FileTables
External Tables 100% -~
Graph Tables
= & dbo.TestTable

EE Results gF Messages

FirstName  LastName  Email Password

Columns 1 Firstnamel | Lastnamel Firstnamel.Lastnamel@testserver.com Paswword1

Keys 2 Fistname2 Lastname2 Firstname2 Last com P 2
Constraints 3 Firstname3 Lastname3 Firstname3 Lastname: com P 3
Triggers 4 Firstname4 Lastname4  Firstnamed.L: .com P

Indexes 5 Firstname5 Lastname5 Firstname5 L com P

Statistics

Dropped Ledger Tables
Views

@ Query executed successf... @ MSSQUNSHIELD25\MSSQLNSHIELD... | INTEROP\Administrator ... TestDatabase 00:00:00 5 rows

These were created with the following script:

USE master
60

-- Create database named "TestDatabase".
CREATE DATABASE TestDatabase;
60
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-- Create table named "TestTable" and populate it with some values.

USE TestDatabase

GO

CREATE TABLE TestTable (FirstName varchar(50), LastName varchar(50), Email varchar(320), Password nvarchar
(50));

G0

INSERT INTO TestTable (FirstName, LastName, Email, Password) VALUES ('Firstnamel', 'Lastnamel',
'Firstnamel.Lastnamel@testserver.com', 'Paswwordl');

INSERT INTO TestTable (FirstName, LastName, Email, Password) VALUES ('Firstname2', 'Lastname2',
'Firstname2.lastname2@testserver.com', 'Paswword2');

INSERT INTO TestTable (FirstName, LastName, Email, Password) VALUES ('Firstname3', 'Lastname3',
'Firstname3.Lastname3@testserver.com', 'Paswword3');

INSERT INTO TestTable (FirstName, LastName, Email, Password) VALUES ('Firstname4', 'lLastname4',
'Firstname4.lastname4@testserver.com', 'Paswword4');

INSERT INTO TestTable (FirstName, LastName, Email, Password) VALUES ('Firstname5', 'Lastname5',
'Firstname5.Lastname5@testserver.com', 'Paswword5');

GO

--Grants permissions to <DOMAIN>/Administrator.

USE TestDatabase;

GRANT ALTER ANY COLUMN ENCRYPTION KEY TO "INTEROP\Administrator";

GRANT ALTER ANY COLUMN MASTER KEY TO "INTEROP\Administrator";

GRANT VIEW ANY COLUMN ENCRYPTION KEY DEFINITION TO "INTEROP\Administrator";
GRANT VIEW ANY COLUMN MASTER KEY DEFINITION TO "INTEROP\Administrator";

G0

2. Run the following query to create a new Encrypted_Password column containing the
encrypted passwords with the symmetric key created above, and populate the
Password column with blanks.

USE TestDatabase;

ALTER TABLE TestTable

ADD Encrypted_Password VARBINARY (256);

G0

UPDATE TestTable

SET Encrypted_Password = ENCRYPTBYKEY(KEY_GUID('DBSymKey'), Password);
UPDATE TestTable

SET Password = '';

G0

3. Notice the new Encrypted_Password column containing the encrypted passwords.
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Q; SQLQuery4.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.TestDatabase (INTEROP\Administrator (58)) - Microsoft SQL... Quick Launch (Ctrl+Q) P = a X
File Edit View Query Project Tools Window Help

|f8v v‘)uwle@Neruery e@.ﬁ?w;mu‘uﬁ|%@l'ﬂ|

“§ | TestDatabase - | P Execute v s B 29 g2 g¢ |
Object Explorer SQLQuery4.sql - MS...Administrator (58)) + X
Connect— § ¥ & fISELECT TOP (1@@e) [FirstName]
,[LastName]
= # Databases ,[Email]
System Databases ,[Password] 1
Datsbase Snapshots s[Encrypted Password]
= @ TestDatabase FROM [TestDatabase].[dbo].[TestTable]
Database Diagrams
= Tables
System Tables

FileTables -
External Tables 100 % -
Graph Tables B8 Results g8 Messages
[ & dbo TestTable FirstName _ LastName  Email Password  Encrypted_Password
Columns 1 Firstname1 | Lastnamel Firstname1l.Lastname1@testserver.com 0x00CC8F338395D 18B59BA817B7E3898CF020000006A4531]|
Keys 2 I Firstname2 | L Fi L ~com| 0x00CC8F338395D 18B59BA817B7E3898CF0200000016D37A
Constraints 3 Firstname3  L: Firsts 3.Lastname: _com| 0x00CC8F338395018B59BA817B7E3898CF02000000C3FAS(
Triggers 4 Firstname4  L: Fi L ~com| 0x00CC8F338395D 18B59BA817B7E3898CF020000001AB6CL
Indexes 5 Firstname5 L Fi L ~com 0x00CC8F338395D 18B59BA817B7E3898CF02000000A4F502
Statistics
Dropped Ledger Tables
Views

@ Query executed successf.. @ MSSQLNSHIELD25\MSSQLNSHIE!

INTEROP\Administrator ... TestDatabase 00:00:00 5 rows

4. Run the following query to decrypted the column above.

USE TestDatabase;
UPDATE TestTable

SET Password = DecryptByKey(Encrypted_Password);
G0

5. Notice the Password column is now populated with the decrypted password.

w; 5QLQueryS5.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM TestDatabase (INTEROP\Administrator (62)) - Microsoft SQL..  Quick Launch (Cirl+) P = B X
File Edit View Query Project Tools Window Help
[ -2 | By BER AR % T a0

viiaE| P 4

- | P Execute

Object Explorer

as

= ¢ W “SELECT TOP (10@@) [FirstName]

,[LastName]
,[Email]
,[Password]

-[Encrypted Password]
FROM [TestDatabase].[dbo].[TestTable]

Connect ~ ?

= Databases
System Databases
Database Snapshots
[= @ TestDatabase
Database Diagrams
= Tables
System Tables
FileTables

-
External Tables 100% -
Graph Tables BE Results g Messages
I= & dbo.TestTable FirstName  LastName  Email Password | Encrypted_Password
Columns 1 Firstname1 | Lasinamel Firstname1.Lastname1@testserver.com| Paswword1 | 0x00CC8F338395D18B59BA817B7E3898CF020000006A453
Keys 2 Firstname? Lastname2 Firstname2 Last ‘com| Paswword2 | 0X00CC8F338395D18B59BA817B7E3898CF0200000016D37
Constraints 3 Firstname3 L Firstname3.Lastname: com| Paswword3 | 0x00CC8F338395D18B59BA817B7E3898CF02000000C3FAS
Triggers 4 Firstname4  L: F L ~.com|| Paswword4 | 0x00CC8F338395D18B59BA817B7E3898CF020000001AB6C
5 Firstname5  L: Fi L .comf Paswword5 | 0x00CC8F338395D18B59BA817B7E3898CF02000000A4F5C
Indexes
Statistics
Dropped Ledger Tables
Views

@ Query executed successf... @ MSSQLNSHIELD25\MSSQLNSHIE

INTEROP\Administrator ... TestDatabase 00:00:00 5 rows

5.4. Encrypt a column with an asymmetric key

To encrypt a column with an asymmetric key:
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1. Run the following query to encrypt the passwords with the asymmetric key created
above, and populate the Password column with blanks.

USE TestDatabase;

UPDATE TestTable

SET Encrypted_Password = ENCRYPTBYASYMKEY(ASYMKEY_ID('DBASymKey'), Password);
UPDATE TestTable

SET Password = '';

G0

2. Notice the Encrypted_Password column has new values corresponding to the
asymmetric key.

L"; SQLQueryb.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.TestDatabase (INTEROP\Administrator (54)) - Microsoft SQL Server... Quick Launch (Ctrl+Q) Pl = ] X
File  Edit View Project Tools = Window Help

io-o|B- 0 -uUME Brvaey ARRER|LTal2-C-|B| | mrEa-,
| TestDatabase | Execute | | | | | =

Object Explorer AR I SQLQuery6.sgl - MS...Administrator (54)) £ X SQLQuery5.sql - MS...Administrator (64))* v

1 L

Conrots ﬁ X* o e ESELECT,EEZSE;EzZ; [FirstName] %

= & MSSQLNSHIELD25\MSSQLNSHIELDHSM (SQL Serve
[= % Databases
System Databases
Database Snapshots

, [Email]
, [Password]
, [Encrypted_Password]
FROM [TestDatabase].[dbo].[TestTable]

= @ TestDatabase
Database Diagrams
[ Tables
System Tables
FileTables
External Tables
Graph Tables

Lz dbo.TestTable]

100% ~
EE Results g¥ Messages

FirstName  LastName Email

Password  Encrypted_Password
O0xCOE3B34B97145A58F75158C565D4896A4 D890

Firstname1 ' Lastnamel Firstname1.Lastname1@testserver.com

1
Dropped Ledger Tables 2 First 2 Last 2 Firsts 2 Lastt com 0xB1925B4C7FBE71F29645BC189E4633F3641A4
Views 3 Firstname3 Lastname3 Firstname3 Lastname3@testserver.com 0xCBEOBD63AFAB69D2B7598D7E1A8204A9521C5
External Resources 4 Fi L Fi L _com 0x836D78781727AF9C14B2DB02E6458A5EDSCH
5 F L: F L .com 0x7F752318EAQ540E8E2E4918CCDo85B25E2A0!

B

Synonyms

=]

Programmability

=]

Query Store

B

Service Broker

© Query execut.. @ MSSQLNSHIELD25\MSSQLNSHIELD... 'INTEROP\Administrator ... TestDatabase | 00:00:00 5 rows

3. Run the following query to decrypted the column above.

USE TestDatabase;

UPDATE TestTable

SET Password = DECRYPTBYASYMKEY(ASYMKEY_ID( 'DBASymKey'), Encrypted_Password);
G0

4. Notice the Password column is now populated with the decrypted password.
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L/; SQLQuery7.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.TestDatabase (INTEROP\Administrator (72)) - Microsoft SQL Server... Quick Launch (Ctrl+Q) Pl = a X
File Edit View Query Project Tools Window  Help
-0 8- - P By AR B X A28 | & mrEE-,

€3

”'i| TestDatabase - | P Execute v £35S | go 2% E'Ts|| EED| =
—

Object Explorer SQLQuery7.sql - MS..Administrator (72)) + X EEIKeITEVRe| RV .Vl IS BT v

i i =S

Connect~ § ¥4 S ISELECT TOP (10080) [FirstName] [#|

, [LastName] -

=/ 8 MSSQLNSHIELD25\MSSQLNSHIELDHSM (SQL Serve , [Email] W

(= Databases ., [Password]
System Databases . [Encrypted_Password]

Database Snapshots FROM [TestDatabase].[dbo].[TestTable]

[= @ TestDatabase
Database Diagrams

(= Tables

System Tables -

FileTables 100% ~

External Tables B3 Results g Messages

Graph Tables FirstName  LastName ~ Email Password  Encrypted_Password

B dbo.TestTable 1 i Firstname1  Lastnamel Firstname1.Lastnamel@testservercom Paswwordl OxCOE3B34B97145A58F75158C565D4896A4D8!

Dropped Ledger Tables 2 “First 2 Last 2 Firstt 2 Last com Paswword2 OxB1925B4C7FBE71F29645BC189E4633F3641/
Views 3 Firsts 3 L Fi  Lastname! com Paswword3 OxCBEO8DS3AFAG9D2B7598D7E1A8204A9521(
External Resources 4 F L: F L .com Paswword4 O0x836D78761727AF9C14B2DB02EG458ASEDSC
Synonyms 5 Fi L Fi L com Paswword5 Ox7F752318EA0540E8E2E4918CCD585B25E2A
Programmability
Query Store

=]

Service Broker

© Query execut.. @ MSSQLNSHIELD25\MSSQLNSHIELD... | INTEROP\Administrator ... 'TestDatabase | 00:00:00 |5 rows

5.5. Encrypt a column with the imported asymmetric key

To encrypt a column with the imported asymmetric key:

1. Run the following query to encrypt the passwords with the imported asymmetric, and
populate the Password column with blanks.

USE TestDatabase;

UPDATE TestTable

SET Encrypted_Password = ENCRYPTBYASYMKEY (ASYMKEY_ID('DBExistingASymKey'), Password);
UPDATE TestTable

SET Password = '';

60

2. Notice the Encrypted_Password column has new values corresponding to the
imported key.
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% SQLQuery8.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM.TestDatabase (INTEROP\Administrator (80)) - Microsoft SQL Server... | Quick Launch (Ctrl+Q) P = B X
File  Edit View Query Project Tools Window Help

Q- B -0l F| Brewaney BH S 0S| % F 8

~‘f‘l TestDatabase - | P Execute v 23 | 0 i im|
Object Explorer SQLQuery8.sqgl - MS...Administrator (80)) + X =
m = i E3
e O o0 & FISELECT TOP (1000) [FirstName] | £
, [LastName] -~
= 8 MSSQLNSHIELD25\MSSQLNSHIELDHSM (SQL Serve , [Email] W
(= Databases , [Password]
System Databases , [Encrypted_Password]
Database Snapshots | FROM [TestDatabase].[dbo].[TestTable]
[= @ TestDatabase
Database Diagrams
[=1 1 Tables
System Tables -
FileTables 100% ~
External Tables 5 Results g Messages
Graph Tables FistName _ LastName  Email Password  Encrypted_Password
dbo.TestTable 1 F\rs{name] | Lastname1 Firstname1.Lastname1@testserver.com 0xODBEC109D0669144DBESEAQFC20432E99283
Dropped Ledger Tables 2 Firsthame2 Lastname? Firsthame2 Last ~com 0X90660E1D243F01AAS5SESEAS7A20EEB26FEEC
Views 3 Firstname3 L Firstname3 L ~com 0x591052A7E63690A610683430F802F0330A4532
External Resources 4 F L: f L _com 0x12632DC1D56A4814E821CID533948A6F8CEF!
5 Fi 1 Fi L ~com Ox257AF25256F 13394466E 7F177990ASE92FI8E(
Synonyms
Programmability
Query Store
Service Broker
@ Query execut... B MSSQUNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator ... TestDatabase 00:00:00 5 rows
3. Run the following query to decrypted the column above.
USE TestDatabase;
UPDATE TestTable
SET Password = DECRYPTBYASYMKEY(ASYMKEY_ID('DBExistingASymKey'), Encrypted_Password);
G0
4. Notice the Password column is now populated with the decrypted password.
LJ SQLQuery9.sql - MSSQLNSHIELD25\MSSQLNSHIELDHSM. TestDatabase (INTEROP\Administrator (82)) - Microsoft SQL Server... Quick Launch (Cirl+Q) Pl = O X

File  Edit View Query Project Tools Window  Help

-0 - -2 HE Brwaey BERRD| %6 RmEEE-.
“~f | TestDatabase - | P Execute v &S | 290 |
—
Object Explorer SQLQuery9.sql - MS... Administrator (82)) + X [EOIIIVENRL¢ IR ¥ WY [y T S (o)) 4
. = i 5
Connect~ ¥ ¥ ¢ FIFELECT TOP (1eee) [FirstName] Ea
. [LastName] -
El 8 MSSQLNSHIELD25\MSSQLNSHIELDHSM (SQL Serve ,[Email] 1
(= Databases . [Password]
System Databases ,[Encrypted_Password]
Database Snapshots | FROM [TestDatabase].[dbo].[TestTable]

[ @ TestDatabase
Database Diagrams
=l Tables

System Tables

-
FileTables 100% ~
External Tables 1 Restlts z# Messages
Graph Tables FirstName  LastName  Email Password  Encrypted_Password
dbo.TestTable 1 | Lastnamel Firstname1 Lastname1@testservercom Paswword1 0xODBEC109D0669144DBESEAOFC20432E992¢
Dropped Ledger Tables 2 Fistn: 7 Lastname2 Fi 2 Last com P, 2 0X00660E1D243F01AASSESEABTAZ0EEB26FEE
Views 3 Firstname3 Lastname3  First 3 Lastname: com P 3 0x591052A7E63690A610683439F802F0339A457
External Resources 4 Fi L Fi L com P 0x12632DC1D56A4814E821C9D533948A6F8CE
5 F L F L com P 0x257AF25256F 13394466E7F 177990A5E92F 98|
Synonyms

=]

Programmability
Query Store
Service Broker

=]

=]

© Query execut... @ MSSQLNSHIELD25\MSSQLNSHIELD... INTEROP\Administrator ... | TestDatabase | 00:00:00 ' 5 rows
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Chapter 6. Perform backup and recovery

A rigorous backup regimen is recommended to provide a means to recover both the
database and associated keys used for encryption. Consult your corporate IT and security
team for best practice and corporate policy requirements.

6.1. Back up the Security World

The Security World data is inherently encrypted and does not require any further
encryption operation to protect it. It can only be used by someone who has access to a
quorum of the correct ACS cards, or the OCS card, Softcard, their passphrases, an nShield
HSM and nShield Security World Software. Therefore, backup simply consists of making a
copy of the Security World files and saving the copy in a safe location, as necessary to
restore the keys used by the database.

1. Back up C\:ProgramData\nCipher\Key Management Data.

2. Securely store and keep a record of ACS and OCS cards associated with each Security
World, preferable using the serial number on the cards.

3. The Softcard, used instead of OCS, resides in the Key Management Data folder. It is
backed up at C\:ProgramData\nCipher\Key Management Data.

4. Keep arecord of which database and which Security World backups correspond to
each other.

6.2. Restore the Security World

Restoring a Security World simply means restoring a backup copy of the Security World
folder C\:ProgramData\nCipher\Key Management Data.

The ACS is required if the Security World being restored is not already loaded onto the
HSM. See the Installation Guide and the User Guide for the HSM. A short version is
available at How to locally set up a new or replacement nShield Connect.

Access to the Entrust nShield Support Portal is available to customers
o under maintenance. To request an account, contact
nshield.support@entrust.com.

6.3. Back up the database

To back up the database:
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1. Create the backup devices by running the following query:

-- Encrypted Backup
USE master;
G0

--Provide backup device and locations

EXEC sp_addumpdevice 'disk', "EncryptedTestDatabaseBackup',

"C:\Program Files\Microsoft SQL Server\MSSQL16.MSSQLSERVER\MSSQL\Backup\TestDatabaseEncrypted.bak";
G0

EXEC sp_addumpdevice 'disk', 'EncryptedTestDatabaseBackuplog',

"C:\Program Files\Microsoft SQL Server\MSSQL16.MSSQLSERVER\MSSQL\Backup\TestDatabaseEncryptedLog.bak";
G0

Notice the devices created.

LQ SQLQuery1.sql - MSSQLNSHIELD-1.master (INTEROP\Administrator (68))* - Microsoft SQL Server Management Studio (Administrat... | Quick Launch (Ctrl+Q) A - O X
File  Edit View Query Project Tools Window Help
o l@- A BNy BRRRR K AA|[9-C-|B]| |5 BiE-P - 1=
“F | master ~| b Beate W | 2o 22 gn | uﬁm‘ﬂ ==,
E—
Object Explorer SQLQueryT.sql - MS...Administrator (68))* # X _
” - +
Comnect- § *¥ & Encrypted Backup [#]
USE master; -
=@ MSSQLNSHIELD-1 (SQL Server 16.0.1000.6 - INTEROP\Administrator) Go

Databases
Security
[= 4 Server Objects

[l Backup Devices

--Provide backup device and locations
[-JEXEC sp_addumpdevice 'disk', 'EncryptedTestDatabaseBackup', |
L'C:\Pr‘ogrem Files\Microsoft SQL Server\MSSQL16.MSSQLSERVER\MSSQL\Backup\Tes
GO
FIEXEC sp_addumpdevice 'disk', 'EncryptedTestDatabaseBackuplog',
L'C:\Pr‘ogram Files\Microsoft SQL Server\MS5QL16.MSSQLSERVER\MSSQL\Backup\Tes
Go

= EncryptedTestDatabaseBackup
= EncryptedTestDatabaseBackuplog
ndpoints

Linked Servers -

Triggers 100% ~ 4 »
Replication EE Messages
Always On High Availability Commands completed successfully. a
Management ) .

Completion time: 2023-08-16T12:22:42.0473687-04:00

Integration Services Catalogs

# SQL Server Agent (Agent XPs disabled)
I XEvent Profiler

-

100% -

@ Query executed s... MSSQLNSHIELD-1 (16.0 RTM) INTEROP\Administrator ... master 00:00:00 O rows

2. Create the backup by running the following query:

-- Encrypted Backup
USE master;
G0

ALTER DATABASE TestDatabase
SET RECOVERY FULL;
G0

-- Back up the encrypted database
BACKUP DATABASE TestDatabase TO EncryptedTestDatabaseBackup;
G0

-- Back up the encrypted log

BACKUP LOG TestDatabase TO EncryptedTestDatabaseBackuplog;
G0

Notice the backup files created.
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C:\Program Files\Microsoft SQL Server\MSSQL16.MSSQLSERVER\MSSQL\Backup>dir
Volume in drive C has no label.
Volume Serial Number is CC11-1791

Directory of C:\Program Files\Microsoft SQL Server\MSSQL16.MSSQLSERVER\MSSQL\Backup
08/16/2023 12:26 PM  <DIR>

08/02/2023 11:27 AM  <DIR> a0
08/16/2023 12:26 PM 4,743,680 TestDatabaseEncrypted.bak

08/16/2023 12:26 PM 86,528 TestDatabaseEncryptedlog.bak
2 File(s) 4,830,208 bytes

2 Dir(s) 6,326,734,848 bytes free

If the database is encrypted, the backup will also be encrypted. If the database is not
encrypted, then the backup will not be encrypted. If you want to create an encrypted
backup from a non-encrypted database, you will have to create the non-encrypted backup
file, and then encrypt the file using an independent encryption tool.

6.4. Restore the database

Restore a TDE encrypted database in a similar manner as an un-encrypted database. But for
TDE encrypted database the Security World needs to be restored before restoring the
encrypted database. The OCS, if used, needs to be inserted in the HSM before restoring the
encrypted database. Otherwise, the restored database will appear as (Restore Pending).

1. Install the Security World software and the nShield nDSOP if rebuilding the server. Do
not create a Security World.

. Restore the Security World.
. Insert the OCS in the HSM front panel slot, or the TVD if using OCS protection.
. Enable EKM and register the SQLEKM provider if rebuilding the server.

g A o w N

. Create the SQL Server credential if rebuilding the server. The OCS and Softcard are in
the restored Security World.

o

. Verify the SQLEKM provider configuration if rebuilding the server.

7. Import the database wrapping key (TDEKEK) into the master database by running the
following query. This is the TDEKEK last used to encrypt the database. This key should
already exist in the restored Security World.

USE master;
G0

-- Import TDEKEK2

CREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase2"
FROM PROVIDER "nDSOP"

WITH

PROVIDER_KEY_NAME = 'AsymTestWrappingKeySQLEKM2',
CREATION_DISPOSITION = OPEN_EXISTING;

G0
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_Q SQLQuery1.sql - MSSQLNSHIELD-1.master (INTEROP\Administrator (61))* - Microsoft SQL Server Management Studio (Administrat... Quick Launch (Crl+Q) P = B x
File  Edit View Project Tools Window Help

-0 B -2 M| Brewaey B R KD |2-<- 8| -|>2 RmEeEE-.
: | m. | Execute | | | | =
Object Explorer AR SQlQueryl.sgl - MS. Administrator (61))* # X -
“ . =
Coea ) x' 0 o USE master; -
GO P
(=1 @ MSSQLNSHIELD-1 (SQL Server 16.0.1000.6 - INTEROP\Administrator)
[ Databases -- Import TDEKEK2
[ System Databases [-]CREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase2"
2@ master FROM PROVIDER "nDSOP" |
Tables WITH
Views PROVIDER_KEY_NAME = 'AsymTestWrappingKeySQLEKM2',
CREATION_DISPOSITION = OPEN_EXISTING;
Synonyms 5o
Programmability
Service Broker hd
Storage 100% ~ 4 »
[= % Security el Messages
Users Commands completed successfully. a
Roles . .
Completion time: 2023-08-16T14:00:53.0208329-04:00
Schemas
= Asymmetric Keys
22 AsymTestWrappingKeyDatabase2
Certificates
Symmetric Keys
Always Encrypted Keys =
Database Audit Specifications 100% ~
[ Security Policies © Query executed s.. MSSQUNSHIELD-1 (16.0 RTM) | INTEROP\Administrator .. master | 00:00:06 0 rows

8. Recreate the TDE login and credential by running the following query. These are the

TDE login and credential last used to encrypt the database. Notice the name of the
OCS (nDSOPocs), and Softcard (nDSOPsoftcard) created earlier.

° OCS:

USE master;
60

-- tdelogin2 and tcdCredential2

CREATE LOGIN tdeLogin2 FROM ASYMMETRIC KEY AsymTestWrappingKeyDatabase2;
CREATE CREDENTIAL tdeCredential2 WITH IDENTITY = 'testOCS', SECRET = 'ncipher’

FOR CRYPTOGRAPHIC PROVIDER nDSOP;

ALTER LOGIN tdelLogin2 ADD CREDENTIAL tdeCredential2;

G0

;.5; SQLQuery1.sgl - MSSQLNSHIELD-1.master (INTEROP\Administrator (60))* - Microsoft SQL Server Management Studio (Administrat...

Quick Launch (Ctrl+Q)

File Edit View Project Tools Window Help
|2’“v - & Hd"|e@New0uery = | - '|| -| 5
| Gea [ | [ | % .
Object Explorer AR SQLQuery1.sgl - MS.. Administrator (60))* # X
CaEai V x# Y 0 W USE master:

GO

= Security
£ Logins

& ##MS_PolicyEventProcessingLogin# #

& ##MS_PolicyTsqlExecutionLogin##

& INTEROP\Administrator

NT AUTHORITY\SYSTEM

NT Service\MSSQLSERVER

NT SERVICE\SQLSERVERAGENT

NT SERVICE\SQLTELEMETRY

NT SERVICE\SQLWriter

NT SERVICE\Winmgmt

& tdelogin2

Server Roles

1% Credentials

& serverCredential
Cryptographic Providers
Audits

E1®8 MSSQLNSHIELD-1 (SQL Server 16.0.1000.6 - INTEROP\Administrator)

-- tdelogin2 and tcdCredential2

FOR CRYPTOGRAPHIC PROVIDER nDSOP;
ALTER LOGIN tdelogin2 ADD CREDENTIAL tdeCredential2;
GO

100% ~ 4
e Messages

Commands completed successfully.

Completion time: 2023-08-16T15:5%:25.2996257-04:00

100% ~

© Query executed s... MSSQLNSHIELD-1 (16.0 RTM) = INTEROP\Administrator ...

E‘CREATE LOGIN tdechinZ FROM ASYMMETRIC KEY AsymTestWrappingKeyDatabase2;
[-I/CREATE CREDENTIAL tdeCredential2 WITH IDENTITY = 'testOCS', SECRET = 'nciph

I .

master  00:00:00 O rows
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° Softcard:

USE master;
60

-- tdelogin2 and tdeCredential2

CREATE LOGIN tdelogin2 FROM ASYMMETRIC KEY AsymTestWrappingKeyDatabase?2;
CREATE CREDENTIAL tdeCredential2 WITH IDENTITY = 'testSC', SECRET = 'ncipher'
FOR CRYPTOGRAPHIC PROVIDER nDSOP;

ALTER LOGIN tdelLogin2 ADD CREDENTIAL tdeCredential2;

G0

9. Restore the database by running the following query:

USE master

RESTORE DATABASE [TestDatabase] FROM DISK = 'C:\Program Files\Microsoft SQL
Server\MSSQL16.MSSQLSERVER\MSSQL\Backup\TestDatabaseEncrypted.bak"

G0

% SQLQuery1.5ql - MSSQLNSHIELD-1.master (INTEROP\Administrator (61))* - Microsoft SQL Server Management Studio (Administrat... | Quick Launch (Ctrl+Q) L = B X
File  Edit View Query Project Tools Window Help
(0 -0[B- i U Brvaey BRRIVV | X TA|2-C-|B] -|5 Bl - 3=
i "fl master - | P Execute v Be | 2 ie ETI| m’?j“rj| 2= | € §:| W .

—

-IUSE master [#|
LRESTDRE DATABASE [TestDatabase] FROM DISK = 'C:\Program Files\Microsoft SQ =
GO

Object Explorer

Y O+
@ MSSQLNSHIELD-1 (SQL Server 16.0.1000.6 - INTEROP\Administrator)

[l Databases

System Databases
Database Snapshots

Security
Server Objects
Replication
Always On High Availability
Management

Connect ¥ '- X*

H B B H

100% ~ 4 »

el Messages
Processed 568 pages for database 'TestDatabase', file 'TestDatabase' on file 1. -
Processed 1 pages for database 'TestDatabase', file 'TestDatabase log' on file 1.
RESTORE DATABASE successfully processed 569 pages in 0.218 seconds (20.362 MB/sec).

H B

Integration Services Catalogs
A SQL Server Agent (Agent XPs disabled)
XEvent Profiler

Completion time: 2023-08-16T16:08:45.6902015-04:00

100% ~ 4 3

@ Query executed s...

MSSQLNSHIELD-1 (16.0 RTM) | INTEROP\Administrator ... master = 00:00:00 0 rows

10. Return to multiple user mode by running the following script:

USE master;

ALTER DATABASE TestDatabase SET
MULTI_USER;

60
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Chapter 7. Upgrade nDSOP from v1.0 to
v2.1.0

From version To version

v1.0 v2.1.0 (hotfix-Z166345-TAC1058)

Product configurations

Product Version

Base OS Windows Server 2016 Datacenter

SQL Server Microsoft 2016 Enterprise with Service Pack 2
Microsoft SQL Server v18.8

Management Studio

Tested nShield hardware and software versions

HSM Security World Firmware Netimage
Connect XC 12.60.11 with v2 12.50.11 (FIPS 140-2 12.60.10
Compatibility Package Certified)

/.1. Procedure

A database called TestDatabase has been created and encrypted and will be used in this
procedure.

1. Back up the Security World.
2. Back up the database.

3. Run the following query to verify the encryption state.

[¥***x%% Seript for SelectTopNRows command from SSMS ¥/

SELECT DB_NAME(e.database_id) AS DatabaseName, e.database_id, e.encryption_state, CASE e.encryption_state
WHEN @ THEN 'No database encryption key present, no encryption'

WHEN 1 THEN 'Unencrypted'

WHEN 2 THEN 'Encryption in progress'

WHEN 3 THEN 'Encrypted’

WHEN 4 THEN 'Key change in progress'

WHEN 5 THEN 'Decryption in progress'

END AS encryption_state_desc, c.name, e.percent_complete FROM sys.dm_database_encryption_keys AS e

LEFT JOIN master.sys.certificates AS ¢ ON e.encryptor_thumbprint = c.thumbprint
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4. Disable the EKM provider. Select Security Cryptographic Providers. Right-click on the
provider and select Disable.

,_:,3 create-backup-encrypted-database.sqgl - M5_5QL_EKM_3.master (sa (31)) - Microsoft SOL Server Management... Quick Launch (Ctrl+Q) Pl Jm} x
File Edit View Project Tools Window Help
°' |ﬁ' 'puw|£NWQU3W@f@nu:ﬁm:| E’p | - '|g| '|P '|m’:

| o | Execute |
Object Explorer AR Wl create-backup-encry.. 3.master (sa (31)) #® X create-backup-encry..._3.master (sa (32))
Connect~ ¥ *¥ ¢ o~ -- Encrypted Backup
USE master;
= @ MS_SOL_EKM_3 (SOL Server 13.0.5026.0 - sa) G0
Databases
= Security [=JALTER DATABASE TestDatabase
Logins | SET Recovery FULL;
Server Roles Go
Credentials . R -- Back up the encrypted database
e i"ypt"g'aph" Providers BACKUP DATABASE TestDatabase TO EncryptedTestDatabaseBackup:
=
G0
Audit Enable Provider
Servel Disable Provider Wo% ~ 4
S Oby
er\.r.er . Policies 3 B Messages
Replicatig Processed Z pages for database 'TestDatabase’, file 'TestDatabase_log' on £ .
PolyBase Facets BACKUP LOG surcessfully processed 2 pages in 0.03% seconds (0.338 MB/sec) .
Always O
Managen| (s ' Completion time: 2021-07-26T14:25:04_5730264-04:00
Integratic Delete
B 50L Serve Refrech
{#] XEvent P

100% - 4 »
0 Query executed successfully. MS_SCOL_EKM_3 (13.0 5P2) | sa (51) | master | 00:00:01 | O rows

5 Disable provider . [m] X
1 Total
@ Success 1 Success
Details
Action Status Messa

@ Disable cryptographic provider nDSCP" Success

Close

5. Restart the SQL Server from the Windows MSSMS or services.
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L5 Services = [m} e
File Action View Help
¢ B Ec= HE »enwn

2. Services (Local) . Senvices (Local)
SQL Server (MSSQLSERVER) MName - Description Status Startup Type Log On As G
. ».’,';?;Secure Socket Tunneling Pr... Provides su... Manual Local Service
ﬁﬁ::i‘;‘:ﬁe \’%;SecurityAccountsManager The startup ... Running  Automatic Local System
Rectart the service &) Sensor Data Service Delivers dat... Manual (Trig..  Lecal System
S -&E:)_;Sensor Monitaring Service Monitors va.. Manual (Trig... Local Service
e {;:)_;Sensor Service A service fo.. Manual (Trig...  Local System
Des(.nptmn: . -J,':)-Server Supports fil...  Running  Automatic Local System
Provides storage, processing and o
controlled access of data, and rapid »,’.E)_;Shell Hardware Detection Provides no... Running  Automatic Local System
transaction processing. LhSmart Card Manages ac... Automatic (T.. Local Service
&:@;Smart Card Device Enumera... Creates soft... Manual (Trig... Local System
{;:)_;Smart Card Removal Policy  Allows thes... Manual Local System
{:}_;SNMP Trap Receives tra... Manual Lecal Service
»,’.:)_;Software Protection Enablesthe.. Running Automatic (D.. Metwork Service
J.E:)_;Special Administration Con... Allows adm... Manual Local System
»f,';} pot Verifier Manual (Trig... Local System
L Serveyiaki s sto.. Running  Automatic INT Service\MS5.
A Slatt =5 jou. Manual INT Service\SOLS..
-J.:) S0L Serve Stop =5 50 Disabled Local Service
{:) 50L Serve Pause ivice..  Running  Automatic MT Service\SCLT...
-f:) SOL Serve Resume =sth.. Running  Automatic Local System
»fj;)_;SSDP Disc Restart ersn.. Running  Manual Local Service
L) State Repe =sre..  Running  Manual Local System
5 Still Image All Tasks ? lesa.. Manual Local System v
Extended ){Standard/ Refresh

Stop and Start service SOL Server (MSSOLSERVER) on Local Computer

Properties
Help

6. Wait for 60 seconds after the restart. Then check the database status. Notice

Recovery Pending next to TestDatabase.

I_f,g verify-encryption-state.sql - MS_SQL_EKM_3.master (sa (53)] - Microsoft SOL Server Management Studio (Ad... Quick Launch (Ctrl+Q) Pl = o x
File  Edit View CQuery Project Tools Window

- |ﬁ' "’H#|J:§‘|NerueryJ:§‘|

‘\Zf| master - | > Execute

Object Explorer |
o Jjr¥*x*® cepipt for SelectTopNRows command from SSMS  *sssss/
Connect = W
onne Ll o —|SELECT DBE_MNAME(e.database_id) A5 DatabaseName, e.database_id, e.encryptior o
B i@ MS_SOL_EKM_3 (SOL Server 13.0.5026.0 - sa) WHEN @ THEN 'No database encryption key present, no encryption’
=] Databases WHEN 1 THEN 'Unencrypted’
Systemn Databases WHEN 2 THEN 'Encryption in progress’

1
2
Database Snapshots WHEN 3 THEN 'Encrypted’
4
5

@ TestDatabase (Recovery Pending) WHEN 4 THEN :Key char?ge ]:_n pr‘ogr‘ess:
Security WHEN 5 THEN 'Decryption in progress

5 Ob END AS encryption_state_desc, c.name, e.percent_complete FROM sys.dm_datak
erver Objects LEFT JOIN master.sys.certificates AS ¢ ON e.encryptor_thumbprint = c.thumkt
Replication

PolyBase
Always On High Availability 100% ~ 4
Management B Resuts 2 Messages
Integration Services Catalogs
o3 SOL Server Agent (Agent XPs disabled)
[#] XEvent Profiler

DatabaseMame database_id encryption_state encryption_state_desc name  percent_complete

0 Query executed successfully. MS_SOL_EKM_3 (13.0 SP2) | sa (53) | master | 00:00:00 | O rows

Col 10 Ch10

7. Un-install nDSOP v1.0 EKM provider using the Windows Control Panel > Programs >
Programs and Features.

8. Install nDSOP v2.1.0 EKM provider by mounting the .1iso file and double-clicking setup.
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9. Insert the OCS in the HSM slot or TVD. No action is needed if you are using Softcard
protection.

10. Retarget the keys by running the sqlekm_retarget_keys command:

C:\Users\Administrator>nfkminfo -k

Key list - 2 keys

AppName pkes11 Ident uc79dfaf7c3311d22d240a7257e5e760ede89fbc70-
56ac051fb249f91e641b065dc12fec8a9fea2419
AppName pkes11 Ident uc79dfaf7c3311d22d240a7257e5e760ede89fbc70-

c88b06f02bdca29f2398b9c9352daf9191fc8afd

C:\Users\Administrator>sqlekm_retarget_keys --all

Found 2 keys to retarget

Retargetted: key_pkes11_uc79dfaf7¢3311d22d240a7257e5e760ede89fbc70-c88b06f02bdca29f2a98b9c9352daf9191fc8afd
Retargetted: key_pkes11_uc79dfaf7¢3311d22d240a7257e5e760ede89fbc70-56ac051fb249f91e641b065dc12fec8a9fea2419

C:\Users\Administrator>nfkminfo -k

Key list - 4 keys

AppName pkes11 Ident uc79dfaf7¢3311d22d240a7257e5e760ede89fbc70-
56ac051fb249f91e641b065dc12fec8a9fea2419

AppName pkes11 Ident uc79dfaf7¢3311d22d240a7257e5e760ede89fbc70-
c88b06702bdca29t2a98b9¢9352daf9191fc8afd

AppName simple Ident sqlekm-79dfaf7¢3311d22d240a7257e5e760ede89fbc70-
b1844c5bbdeadbdb1166dcdb64f4c5d59e4e408¢c

AppName simple Ident sqlekm-79dfaf7¢3311d22d240a7257e5e760ede89fbc70-

fa9380a3e111df122b0e02dd37¢1233da89b8e16

11. Open the C:\ProgramData\nCipher\Key Management Data\local folder. Move all pkcs11
keys to another folder. Leave the simple keys in the current folder.

C:\ProgramData\nCipher\Key Management Data>mkdir local_pcks11_keys

C:\ProgramData\nCipher\Key Management Data>move local\key_pkcs11* local_pcks11_keys\.
C:\ProgramData\nCipher\Key Management Data\local\key_pkecs11_uc79dfaf7¢3311d22d240a7257e5e760ede89fbc70-
56ac051fb249f91e641b065dc12fec8a9feaz419
C:\ProgramData\nCipher\Key Management Data\local\key_pkecs11_uc79dfaf7¢3311d22d240a7257e5e760ede89fbc70-
c88b06102bdca29t2a98b9c9352daf9191fc8afd

2 file(s) moved.

C:\ProgramData\nCipher\Key Management Data>nfkminfo -k

Key list - 2 keys

AppName simple Ident sqlekm-79dfaf7c3311d22d240a7257e5e760ede89fbc70-
b1844c5bb4eadbdb1166dcdbb4f4c5d59e4ed08c
AppName simple Ident sqlekm-79dfaf7c3311d22d240a7257e5e760ede89fbc70-

fa9380a3e111df122b0ed2dd37¢1233da89b8e16

12. Set the new provider by running the following query:

--ChangeToNewProvider.sql

ALTER CRYPTOGRAPHIC PROVIDER nDSOP
FROM FILE = 'C:\Program Files\nCipher\nfast\bin\ncsqlekm.d1l";
G0
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13. Enable the EKM provider. Select Security > Cryptographic Providers. Right-click the

provider and select Enable.

& Enable provider = a X
1 Total
@ Success 1 Success
Details:
Action Status Messa
Enable cryptographic provider nDSOP' Success

Close

14. Verify the new EKM provider version by running the following query. Notice the

provider_version.

SELECT * FROM sys.dm_cryptographic_provider_properties;

‘_5; list-cryptographic-providers-properties.sql - M5_S0L_EKM_3.master (sa (57)) - Microsoft SOL Server Manage...

File  Edit
e~

View Project Tools Window Help
(8- -2 B BNy B SR

Object Explorer

Connect~ ¥ ¥ & »
= @ MS5_S0L_EKM_3 (SOL Server 13.0,5026.0 - sa)
=

Execute

- 1 X

Databases

System Databases

Database Snapshots

@ TestDatabase (Recovery Pending)
Server Objects
Replication

PolyBase
Always On High Availability
Management
Integration Services Catalogs
2 50L Server Agent (Agent XPs disabled)
{#] XEvent Profiler

EEEEHEEHB

<

@ Query executed successfully,

o]

THLL

100 %
FE Resuts ¥ Messages

-4

provider_id

quid
5468616C-6573-206E-4369-706865720000

Quick Launch (Ctrl+Q)

provider_version
2.01.0000.00

sqlerypt_version  friendly_nz

1.01.0000.00

MS_SOL_EKM_3 (13.0 SP2) | sa (57) | master | 00:00:00 | 1 rows

nCipher St

>

15. Restart the SQL Server from the Windows MSSMS or services. Wait for 60 seconds

after the restart.

16. Check and refresh database status. Notice the Recovery Pending message next to the

TestDatabase goes away.

17. Verify the encryption state by running the following query. Notice the

encryption_state_desc shown as Encrypted.

[¥***%% Seript for SelectTopNRows command from SSMS

******/

SELECT DB_NAME(e.database_id) AS DatabaseName, e.database_id, e.encryption_state, CASE e.encryption_state
WHEN @ THEN 'No database encryption key present, no encryption'

WHEN 1 THEN 'Unencrypted'
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WHEN 2 THEN 'Encryption in progress’

WHEN 3 THEN 'Encrypted’

WHEN 4 THEN 'Key change in progress'
WHEN 5 THEN 'Decryption in progress’
END AS encryption_state_desc, c.name, e.percent_complete FROM sys.dm_database_encryption_keys AS e
LEFT JOIN master.sys.certificates AS c ON e.encryptor_thumbprint = c.thumbprint

File  Edit View Query Project Tools

Object Explorer

°"|?ﬁ' "’Hf|£§Neruery@
\‘F| master - | P Execute

_5(1 verify-encryption-state.sgl - M5_50L_EKM_3.master (sa (52)) - Microsoft SOL Server Management Studio (Ad... Quick Launch (Ctrl+ Q) Pl - a x
Window  Help
"
RERREaal2-¢-8| -|3 ML e
vieaE | & == |=e|w.
list-cryptographic-...M_3.master (sa (37)) verify-encryption-s..._3.master (sa (32)) # X _
frE**Ex% seript for SelectTopNRows command from SSMS  ******/ |+

Connect~ ¥ ¥ (VS

= i@ MS_SQL_EKM_3 (SOL Server 13.0.5026.0 - sa)
= Databases
System Databases
Database Snapshots
@ TestDatabase
Security
Server Objects
Replication
PolyBase
Always On High Availability
Management

Integration Services Catalogs
2 SOL Server Agent (Agent XPs disabled)
{¥] XEvent Profiler

Col 10

WHEN
WHEN
WHEN
WHEN
WHEN
WHEN

EISELECT

@
1
2
3
4
5

END AS
LEFT JOIN master.sys.certificates AS ¢ ON e.encryptor_thumbprint = c.thumk

DBE_NAME(e.database_id) AS DatabaseName, e.database_id, e.encryptior a
THEN 'No database encryption key present, no encryption'

THEN 'Unencrypted’

THEN 'Encryption in progress’

THEN 'Encrypted'

THEN 'Key change in progress’

THEN 'Decryption in progress’ |
encryption_state_desc, c.name, e.percent_complete FROM sys.dm_datak

Ch10

hd
100% -4 4
FR Resuts 20 Messages
DatabaseMame database_id encryption_state  encryption_state desc name  percent_complete
1 empdh 2 3 Encnpted MNULL 0
I 2 TestDatabase 5 3 Encrypted NULL 0 I
@ Query executed successfully, MS_SCL_EKM_3 (13.0 5P2) | sa (32) | master | 00:00:00 | 2 rows

INS
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Chapter 8. Upgrade nDSOP from v2.1.0 to
v2.1.1

From version To version

v2.1.0 (hotfix-Z166345-TAC1058) v2.1.1

Product configurations

Product Version

Base OS Windows Server 2022 Datacenter
SQL Server Microsoft SQL Server Enterprise 2022
Microsoft SQL Server v20.2.1

Management Studio

Tested nShield hardware and software versions

HSM Security World Firmware Netimage

nShield 5¢ 13.3.2 13.4.5 (FIPS 140-3 certified) 13.6.7

8.1. Procedure

A database called TestDatabase has been created and encrypted and will be used in this
procedure.

1. Back up the Security World.
2. Back up the database.

3. Run the following query to verify the encryption state.

/¥¥**%% Seript for SelectTopNRows command from SSMS — *¥¥*x%/

SELECT DB_NAME(e.database_id) AS DatabaseName, e.database_id, e.encryption_state, CASE e.encryption_state
WHEN @ THEN 'No database encryption key present, no encryption’

WHEN 1 THEN 'Unencrypted'

WHEN 2 THEN 'Encryption in progress'

WHEN 3 THEN 'Encrypted’

WHEN 4 THEN 'Key change in progress’

WHEN 5 THEN 'Decryption in progress'

END AS encryption_state_desc, c.name, e.percent_complete FROM sys.dm_database_encryption_keys AS e

LEFT JOIN master.sys.certificates AS c¢ ON e.encryptor_thumbprint = c.thumbprint
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4. Disable the EKM provider. Select Security Cryptographic Providers. Right-click on the
provider and select Disable.

Ll; SQLQuery?2.sql - MSSQLNSHIELD22.master (INTEROP\Administrator (53))* - Microsoft SQL Server Management Studio (Admi... Quick Launch (Ctrl+Q) P = a X
File  Edit View Project Tools Window Help
< - B o -2 Brewaey B8 82| |2 -e-|@| -

| | Execute | | | | | =

Object Explorer AR Il SQLQuery2.sql - MS...Administrator (53))* # X SQLQuery1.sql - MS...Administrator (69))*

Connect~ ¥ ¥ Y& /*¥x¥%% Scpipt for SelectTopNRows command from SSMS *###x#/ =+
-|SELECT DB_NAME(e.database_id) AS DatabaseName, e.database_id., e.encryption_state, CASE e.encry|
= 8 MSSQLNSHIELD22 (SQL Server 16.0.1( ~ WHEN ® THEN 'No database encryption key present, no encryption® )
Databases WHEN 1 THEN 'Unencrypted’
(=1 Security WHEN 2 THEN 'Encryption in progress'
Logins WHEN 3 THEN 'Encrypted’
Server Roles WHEN 4 THEN 'Key change in progress'
Credentials WHEN 5 THEN 'Decryption in progress'
2 Cryptographic Providers END AS encryptmn_state_d?st:, c.name, e.percent_complete FROM.sys.dm_databas?_en:rypt:l.cm_keys )
o LEFT JOIN master.sys.certificates AS ¢ ON e.encryptor_thumbprint = c.thumbprint
Au Er-vab\e Prow.der o . , -
Sen Disable Provider
Server|  Policies » = Results g Messages
Replic s DatabaseName database_id encryption_state encryption_state_desc name percent_complete
| 1 { tempdb 2 3 Encrypted NULL 0
Always Reports » 2 TestDatabase 5 3 Encrypted NULL 0
Mana —
Delete
Integr R
Asqlsg  Refresh bl

R RV AT

B MSSQLNSHIELD22 (16.0 RTM) | INTEROP\Administrator ... 00:00:00 | 2 rows

© Query executed successfully. master

% Disable provider £ m} X
1 Total
@ Success 1 Success
Details:
Action Status Messa

1 Disable cryptographic provider nDSOP" Success

5. Restart the SQL Server from the Windows MSSMS or services.

G Services . - «
File Action View Help
e |FEER HE » a0

o Services (Local)

Services (Local)

~

SQL Server (MSSQLSERVER) MName Description Status Startup Type Log On As &
i \C};Se(ure Socket Tunneling Pr...  Provides su.. Manual Local Service
%ﬁ;t:;i‘:\;ie \,52 Security Accounts Manager  Thestartup... Running  Automatic Local System
Bestart the service 15.2 Sensor Data Service Delivers dat... Manual (Trig..  Local System
\5:); Sensor Monitoring Service Monitors va... Manual (Trig..  Local Service
X \5‘) Sensor Service Aservice fo.. Manual (Trig..  Local System
Ef;:gi?g;rase’ processing and \5‘) Server Suppertsfil..  Running  Automatic Local System
controlled access of data, and rapid \5‘) Shell Hardware Detection Provides ne.. Running  Automatic Local System
transaction processing. & Smart Card Manages ac... Automatic (T.. Local Service
-&:); Srnart Card Device Enumera... Creates soft... Manual (Trig...  Local System
»&:):Smart Card Removal Policy  Allows the s... Manual Local System
»&:): SNMP Trap Receives tra... Manual Local Service
\C:): Software Protection Enablesthe.. Running Automatic (D.. MNetwork Service
\C:): Special Administration Con... Allows adm... Manual Local System
£ Spot Verifier Verifies pote., Manual (Tri Local System
Running  Automatic
5L 50L Serve start =5 0. Manual NT Service\SOLS...
».’.;}: SOL Serve Stop =5 50... Disabled Local Service
5501 Serve Pause wrvice..  Running  Automatic NT Service\SOLT...
&:}: SOL Serve Resume ssth..  Running  Automatic Local System
».5:}: SSDP Disc Restart ersn..  Running  Manual Local Service
\S:?; State Repc ssre..  Running  Manual Local System
1 still Imaqe A= ¥ esa Manual Local System ©
Extended /(Standard/ Refresh

Stop and Start service SQL Server (MSSQLSERVER) on Local Computer

Properties
Help
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6. Wait for 60 seconds after the restart. Then check the database status. Notice
Recovery Pending next to TestDatabase.

LQ SQLQuery2.sql - MSSQLNSHIELD22.master (INTEROP\Administrator (53))* - Microsoft SQL Server Management Studio (Admi... | Quick Launch (Ctrl+Q) P = B X
File Edit View Project Tools Windew Help
N <R |ﬁ8v -2 Hd‘|g%Neruerye%-@mﬁﬂnu| o | - '|| '|ﬁ '|"°,1ﬁﬁ'—

| maste | Execute | | | | | =2

Object Explorer AR e SQLQuery2.sql - MS...Administrator (53))* # X SQLQuery1.sql - MS...Administrator (69))* -
Connect~ ¥ ¥ ¢ JHEEEEE Sepipt for SelectT?pNRuws command from SSMS ******/ ] E3
[=/SELECT DB_NAME(e.database_id) AS DatabaseName, e.database_id, e.encryption_state, CASE e.er o
=8 MSSQLNSHIELD22 (SQL Server 16.0.1000.6 A WHEN @ THEN 'No database encryption key present, no encryption’
(= Databases WHEN 1 THEN ‘Unencrypted®
System Databases WHEN 2 THEN 'Encryption in progress'
£ Databace Spanchat: WHEN 3 THEN 'Encrypted’ —
I [ @ TestDatabase (Recovery Pending) I WHEN 4 THEN 'Key char.\ge i"‘ progress’
T ey WHEN 5 THEN 'D?cryptzon in progress’ )
Logins END AS encr‘yptlon_state_dgst}, ¢.name, e.percent_complete FROM.sys.dm_databasg_encr‘yptlon_ke
LEFT JOIN master.sys.certificates AS c ON e.encryptor_thumbprint = c.thumbprint
Server Roles
Credentials =
(= Cryptographic Providers 100% =~ 4 »
# nDSOP Ef Resulls g Messages
Audits DatabaseName database_id encryption_state encryption_state_desc name percent_complete
Server Audit Specifications 1 tempdb 2 3 Encrypted NULL 0
Server Objects 2 TestDatabase 5 3 Encrypted NULL 0
Replication
Always On High Availability v
< > @ Query executed successfully. B MSSQLNSHIELD22 (16.0 RTM)  INTEROP\Administrator .. master 00:00:00 2 rows

7. Un-install nNDSOP v2.1.0 EKM provider using the Windows Control Panel > Programs >
Programs and Features.

8. Install nNDSOP v2.1.1 EKM provider by mounting the . iso file and double-clicking setup.

9. Insert the OCS in the HSM slot or TVD. No action is needed if you are using Softcard
protection.

10. Set the new provider by running the following query:

--ChangeToNewProvider.sql

ALTER CRYPTOGRAPHIC PROVIDER nDSOP
FROM FILE = 'C:\Program Files\nCipher\nfast\bin\ncsqlekm.d11"';
60

11. Enable the EKM provider. Select Security > Cryptographic Providers. Right-click the
provider and select Enable.

& Enable provider - [m| X
1 Total
@ Success T Success
Details:
Action Status Message
2 Enable cryptographic provider 'nDSOP' Success

12. Verify the new EKM provider version by running the following query. Notice the
provider_version.
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13.

14.

15.

SELECT * FROM sys.dm_cryptographic_provider_properties;

o
1

a
X

LQ SQLQuery1.sql - MSSQLNSHIELD22.master (INTEROP\Administrator (64))* - Microsoft SQL Server Management Studio (Admi...  Quick Launch (Ctrl+Q)

File  Edit View Query Project Tools Window Help

P00 B- AP By SIS BD| AN TA[2-C-|B] |5 | ReEE-,
'”.i| master < | P Execute v 5% | 37 2 E’mlulau‘al = 7:E|=§ §=|9@=
—

Object Explorer SQLQuery1.sql - MS...Administrator (64))* + X
SELECT * FROM sys.dm_cryptographic_provider_properties;

Connect~ ¥ i ¢ W

| 4

= 8 MSSQLNSHIELD22 (SQL Server 16.0.1000.6 A
Databases
= ¥ Security

Logins

B B8

Server Roles

Credentials

Cryptographic Providers

& nDSOP 100% ~

Audits B8 Results g Messages

Server Audit Specifications _provider id _ quid provider_version | sqlcrypt_version  friendly_name authentication_typ
Server Objects 1 65536 5468616C-6573-206E-4369-706865720000) 2.01.0001.00 1.01.0000.00 nCipher SQLEKM Provider BASIC

Replication
Always On High Availability
Management
Integration Services Catalogs
£ SQL Server Agent (Agent XPs disabled) v < >

R RV AT T

m ®

BHEBEH
B B8

< : > © Query executed successfully. © MSSQLNSHIELD22 (16.0 RTM)  INTEROP\Administrator ... master 00:00:00 1 rows

Restart the SQL Server from the Windows MSSMS or services. Wait for 60 seconds
after the restart.

Check and refresh database status. Notice the Recovery Pending message next to the

TestDatabase goes away.

Verify the encryption state by running the following query. Notice the
encryption_state_desc shown as Encrypted.

[¥**k%% Seript for SelectTopNRows command from SSMS ik /

SELECT DB_NAME(e.database_id) AS DatabaseName, e.database_id, e.encryption_state, CASE e.encryption_state
WHEN @ THEN 'No database encryption key present, no encryption’

WHEN 1 THEN 'Unencrypted'

WHEN 2 THEN 'Encryption in progress'

WHEN 3 THEN 'Encrypted’

WHEN 4 THEN 'Key change in progress'

WHEN 5 THEN 'Decryption in progress'

END AS encryption_state_desc, c.name, e.percent_complete FROM sys.dm_database_encryption_keys AS e

LEFT JOIN master.sys.certificates AS c ON e.encryptor_thumbprint = c.thumbprint
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L'>; SQLQuery1.sql - MSSQLNSHIELD22.master (INTEROP\Administrator (53))* - Microsoft SQL Server Management Studio (Admi... Quick Launch (Cirl+Q) P = B X
File Edit View Query Project Tools Window Help
e-0|B- -2 M Brvaey AR RSP XAA|[2-C- B |5 meEE-.
”‘f | master A | P Execute v S‘g | g'u S'g ETI | =
E—
Object Explorer L B @l SQLQuery1.sgl - MS...Administrator (53))* + X
" P i ok rs
Connect~ ¥ ¥ ¢ / Script for SelectTL.)pNRows command from SSMS / . =]
-ISELECT DB_NAME (e.database_id) AS DatabaseName, e.database_id. e.encryption_state., CASE e.en &
(=@ MSSQLNSHIELD22 (SQL Server 16.0.1000.6 - If WHEN @ THEN 'No database encryption key present, no encryption'
[ Databases WHEN 1 THEN 'Unencrypted’
System Databases WHEN 2 THEN 'Encryption in progress’
Database Snapshots WHEN 3 THEN 'Encrypted’
[ @ TestDatabase WHEN 4 THEN 'Key change in progress’
Security WHEN 5 THEN 'Decryption in progress'
Server Objects e e e TP Les raon, Yo dudatabase_sncryption_kefg
Replication 100% - 4 »
Always On High Availability B Results g Messages
Management DatabaseName database_id encryption_state encryption_state_desc name percent_complete
Integration Services Catalogs temodb 2 3 Encipted NUOLL O
2 SQL Server Agent (Agent XPs disabled) TestDatabase 5 3 Encrypted NULL 0 I
XEvent Profiler
< > W 9 Query executed successfully. 8 MSSQLNSHIELD22 (16.0 RTM) INTEROP\Administrator .. master 00:00:00 2 rows
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Chapter 9. Troubleshoot

9.1. Microsoft SQL Server, Error: 15209 while rotating the
TDEKEK

1. Restart the database.
2. Try again to rotate the TDEKEK.
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Chapter 10. Additional resources and related

products

10.1. nShield Connect

10.2. nShield as a Service

10.3. nShield Database Option Pack
10.4. Entrust products

10.5. nShield product documentation
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https://www.entrust.com/products/hsm/nshield-connect
https://www.entrust.com/products/hsm/nshield-as-a-service
https://www.entrust.com/products/hsm/software-option-packs#dsop
https://www.entrust.com/products
https://nshielddocs.entrust.com/
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