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Chapter 1. Introduction

Microsoft 365 (previously called Microsoft Office) is a productivity suite for Microsoft
Windows which permits users to digitally sign documents. Entrust nShield Time Stamp
Option Pack (TSOP) is a time stamp appliance rooted in FIPS and Common Criteria certified
nShield Hardware Security Modules (HSM). This document describes the integration of
Microsoft 365 with the Entrust time stamp appliance (TSS).

1.1. Product configuration

Entrust has successfully tested the nShield TSS integration with Office 365 in the following
configuration:

1.1.1. TSS server

Product Version

oS Windows Server 2025

1.1.2. Client

Product Version

oS Windows 11

Microsoft 365 Office Professional Plus 2021

1.2. Supported nShield hardware and software versions

Entrust successfully tested with the following nShield hardware and software versions:

Product Security TSOP Firmware
World
nShield Solo XC 13.6.12 8.1.0 12.72.4 (FIPS 140-2 certified)

1.3. Requirements
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« Knowledge of your organization Certificate Practices Statement and a Security Policy /
Procedure in place covering administration of the HSM.

+ Access to the Entrust TrustedCare Portal for downloads and support.

An Entrust nShield Solo XC HSM.

A dedicated Windows server.
Familiarize yourself with the nShield Documentation.

« The importance of a correct quorum for the Administrator Card Set (ACS).
« Whether Operator Card Set (OCS) protection or Softcard protection is required.
+ If OCS protection is to be used, a 1-of-N quorum must be used.

« Whether your Security World must comply with FIPS 140 Level 3 or Common Criteria
standards. If using FIPS 140 Level 3, it is advisable to create an OCS for FIPS
authorization. For more information see FIPS 140 Level 3 compliance.

« Whether to instantiate the Security World as recoverable or not.
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Chapter 2. Deploy the Entrust TSS

All steps below are performed in a dedicated Microsoft server.

2.1. Install the Entrust nShield HSM

Install the nShield Solo XC HSM as described in Install a PCle HSM.

2.2. Install the Security World software

1. Install the Security World software. For detailed instructions see nShield Security
World Software v13.6.11 Installation Guide.

2. Add the Security World utilities path to the system path. This path is typically
C:\Program Files\nCipher\nfast\bin.

3. If using remote administration, open firewall port 9005 for the Entrust nShield Trusted
Verification Device (TVD).

4. Open a command window and run the following utility to confirm the Security World
installation. Notice the Server and HSM are operational.

For example:

>enquiry

Server:

enquiry reply flags none
enquiry reply level Six

serial number 8D02-02E0-D947
mode operational
version 13.6.12
Module #1:

enquiry reply flags none
enquiry reply level Six

serial number 8D02-02E0-D947
mode operational
version 12.72.4

2.3. Create a security world

1. Create your Security World if one does not already exist or copy an existing one.
Follow your organization’s security policy when creating a Security World. For more
information see Create a new Security World.

e ‘ The administrator card set (ACS) cards cannot be duplicated after
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the Security World is created. You may want to create extras in
case of a card failure or a lost card.

In order to use an existing Security World, the Security World will
e need to have been created with the SEEDebugForAll feature
enabled.

For example:

>new-world -i -m <module_number> -Q <K/N> --mode=fips-140-2-level-3 --sp80056ar3 p dseeall

2. Confirm the Security World is Usable:

>nfkminfo
World

generation 2

state 0x3737000c Initialised Usable ...
Module #1

generation 2

state 0x2 Usable

2.4. Install the Time Stamp Option Pack software

1. Install Java Runtime Environment (32 bit) Oracle JRE v1.8 or later.

C:\Users\Administrator>java -version

java version "1.8.0_471"

Java(TM) SE Runtime Environment (build 1.8.0_471-b09)

Java HotSpot(TM) Client VM (build 25.471-b@9, mixed mode, sharing)

2. Install the Time Stamp Option Pack software. For detailed instructions see TSOP v8.1.0

Install and User Guide.

3. Open the firewall ports described in section TCP/IP and UDP port access of the TSOP

v8.1.0 Install and User Guide link above.
4. Enable the features as described in section Enabling features.
5. Configure the network as described in section Configuring the TSS on the network.

6. Test the connection to the TSS locally, and remotely from the Windows client. The
credentials are listed in section Accessing the TSS web interface.
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nShield Time Stamp Server Adminis X +

< C o O & localhost/TSS/indexjsp g ® 9

@ ENTRUST | TIME STAMP SERVER

Administrator Login

Name

Password

Login

2.5. Install NTP

A Network Time Protocol (NTP) distribution or Time Stamp Master Clock (TSMC) is required
to calibrate and audit the TSS. See section TSOP installation prerequisites of the TSOP
v8.1.0 Install and User Guide link above.

For the purpose on this integration, the Meinberg NTP package was installed.
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Chapter 3. Configure the time stamp server

3.1. Activate the SEE delegation

The SEE Delegation gives the TSS SEE machine the permanent ability to set the real-time
clock (RTC), to allocate nonvolatile memory (NVRAM), and to originate keys

1. Login to the WEB GUI with the security officer credentials.

2. Select Server Management > SEE Delegation. Then select Next.
3. Present the security world ACS. Then select Next.

4. Enter the ACS passphrase. Then select Next.

« C @ QO & localhost/TSS/jsp/adminPage.jsp kg g =

Security World:

@ ENTRUST | TIME STAMP SERVER i iz

© TSA Management Loading Admin Keys

© Certificate Management
@ Server Management
* SEE Delegation
© Logging Your Windows administrator will need to restart the DSE200 service via the standard
© card Set Management Windows Services facility.
© User Management
* About
* Log out

SEE Delegation signatures successfully recreated.
You must now restart the DSE200 service.

5. Restart the DSE200 service.

« Services
File Action View Help
e Em Bz HE rannp

. Services (Local) . Services (Local)
DSE200 Name ) Description Status Startup Type Log On As
i€} DisplayEnhancementService  <Failed to R.. Manual (Trigg.. Local System
Stop the service Q~ Distributed Link Tracking Cli.. Maintainsli..  Running  Automatic Local System
Restart the service h
& Distributed Transaction Coor.. Coordinates.. Running  Automatic (De.. Network Se..
-E;}E DNS Client The DNSCli.. Running  Automatic (Tri.. Network Se..
D;;C r:zt_il_‘?"’ S w 1€} Downloaded Maps Manager ~ Windows ser.. Disabled Network Se...
nshield Time Stamp Server Q DSE200 nShield Tim..  Running  Automatic Local System
-.S,‘}»Embedded Mode The Embedd... Manual (Trigq.. Local System

3.2. Create a Time Stamping Authority (TSA)

A TSA key is used for signing time-stamps. You can either create a single TSA and use the
same signature key for all time-stamps, or create multiple TSAs depending on your
requirements. TSA keys are created by your organization’s Security Officer.

1. Login to the WEB GUI with the security officer credentials.

2. Select TSA Management - Configuration.
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3. In the TSA Configuration pop-up window select Add.

4. Enter a name and select Add, for example nShieldintegration.

5. Select OK

& C @ QO & localhost/TSS/jsp/adminPage.jsp

@ localhost

This TSA will be created.

TSA Name: nShieldintegration
TSA Policy Identifier:  1.3.6.1.4.1.601.10.3.1

cance'

6. Select the options according to you organization security policy. Then select Update

and OK.

For example:

<« C @ QO & localhost/TSS/jsp/adminPage jsp

@ENTRUST TIME STAMP SERVER

© TSA Management LELYEL I nShieldIntegration
* Operational Status
LT L LT 1.3.6.1.4.1.601.10.3.1

* Certification Status

eaaomaticl Accepiable Time-Stamp Request Hashes:  + SHA1
© cCertificate Management
© Server Management

* SEE Delegation + SHA-384
© Logging
© cCard Set Management ¥ SHA-512
n :: f S TST TAC O CettificateChoices1 with ESSCertID/ESSCertiDv2 (compatibility
= About Encoding and mode)

Host Application: 8.1.0
Module Application: 8.1.0

v SHA-256

Binding:
e @ CertificateCholces2 with ESSCertID/ESSCertiDv2 (RFC3369 &
3852)
@ SignerAtiribute (RFG3126 & ETSI)

* Log out

TSTOptions: v |yge ESSCertDv2 (RFC5816)
M Use rsaEncryption OID Fix
B Exclude TAC from certificate list

Audit Source: O Local Audit @ Upper Clock

7. The newly created TSA appears as follows.
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< C @ O a localhost/TSS/jsp/adminPage.jsp o

Host Application: 8.1.0

@ ENTRUST TIME STAMP SERVER Module Application: 8.1.0

© TSA Management TSA Configuration

- CPEEllERlSEE TSA Name Audit Source Policy
* Certification Status

* Confi ti
onmgUrMAn @ [Default] Upper Clock ~ 1.3.6.1.4.1.601.10.3.1

© Certificate Management
@ Server Management
* SEE Delegation
© Logging __Add ] _Remove |
© card Set Management
© User Management
* About
* Log out

Q nShieldintegration Local Audit 1.3.6.1.4.1.601.10.3.1

8. Select TSA Management > Operation Status to view the status of the newly created
TSA.

< C @ O G localhost/TSS/jsp/adminPagejsp &

Host Applicati:

@ ENTRUST | TIME STAMP SERVER Module Appiication: 3.1

© TSA Management TSA Operational Status

* Operational Status —_
* Certification Status TSA Name Clock Audit stamping TAC
* Configuration

© Certificate Management @ [Default]
@ Server Management . . . /'
- SEE Delegation QO nShieldintegration b -

y
L
p
© Logging
© card Set Management f

© User Management
* About
* Log out

3.3. Create the OCS

1. Login to the WEB GUI with the security officer credentials.
2. Navigate to Card Set Management > Create Card Set.

3. In the Create Operator Card Set pop-up window enter the information according to

your organization security policy. Then select Next.

For example:
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&« C @ QO & localhost/TSS/jsp/adminPage.jsp b ® 9 =

Host Applicat

@ ENTRUST | TIME STAMP SERVER Wodule Applicat

© TSA Management Create Operator Card Set

© Certificate Management

© Server Management

© Logging

© card Set Management The total number of cards in the set cannot exceed 64, and the number of cards
« Create Card Set required for access must be less than or equal to the total number of cards.

* List Card Sets If you choose to set a timeout, this value cannot be greater than a year (i.e.
* View/Change Card 366243600 seconds).

From this panel, you can create a new Operator Card Set (OCS). The newly created
card set can then be used to protect a key or a set of keys.

© User Management

= About Operator Card Set name: testOCS

* Log out
Total number of cards in set (N): E
Number of cards required for access (|

Card set is persistent?:

Card set has a timeout’

Timeout in seconds: o |
Nexth)

4. Present the ACS to the card reader when prompted.

5. Present each card in the OCS card set as instructed, and enter a passphrase. Then

select Next.

For example:

<~ C @ O & localhost/TSS/jsp/adminPage.jsp < ® 9 =

Host Application

@ ENTRUST TIME STAMP SERVER S

© TSA Management Creating Operator Card Set

* Operational Status i
+ Certification Status Creating Card Set: testOCS

* Configuration
© Certificate Management
© server Management
© Logging

© card Set Management Pass Phrase: _
* List Card Sets

* View/Change Card
© User Management
* About
* Log out

Enter a pass phrase for this card or leave blank to create the card without a pass
phrase.

6. Notice a successful completion.

<« C @ O ﬁ; localhost/TSS/jsp/adminPage.jsp w @ ﬁ =

Host Application:

@ ENTRUST TIME STAMP SERVER T e

© TSA Management Creating Operator Card Set

© Certificate Management
Greating Card Set: testOCS

© Server Management
© Logging Card Set Created Successfully

@ Card Set Management
* Create Card Set
= List Card Sets
* View/Change Card
© User Management
* About
* Log out
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3.4. Create the TSA certificate request

1. Login to the WEB GUI with the security officer credentials.

2. Present the OCS to the card reader, or remotely via the TVD. If using the TVD, do as
indicated in Map dynamic slots to slot #0.

3. Navigate to TSA Management > Certification Status.
4. Select the TSA certificate request that you would like to fulfill. The select Initiate.

5. In the Select Cardset for TSA Key Backup dialog box, select the OCS. Then select
Next.

For example:

<« C @ O &G localhost/TSS/jsp/adminPage.jsp bd ® & =

Host Application: 8.1.0

@ ENTRUST | TIME STAMP SERVER

© TSA Management Select Cardset for TSA Key Backup - tsaid_1

* Operational Status
* Certification Status
= Configuration
© certificate Management
© Server Management [ ] (Do not enable TSA Key backup for this key)
© Logging
© Card Set Management ~ Next)
© User Management
* About
* Log out

Name Kof N Persistent Timeout

(0] testOCS 1/5 Yes 0

6. In the Loading OCS:<ocs-name> dialog box, enter the OCS passphrase. Then select
Next twice.

For example:

& C @ O & localhost/TSS/jsp/adminPage jsp b ® 5 =

Host Application: 8.1.0

@ ENTRUST | TIME STAMP SERVER

© TSA Management Loading OCS:testOCS

* Operational Status Total cards in set (N) 5

* Certification Status 3
N Require cards for access (K) 1
* Configuration

© certificate Management Persistent Yes

Timeout None
nCipher Token Hash d85bae3aacf64bce2007f956e5a11741d12dee32

© Server Management
© Logging

© Card Set Management Loading in module #1...

© User Management Enter passphrase for card #5

o fooeeee ]
Nexty |

* Log out

7. In the TSA Certificate Request - tsaid_1, enter your organization information. Then
select Next and OK.

For example:
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<« C @ O A localhost/TSS/jsp/adminPage.jsp w5 ® & =

Host Appl

@ ENTRUST TIME STAMP SERVER Module Applicaton: 8.1.0

@ TSA Management
* Operational Status

= Certification Status Common Name * nShieldintegration
¢ Contgurston 11 rganzaion”

| @Rl M nShield TSS ESN  8D02-02E0-D347
© Server Management

SR R

© Card Set Management Organizational Unit  [ESaEaC

© User Management

* About Organizational Unit _

" leget: Organization Identifier [ EGNNTNG_GN
Losaty

Country * United States (US) v
i,

* Required field

8. In the TSA Certificate Request Parameters - tsaid_1, select the key parameters. Then
select Submit Request.

For example:

<« C O & localhost/TSS/jsp/adminPage.jsp ks ® & =

Host Applicati

@ ENTRUST | TIME STAMP SERVER Module Applicat

© TSA Management TSA Certificate Request Parameters - tsaid_1

* Operational Status
* Certification Status
* Gonfiguration Signature Algorithm: 51l I

© certificate Management Key Length:
© Server Management

© Logging Time-stamp Mode:

) e s Distinguished Name: [CRIER g ise;0=Entrust; SERIALNUMBE
© User Management
* About

* Log out B Disable unattended startup for this key!

Key Type: RSA v

M Generate a self-signed certificate for this key.

9. Per your browser, either select Select All and copy-paste to a file, or select Download.
For example:

&« C @ O & localhost/TSS/jsp/adminPage.jsp w @ 9 =

Host Application

@ ENTRUST | TIME STAMP SERVER

* Operational Status
. W = BEGIN CERTIFICATE REQUEST—
Sl SR MIIC6DCCAJACAQAWGaIXCZzAJBGNVBAYTALVTMQSWCQYDVQQIEWIGTDEQMA4GALUE
* Configuration BXMHU3VucmlzZTEQMA4GALUEChMHRWS 0cnVzdDERMAGGALUEERMEMTEQMA4 GALUE
© Certificate Management CxMHb1N0aWVsZDENMCUGA1UECXMeb1NoaWVsZCBUUIMgRVNOOF hEMDI tMDIFMC1E
OTQ3MRSWGQYDVQQDEXJUU2hpZWxkSWS50ZWAyYXRpb2 4WggE iMAOGCSqGSIb3DQEB
© Server Management AQUAA4IBDWAWGGERA0IBAQDehTTgDQXAOfDyBAGu/ 0i6rrxGsPalzBr0ud/DIz1/
© Logging TjayIlaaKR/IQTKOzneqzrpWXRkN1DOMIMgW7 rXObeXT4zCKPQEr Iy9fX37CQNCks
F+2Xr21c2SeHBXkbQGYRHD+LTKOM60DORAOX/ 42 Y1 FXZtkSqbNOMGYB6VQgULlhe I
| B S L FyA6CUE2NBLk5hXOFYu9GaH972DF3yQyr1Dl filsmaRpV8x510LN6ESSVEAMKkhEsk
© User Management 5U3pZLUDK5522+1WEva/yTnIb0TrY3gXNB28XX81y3eR28bw2FCLONESTT6 7 ZmOv
= About YEhjB38d+p307NS8vqL481yCP6rUVEKVNkb8SUN2Dq8 LAQMBAAGIADANBgkqhkiG
9wOBAQSFAAOCAQEAVD7FRBVYD98rDi+08h3X0h0o1521 7gtUiXY6puluvgF+qxhf6
* Log out Owle33zgRWLznOEpTcP400mrU+F3hCrgmGWNCKPIAQ6UauyctMwn6LEc8TSbTgB2
3mSWPQO02ySFOA/ 3GLINCtVCUYgBUS 4 I+xT 6L1Taozh4 0SSOREX3ST67CXCETMAyb
QIZ6RTVAOCUCVZzy181SthRE33UT+PP64n69¥Y1FO+aVIhCMTIXSBRDK+aJrA57e0L
eKLeXEV17ttS]geSBMK2J3r5q06377zApOvARd2qTX/ yo¥seqoTkeskQ+dCweamp
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10. Send the TSA certificate request file to your CA for signature. In this example a local
root CA was used. Signing was done using the Web Server template.

For additional info see section Initiating a TSA certificate request of TSOP v8.1.0 Install
and User Guide.

3.5. Import the certificate chain

Import the certificate chain as described in section Importing the TSA certificate chain of
TSOP v8.1.0 Install and User Guide. Pay special attention to the order: root CA first, follow
by the certificates signed by the root CA in the order in which they were signed.

3.6. Fulfill the TSA certificate request

1. Login to the WEB GUI with the security officer credentials.

2. Present the OCS to the card reader, or remotely via the TVD. If using the TVD, do as
indicated in Map dynamic slots to slot #0.

3. Navigate to TSA Management > Certification Status.

4. Select the TSA certificate request that you would like to fulfill. Then select Fulfill.

For example:

&« C ® O & localhost/TSS/jsp/adminPage jsp w @ & =

Host Application: 8.1.0

@ ENTRUST | TIME STAMP SERVER

© TSA Management TSA Certification Status

* Operational Status

* Certification Status

= Configuration
@ certificate Management

* Upper Clock Cert Store Q nsShieldintegration b UncertifiedPending

* TSA Cert Store

* TSA Registration
© Server Management
© Logging

TSA Name Key Status Time-stamp Mode

@ [Defaul] G Uncertified

5. Copy-paste the signed certificate from your CA for the certificate request created in
Create the TSA certificate request into the text box. Then select Add.

For example:
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<~ C @ QO & localhost/TSS/jsp/adminPage.jsp < ® &9 =

Host Applicat

@ ENTRUST TIME STAMP SERVER Module Applicat

© TSA Management Fulfill TSA Certificate - tsaid_1

* Operational Status

* Certification Status Load or Paste New Certificate:

= Configuration
Cert File: Browse... | No file selected. i
© Certificate Management Browse...| Load File

* Upper Clock Cert Store MC8GIYSGAQQBg § cVCIXMx3iB1fdYhvWRKIWW1g 6Gr 4 FWQWWB+£cPhZXyEWIBZAIR
= TSA Cert Store AzATBgNVHSUEDDAKBgGrBgEFBQCDATADBgkrBgEFAY I 3FQOED] AMMAOGCC SGAQUE
- BWMBMAOGC SQGS Ib3DQEBCWUAA4 IBAQASTrJyhQ1l1i8hvVa3Xig2q0ndh8YS0dIvyoa
* TSA Registrati 2kB9znkLSoFbHVNEXPGPET] hkpeSuRgOCTES3dL/ / cgGoyibg2¥iNp 3KQSCDCVGh
© Server Management 1ngBfvQO+kBXOXM1/DSWK/ VKAt S2TQ3C+4zBZAhiT6bJoPDem+bJIgP2VV4+GTDL P
© Logging DMEZK+4VxAJ13ADSkqGEHWOXhKbRUL/ 7PE1TvZCXSASYSQDRHX +eTYgbENS3CQ3R
qCdwpPzew1JEOrikmt WwT CEGObyvhgBmaPU4pvwI7VinTy9Im2AunKSunbYr lwhJon
© Card Set Management ztwl8b70rNywy/ 2+Ygkm3 6MQWH5rcw9IYTuTVLE yDVv8VPiRpgtwMc
© User Management
* About

* Log out

At the time of this integration testing, using the Browse... icon and
selecting the certificate file was not working as expected.

6. Notice the successful installation. Then select Cert Info.

<« C o QO & localhost/TSS/jsp/adminPage jsp bd @ @) =

Host Application: 8.1.0

@ ENTRUST TIME STAMP SERVER LSRRI

© TSA Management TSA Certification Status

* Operational Status
* Certification Status
* Configuration
© Certificate Management
* Upper Clock Cert Store Q nshieldintegration ’. Certified RFC3161
* TSA Cert Store
* TSA Registration
© Server Management
© Logging
© Card Set Management
© User Management
* About
* Log out

TSA Name Key Status Time-stamp Mode

@ [Default] (@ Uncertified

bt - allinar sl

7. In the TSA certificate info dialog box, select Export.

For example:
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&« C @ QO & localhost/TSS/jsp/adminPage.jsp b &g & =

Host Application: 8.1.0

@ ENTRUST | TIME STAMP SERVER

© TSA Management TSA Certificate Info - tsaid_1

* Operational Status

* Certification Status TSA Key Status: " Certified - RFC3161
* Configuration -~

© Gertfcate Management T veson
* Upper Clock Gert Store Ti SeriaiNumber
* TSA Cert Store . Signature _
- TSA Registation o) Samie
© Server Management —

T ssecsy
© Logging

e i

© card Set Management WL Issued To CN=nShieldintegration; OU=nShield TSS ESN:8D02-02E0-D947;
© User Management =

W4 Valid From 2025/11/06 22:25:48 (UTC)
* About

I1 Valid To 2027/11/06 22:25:49 (UTC)
* Log out
1 Publckey Type

L4 Public Key 3082 0122 300D 0609 2A86 4886 F70D 0101 0105 0003 8201 O

8. In the Exported Certificate dialog box, select Select All and Copy. Open a text editor
and paste the certificate. Save this certificate, as it will be imported into each
Microsoft 365 host requesting time stamping from this server.

For example:

| — Documents X aF - 2 A
< - ™ C ) > Documents Search Documents Q
® New ~ X © () = W N Sort ~ = View ~ o (B Details
‘ 2 Home ‘ Name Date mod'\ﬁeg Type Size
E] Gallery | ‘ # nShieldTimeStampServer.cer 11/6/2025 8:26 PM Security Certificate 3 KB
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Chapter 4. Configure the Office 365 host

To enable Microsoft 365 to use a specified TSS appliance for its default time stamp service,

you must:

« Install the TSA certificate
« Edit the registry settings

+ Make "Microsoft Office" configuration available in Group Policies

4.1. Install the TSA certificate

1. Log into the Office 365 host.

2. Copy the TSE certificate exported in Fulfill the TSA certificate request to a local folder.
If you don't have the certificate, do as follows:

1. Log into the TSS as the security officer (superuser).
2. In the left pane, navigate to TSA Management > Operational Status.
3. Select the TSA Name, then select Cert Info.

4. Select the certificate and Export it to a .cer file.

3. In the Office 365 host, double-select the certificate. In the certificate dialog window

select Install Certificate....

4. In the Certificate Import Wizard dialog window, select Local Machine. Then select
Next.

5. In the Certificate Store dialog window, select Automatically select the certificate
store... radio button. Then select Next and Finish.

6. On the Import was successful pop-up, select OK.

4.2. Edit the registry settings

1. Log into the Office 365 host.

2. Enter regedit in the Windows search box and select Registry Editor.

3. In the left pane, navigate to Computer > HKEY_CURRENT_USER.

4. Export the HKEY_CURRENT_USER registry settings as a backup before you continue.

For example:
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E Registry Editor

File Edit View Favorites Help

Computer\HKEY_CURRENT_USER.

~ E Computer
> HKEY_CLASSE!

» HKEY_USERS

S_ROOT

v HKEY_CURRENT_USER

> AppEvents Collapse
> Console Mew 5
> | Control Panel )
E Find...
nvironment
» | EUDC Delete
> Keyboard Layout Rename
Metwork
> Printers Export
> Ll SOFTWARE Permissions...
> System
Uninstall Copy Key Name
> Volatile Environment

> HKEY_LOCAL_MACHINE

> HKEY_CURRENT_CONFIG

Hame Type Data
3b) (Default) REG_SZ (value not set)

5. Navigate to the following registry path:
Computer\HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Common\Signatures.

If the registry path does not already exist, create it.

6. Add the following entries.

Name

MinXAdESLevel

TSALocat

ion

XAdESLevel

Type Data

REG_DWORD (32-bit) 2

String Value http://<TSS_IP_address>/TSS/
HttpTspServer

REG_DWORD (32-bit) 5

<TSS_IP_address> is the IP address of the TSS appliance. You may
use a host name instead of an IP address.

B Registry Editor — [m] X

File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Common\Signatures

: __ Fonts Name Type Data
> 7 General g?](Default) REG_S7 (value not set)
> 7 Identity 24 LastSigningCert REG_BINARY ©3894d db d3 3 1c 9¢ 5d 1 86 19 5d 2b e2 1 ac...
> = Internet 24 MinXAdESLevel REG_DWORD 0x00000002 (2)
—I KFM abTSALocation REG_SZ htps//'. . .~ .. o/ TSS/HitpTspServer
> - languageResources 4 XAdESLevel REG_DWORD 0x00000005 (5)
> [ LCCache
> Llicensing
7. Close the registry editor.
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http://<TSS_IP_address>/TSS/HttpTspServer
http://<TSS_IP_address>/TSS/HttpTspServer
http://<TSS_IP_address>/TSS/HttpTspServer
http://<TSS_IP_address>/TSS/HttpTspServer
http://<TSS_IP_address>/TSS/HttpTspServer

4.3. Make "Microsoft Office" configuration available in
Group Policies

1. Download the administrative template files (ADMX/ADML) for Microsoft Office. Be
sure to select your language. For example, the English version is available at
Administrative Template files (ADMX/ADML) for Microsoft Office.

2. Double-select the downloaded file to extract the admx and adml folders locally.

3. Open the admx folder. Copy all the *.admx files to C:\Windows\PolicyDefinitions\..
4. In the admx folder, select the folder corresponding to your region. For example en-us.
Copy all the *.adml files to C:\Windows\PolicyDefinitions\<your-region>\.. For

example C:\Windows\PolicyDefinitions\en-US\..

5. Enter group policy in the Windows search box and select Edit group policy.

6. Navigate to User Configuration » Administrative Templates » Microsoft Office 2016
The settings for Microsoft Office should now appear.

For example:

= Local Group Policy Editor — O X

File Action View Help
e 2m = HEm Y

=/ Local Computer Policy " Miosotoffice2ots

v o Computer Configuration Select an item to view its d ioti Setti
, T Software Settings elect an item to view its description. ing

> [ Windows Settings jj Al
> = Administrative Templates . AutoSave
v & User Configuration :j Business Data

> [ Software Settings .| Collaboration Settings

> ] Windows Settings | Contact Card

v | Administrative Templates | Customizable Error Messages
> ] Control Panel | Diagnostics
> @ Desktop " Disable Items in User Interface
> | Microsoft Access 2016 o
’ ;J Microsoft Excel 2016 " Document Information Panel
v 4 Nicrosoft iz il . Downloading Framework Components

’ ;‘ Al | File Open/Save dialog box
__| AutoSave

| First Run
| Global Options

7l Granh <attinac

> | Business Data
> ] Collaboration Settings

7. Navigate further to Security Settings - Digital Signatures. Edit the following policies
as shown below.

Name Value

Specify timestamp server name http://<TSS_IP_address>/TSS/
HttpTspServer

Requested XAdES level for signature XAdES-X-L

generation

Time Stamp Option Pack 17/24


https://www.microsoft.com/en-us/download/details.aspx?id=49030
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Name

Specify Minimum XAdES level for digital
signature generation

8. Close the group policy editor window.
9. Upgrade the group policy.

>gpupdate /force

Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

Value

XAdES-T

Time Stamp Option Pack
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Chapter 5. Test the integration

5.1. Add a signature line to a document

1. Open a Microsoft 365 Word document or create one.
2. Select the location in the document where you want to add the signature line.
3. On the ribbon, select the Insert tab and locate the Text group.

4. Select the arrow next to Signature Line, and then select Microsoft Office Signature

Line. For example:

Ii Ig /q _g ‘@ﬁgl"lature Line v‘ ..I_I_ m

Microsoft Office Signature Line...

Header Footer Page Text  Quick WordArt
) v Number~ Box > Parts i Add Signature Services..
Header & Footer Text T Sy

5. The Signature Setup dialog appears. Enter your information.
For example:

Signature Setup ? X

Suggested signer (for example, John Doe):

John Doe

Suggested signer’s title (for example, Manager):

Sr Software Test Engineer

Suggested signer's e-mail address:

john.doe@email.coml

Instructions to the signer:

Before signing this document, verify that the content you
are signing is correct.

(] Allow the signer to add comments in the Sign dialog

B Sshow sign date in signature line

6. Select OK.

5.2. Sign the signature line

When you sign the signature line in an Microsoft 365 document, you add both a visible
representation of your signature and a digital signature. The digital signature contains the
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time stamp information.

1. Open the document above.
2. Double-select the signature line where a signature is requested.

3. In the Sign dialog window, add the required information. Then select Sign.

For example:

Sign ? X

@ See additional information about what you are signing...

Before signing this document, verify that the content you are signing is correct.

Type your name below, or click Select Image to select a picture to use as your signature:

X John Doe‘

Select Image..

John Doe

Sr Software Test Engineer

To include information about the signer, click the details button. Details...

Signing as:  ad013107-e581-4dbd-8bc3-82547b9f9116 Change..

4. The document is signed.

For example:
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File

ﬁj S \Aptos (Body) “[12

Paste

v

Clipboard

be XAdES-T.

Insert Draw Design Layout

Font

oA AT Al A
B I U-va x X Av £+ A~

References  Mailings Review View Help  Picture Format
E
Normal No Spacing
] Styles
X

« X

Your signature has been successfully saved with this document.
If the document is changed, your signature will become invalid

[ Don't show this message again
||

John Doe
Sr Software Test Engineer

5. Select the signature in the document to confirm it is valid. The signature type should

For example:

File Home

@ MARKED AS FINAL An author has marked this document as final to discourage editing. ‘ Edit Anyway ‘

information.

Draw Design Layout

11/20/2025

X John Doe

John Doe
Sr Software Test Engineer

Signed by: ad013107-e581-4dbd-8bc3-82547h9f9116

References

collected...

Mailings  Review View Help  Picture Format

Signature Details ? X

Valid Signature - The signed content has not changed and the signer’s certificate
R/ is valid.

Signature type: XADES-T

11/20/2025

X John Doe

John Doe

Sr Software Test Engineer

Signed by: ad013107-e581-4dbd-8bc3-82547b3f3116

Signing as: ad013107-e581-4dbd-8bc3-82547b9f9116

See the additional signing

See information about the
information that was

2 Close
signer...

6. Select See additional signing information that was collected... to view the time stamp

For example:
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File Home Insert Draw Design Layout References Mailings Review View Help

(5) MARKED AS FINAL An author has marked this document as final to discourage editing, | Edit Anyway

Signature Details

® SIGNATURES This document contains valid signatures.

Picture Format

? X

Valid Signature - The signed content has not changed and the signer’s certificate

Q is valid.

Signature type: XAJES-T

Number of monitors:

See the additional signing | Primary monitor:
information that was

collected

Timestamp date/time:

Timestamp authority:

11/20/2025
-
X John Doe Additional Information ? X
John Doe
This signature signs: The contents of this document

X John Doe Sr Software Test Enginee: 2 Y

P Signed by: ad013107-e5; The following addiional information i stored within this signature:

SrSofwareTestEngin | Systemdateftime: 11/20/2025 3:42 PM

Signed by: ad013107+ Windows version: 10.0
BB | Signing as: ad013107-¢  gffice version: 16.0.19328/27

Microsoft Word version:  16.0.19328

1
1920 px x 1080 px - 32 bpp
No timestamp information available

No timestamp authority information available
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Chapter 6. Troubleshooting

The following table provides troubleshooting guidelines.

Problem Cause Resolution

When attempting to sign a Registry or group policy  Set these and attempt to
document, the following error settings not set correctly. re-sign the document.
appears:

The Get a Digital ID dialog appears
instead of the Sign window.

or

"Signing cannot be completed due
to problems applying the required
timestamp. Check your network
connection".
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Chapter 7. Additional resources and related
products

/7.1. nShield Connect
7.2. nShield as a Service
/.3. Entrust products

/.4. nShield product documentation
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