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Introduction

eCommerce businesses and other organizations that interact directly withusei over the web

are increasingly looking for betteolsitions for authenticating those users. Password authentication
is not only insecure, but it leads to poor consumer experiences and is costly for businesses to
maintain. Knowledgdased authentication is an even worse alternative. In order to deter fraud,
comply with new regional and industgpecific regulations, and improve the customer experience,
organizations are adopting Consumer Identity and Access Management (CIAM) solutions or
enhancing their existing customé&icing IAM solutions with modular auntication services.

Most organzations have IANbroducts in place already. However, many are finding that their current
solutions are noable to meet consumeexpectations or security requirements.

There are a number of motivations drivibgsinesses to enhance their authentication solutions:

Improve consumer experiences

Increase security

Reduce fraud

Preserve privacy

Comply with regulations requiring strong or meftictor authentication, such as AML
(Anti-Money Laundering), EU PSD2, K&@w Your Customend NY CCR (New
York cybersecurity law)

Consumer authentication services today are primarily leveraging mobile devices, particularly
AYFNILK2ySad DAGSY GKS ySIFNI doAljdAaide 2F G4KSasS RS
asecondfacto2 NJ 1 KS aaz2YSUiKAyYy3a Faide AlthetiGtion MFADscéndliosh Yy a dzt

MOBILE
+
SOMETHING PIN
You
HAVE

MOBILE
+
BIOMETRIC

SOMETHING
YOU
ARE

Figurel: The Role of Mobile Devices in MFA
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This KuppingerCole Leadership Compass provides an overview of the healitogs in this market
segment.Picking solutions alwayequiresa thorough analysis of customer requirements and a
comparison with product features. Leadership does not always mean that a product is the best fit for
a customer and his requirements. Hovegythis Leadersp Compass will help identifhose vendors

that customers should look at more closely.

1.1 Market Segment

TheConsumer Authenticatiomarket isgrowing with some vendors offingmature solutions
providing standard and deluxe features to support millions of users aex@syindustrial sectorAs

will be reflected in this report, the solutions in this space are quite divédsme vendors havabout
everyfeature one could wanti aconsumer authentication servicavhile others are more
specialized, and thus have different kinds of technical capabilf@sexample, some smaller
vendors are targeting the governmetu-citizen (G2C) market as well as busiressonsumer
(B2C)We sometimessee support for national4Ds, x.509 certificates, and higher assurance

I dzi KSYGAOFGA2Y YSOKFIYyAaYa Ay (KS&aS @OSYyR2NEQ LINER
Furthermore, KuppingerCole research indicates that the particular market segments that vendors
choose to target ofterhasa direct effect on the type of features available in th@nsumer
authenticationsolutions.Consumer authentication product or servieendors that are primarily
pursuing retail and media companies as clients tend to not hla@eustomerdrivenpressure to
support high assurance authentication and complex attribb#ésed access control§his Leadership
Compass will examine solutions that are available for botpm@mise and cloudbased deployment.

Many@Sy R2 NA | NB-TA NE & ¥ 3 lchdfunsr buthEnticat®nwhich allows

organizations within-houseexpertise to extend their existing IAM infrastructure to accommodate

consumer use cases better. The ARt approach also permitsihouse d&®@Sf 2 LISNR (2 S| aAf
2 yauthentication service® existing or legacy Line of Business applications, without necessarily

investing in a fulize CIAM solutiardentity APplatforms are not always completely assembled

products and service®Rather these platforms are collections of tools, code, and templalgsntity

APlplatforms may contain many open source elements, and generally leveraifgnown
standardsKuppingerCole is also producing a Leadership Compass focuses on ldentity API platforms

1.2 Delivery models

In the Consumeruthenticationmarket, solutions are offered as Saaf for on-premiseor in-laaS
deployment.Pureplay SaaS solutions are mitkthant by design. On the other side, Managed
Service offerings are run independently per tendfdr SaaS offerings, the licensing model is often
priced per userk-or onpremise deployments, licensing costs can be meaim a variety of ways,
such as peuser, perserver, or per transaction.

1.3 Required Capabilities
Typical requirements seen in RFPs regarding consumer authentication include:
Deployment optionsOn-premise, cloud, or hybrid options.

Social loginsAllow users to login vieacebook, LikedIn, Twitter, Google, Amazon, etc.

KuppingerCold-eadershipgCompass
Consumer Authentication
Report No.: 80061
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Multi-factor authenticationrmechanisms

SMS OTP (still in use, but deprecated due to security problems)

Email / Phone OTP

Mobile push notifications

Mobile apps

Mobile SDK#hat corporate customers camse tobuild stronger authentication into their own
apps

Native mobile biometrics, such as Apple or Samsung implementations of fingerprint and facial
recognition

Third-party biometrics

FIDON Certified authenticators including U2F, UAF, and 2.0

Wearable biometrics

Behavioral biometrics

Environmental authentication via IoT or SmartHome devices

USB or other hardware tokens (rare)

Risk adaptivauthenticationand authorizationEvaluation ofarious factors atuntime or
transactiontime, according ta@ustomer set policieto determine if transactions should preed,
require additional attributes to be collected, or denidtkamples of data pais often considered
in adaptive authentication and authorization scenarios include, but are not limited to

= =A =4 -4 4 A

=A =4 4 -4 -4 -9

1 Geclocation

Geaovelocity

IP address

User attributes

User behavioral analysis

Deviceidentity and/or fingerprint

Devicehygiene

Device reputation

Deuice jailbreakor root detection

Fraud risk intelligence, cyber threat intelligence, and compromised credential intelligence
Account recovery mechanisn@rganizations needs to provide options and processes for
recovering access to accounts when consumegsstered authenticators are unavailable. For
example, aconsuméd | Y Qi NB Y S Y 0 S N3es a sinktrtphané 8r NilRply g&tshinew
one.Consumers ned flexibility in these cases, but businesses also neeshsure that the
authenticator deregistration and reregistration methods are secure and adhere to their own
policies.

= =4 4 4 -4 —a —a -8 -
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The criteria evaluated in this Leadership Compass reflectdheties of use cases, experiences,
business rules, and technical capabilities required by KuppingerCole clients today, and what we
anticipate clients will need in the futur&@he products examined meet many of the requirements
described above, althouglhéy sometimes take different approaches in solving the business

problems.

When evaluating the services, besides lookinguatstandard criteriaf

1 overall functionalityand usability 9 number of developers
internal product/service security 1 partner ecosystem

l
9 size of te company
)l

7 licensing models

number oftenants/customersand

end-user consumers

We alsoconsidered a seégs of specific features. These functional areas, which are reflected in the spider
charts for each company in Chapteirglude:

APIs

Authenticabrs

Fraud/Threat Intel

Mobile Scurity

Risk Anallycs

KuppingerCold-eadershipgCompass
Consumer Authentication
Report No.: 80061

APIs are increasingly available in consumer authentication solutions to
provide tieins to existing IAM or IDaaS infrastructure, as well as to
security services and external analytics solutions.

Types of authenticators supportesiich as FID®JFA SDKssocial logins

Capability to consume andtilize 3%-party fraud, threat, and

compromised credential intelligence. Some vendors generate their own
intelligence based on activities within their own networks and client base.
Generallyjn-network intelligenceconcerns credentials that have been
compromiseds A U KAY (KS @SyR2NDa SO2aeaisSy
Since most emphasis on consumer authenticatidn the mobile area,

this factor quantifies the use of mobilpp security features; specifically,
providing secure SDKs for mobile app developm@ittpal Platform

Secure Element / Trusted Execution Environment (SE/TEE) for Android
devices and Secure Enclave for iOS deviase vendors utilize mobile
apphardening services and mobile thremtalyticsto raise the assurance
levelfor their customers.

Evaluation of user attributelsehavioral analysjenvironmental factors,
fraud/threat intelligence and other information to determine
authentication and authorization levels required per transaction
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Scalability Some solutions havmassive scalability while others do nBicking the
right size vendois an important consideration in RFPs. Not everyone
needs the biggest and most scalable solutions. But if your business does,
then understanding the scalability comparison and factoramained will
be of paramount interestThe most scalable solutions are usu#tigse
which are based on micfservices architectures. Most acdoud-hosted
with the ability to spirup and wind dowradditional virtual server
instances tserverapid increases in demand. This rating is influenced by
many factors includingumber of eistomers, consumers, deployment
models, multicloud utilizationgeographic distributionSLAs, and
maximum number logins per second.

Each of the categories above will be considered in the product evaludigoe® 2 SQ@S | f 42 f 2
specific USPs (Unique Selling Propositions) and innovative features of products which distinguish them
from other offerings available in the markéteatires that are considered innovative are listed below.

Support for standards such @&SMA Mobile ConnedtIDO Allianceand Global Platform Secure
Element(SElnd Trusted Execution EnvironmegiEE}tandards

A comprehensive and consistent sefRE Sased APIfor integrating with current IAM
infrastructure.

Advancedsuppot for authentication mechanisms, especially mobile biometrics.
Mobile app integrationcapabilitie SDKs)
Integration with national dDs and passports.

Please notehat we orly listeda sample ofeatures,and we consideother capabilitieger solutionas
well when evaluating and rating thearious consumer authentication solutians

KuppingerCold-eadershipgCompass
Consumer Authentication
Report No.: 80061
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Leadership

Selecting a vendor of a product or service must not be only based aothparison provided by a
KuppingerCole Leadership Compass. The Leadership Compass provides a comparison based on
standardized criteria and can help identifying vendors that shall be further evaluated. However, a
thorough selection includes a subsequent aitdd analysis and a Proof of Concept of pilot phase, based
on the specific criteria of the customer.

Based on our rating, we created the various Leadership ratings. The Overall Leadership rating provides a
combined view of the ratings for

ProductLeadership
Innovation Leadership

Market Leadership

OVERALL
-
z m
2 >
w Q@ 6 C
& 5,82 ¢ g =
T X0 S5» z 2 ] m
T o =
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z m wo O =zd > =z ;
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= >z 4 > Gmo
6 "0 2 831
A z z> 0
. 4C 9
5 337 X
%) < T

Figure2: The Overall Leadership rating for tt@onsumer Authenticatiormarket segment

Entrust Datacardeadsthe pack with ForgeRock, Akamai, SecureAuth, JBbbinRadius, and Ping Identity
as Overall Leadershowingstrong ratings in all Leadership categori€sesevendors provide
comprehensiveConsumer Authenticatiosolutions to a large share of the market.

Interedingly, there are some significamlifferences in how these vendors deliver their solutidastrust
Datacardand Ping Identityffer a full feature set for either opremises oiin the cloud. AkamalBM, and
Login Radiusolutions arecloud-delivered ForgeRock and SecureAutte onpremises bumoving to full
SaaS.

In the Challenger segmente see an even distribution across the main sequeRd@®an,jovation, and
Cloudentityare not far from Leaders. Although they are moarket leaders, their positions are bolstered
by strong innovationWSO2, Broadcom, and AuthO are to the right of the midpdins.worthwhile to

note that WSO2 utilizes an open source methodology, while AuthQ is devefopesed, and Broadcom is
a strong traditional enterprise product. Rounding out the Challengers&ddovum, EvidiarGAP,
Microsoft, Nok Nok Lab<CoffeBean, Ergon, amdRI.

KuppingerCold-eadershipgCompass
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The Followerseggment is empty, which shows that theagdarge number of very capable solutions in this
consumer authentication solutionsarket

Overall Leaders are (in alphabetical order):

Akamai LoginRadius
Entrust Datacard Ping Identity
ForgeRock SecureAuth
IBM

KuppingerCold-eadershipgCompass
Consumer Authentication
Report No.: 80061




Product Leadership is the first specific category examined bélbvg view is mainly based on the analysis
of product/service features and the overalipabilities of the various products/services.

PRODUCT

d43avan

@® ENTRUST DATACARD

SECUREAUTH—g

CLOUDENTITY FORGEROCK
PIREAN—® 'm LOGINRADIUS

IBM—" @ PING IDENTITY

ADNOVUMg @®— AUTHO

EVIDIAI\”\Q WSO2
NOK NOK LABS

ERGON ©® BROADCOM

correere
@IOVATION
@ SAP

NRi® ® MICROSOFT

12Nd0dd

H3IONITIVHI

OVERALL

Figure3: ProductLeaders in theConsumer Authenticationrmarket segment

Product Leadershipor in somecases Service Leadership,ighere weexaminethe functional strength
and completeness of produdtservicesEntrust Datacard and SecureAuwtte at the uppermost right
space Bothcompanies haveraexcellent history of providingigh security solutions.
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Cloudentity is micreservicesbased for scalabilityfrorgeRock Identity Platform, while not offered as SaaS

yet, can be runn laa$and offers much flexibility to custometl®M has significant functionalityith risk

reduction with TrusteerPirean Access:One offers sulrgial functionalityfor a smaller vendor.

LoginRadius has offers clientuan-key SaaSolution.Akamaf & | Olj dzA & Ahfoughtythe®@ & WI Y NJ
large number of consumeBcing customersvhichiswelLJ2 A A GA 2y SR gAGK ! 1F YlFAQa
Ping ldentiy offers full functionality to customers regardless of deployment model.

Many companies are clustered together at the top of the Challenger raAdgbdlovum, AuthOEvidian,
Nok Nok Labsnd WSOZThese products and servickave a good mix of features thaelp them to
excel in most areas of consumer authentication.

Following them, wdind BroadcomCoffeeBean, Ergoigvation, SAP, NRI, drMicrosoft.

The Follower segment is empty, due to the level of product maturity ¢laah of the surveyed vendors
has obtained.

Product Leaders (in alphabetical order):

Akamai Login Radius
Cloudentity Ping Identity
Entrust Datacard Prean
ForgeRock SecureAuth
IBM
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Next, we examinénnovation in the marketplacelnnovation is, from our perspective, a key
capability inall IT market segment€ustomers require innovation to meet evolving and even
emerging business requirementanovation is noaibout deliveringa constant flow of new
releasesRather, innovativeompanies take austomeroriented upgrade approach,
delivering customerequested cuttingedge features, while maintaining compatibility with
previous versions.

INNOVATION

SECUREAUTY @ENTRUST DATACARD
® FORGEROCK

d43avan

PIREAN®
® BM

CLOUDENTIT® @ PING IDENTITY

@ LOGINRADIUS
IOVATIONg ® AKAMAI
NOK NOK LAB® ® AUTHO
ADNOVUM @

COFFEEBEA® ® Wso2

ERGON® @ EVIDIAN
® BROADCOM

NRI @

H3IONITIVHI

NOILVAON

@® SAP

MICROSOFT

Figure4: InnovationLeaders in theConsumerAuthentication market segment

A sizable selection of vendors qualiffes Innovation LeadeiThe field is rapidlgvolving andbusiness
requirements are driving vendors to come up with new features to meet these requdsisop

innovators are SecureAlit Entrust Datacard, ForgeRock, Pirean, IBM, Cloudentity, and Ping Idéfity.
also see a second tier of innovation leaders just above the line: AdNovum, Akamai, AuthO, iovation, and
LoginRadiugwo of the most important factors for innovation leadershiig supportfor MFA variety,

KuppingerColéd-eadershiplCompass
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particularly FIDO; and ability to generateniatwork and/or consume 3rgbarty threat intelligence
sources for risk reduction.

CoffeeBean, WSO2, and Nok Nok Labsratieeitop half of theChallenger segmenin the second half of
the Challenger area, we find Evidian, Broadcom, Ergon, NRI, and SAP.

Microsoftappeasin the Follower section.

Innovation Leaders (in alphabetical order):

AdNovum IBM

Akamai iovation
AuthO LoginRadius
Cloudentity Ping ldentity
Entrust Datacat Pirean
ForgeRock SecureAuth

KuppingerColéd-eadershiplCompass
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Lastly, we analyz®larket LeadershipThis isan amalgamation ahe number of customersjumber of
managed identities, ratio between customers and managed identitiesgeographic distribution of
customersthe size of deployments and servicéss size and geographic distribution of tipartner
ecosystemand finarcial health of the participating companidglarket Leadership, from our point of
view, requires global reach.

MARKET

d43avan

@® MICROSOFT

AKAMAI®
@ SAP
BROADCO® PING IDENTI®Y @ENTRUST DATACARD
® FORGEROCK

LOGINRADIUS

® IBM
IOVATION® @  AUTHO (@
WSs02 @ %
< EVIDIAN @ @® SECUREAUTH -
> r
= m
m NRI @ %
® ERGON
® PIREAN m
NOK NOK LAB® @® CLOUDENTITY 2y
ADNOVUM @
COFFEEBEAN

Figure5: Market Leaders in theConsumer Authenticatiormarket segment

TheConsumer Authenticatiomarket is growing, anthere is still room for much more growtMicrosoft
isat the pinnacle in terms of number of B2C customers, consumers seaveldyverall ecosystem.

Akamai, SAP, Ping ldentity, Broadcom, Entrust Datacard, and ForgeRnalso Market LeaderEach of
these companies is wellstablished andhave large numbers @ustomers, consumers, and strong
support ecosystems.
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Vendors are fairly evenly distributed across the Challenger bhagkO, Evidian, IBM, iovatiohpgin

Radus, SecureAuth, aniivSOZare in the top halfAdNovum, CloudentitygErgon Nok Nok Lab$&R| and
Pireanare in the lower half.

Finally, we se€offeeBeanin the Followers section.
Market Leaders (in alphabetical order):

Akamai

Microsoft
Broadcom Ping Identity
Entrust Datacard SAP
ForgeRock
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Correlated View

While the Leadership charts identify leading vendors in certain categories, many custaradooking

not only fora product leaderbut for a vendor that igelivering a solution that is both featumréch and
continuously improved, which would be indicated by a strong position in both the Product Leadership
ranking and the Innovation Leadéip ranking. Therefore, werovidethe followinganalysis that
correlates various Leadership categories and delivers an additional level of information and insight.

3.1 The Market/Product Matrix

The first of these correlated vieve®ntrastsProduct Leadership and Market Leadership

2
-
-
9
o
® MICROSOFT =
(7))
@ AKAMAI
@ SAP ENTRUST DATACARD
BROADCOM
® LOGINRADIUS
IBM @
IOVATION® 0@ | _ _—mm =
---"Wws02®
= ® ® SECUREAUTH
> EVIDIAN
A
7
m NRI @
)
ERGON @ PIREAN
NOK NOK LAB® ® CLOUDENTITY
ADNOVUM®
COFFEEBEAN
PRODUCT

Figure6: The Market/Product Matrix. Vendors below the line have a weaker market position than expected according to their product
YIEGdNAGe@d +SyR2NE 02@S GKS fAyS INB 42Nl 2F G2OSNIISNF2N¥SNHE §KSy
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In this comparison, it becomes clear which vendors are better positioned in our analysis of Product
Leadership compared to their positiamthe Market Leadership analysis. Vendors above the line are
generally considered to b2 2 @S N1JS NJF 2 NI A yHavievek i thi§ reégrt welfindda §odddmix of
strongly capable large argpecialty vendors above the dotted line.

The matrixshows a picture that is typical for evolving market segments, with a rather broad distribution
of the various players across the quadrants and a weak correlation between Market Leadership and
Product Leadership.

In the upper right box, we finAkamai, Entust DatacardForgeRockandPing Identity These vendors are
leading in thennovation,product, and market ratings.

Below these, we findloginRadius and IBM above the dotted liwith SecureAuth, Pirean, and
Cloudentity in the box but below the lin€he products and services represented here have excellent
products with a lot of room for market growth.

On the other handin the center topbox, we sedBroadcomMicrosoft, and SAFhaving a significant
market sharebut less robust in terms of product ldarship.

In the center of the graphiwe find AdNovum, AuthO, Ergon, Evidiaoyation, NRI, Nok Nok Labs, and
WSO2These all have respectable positions in both the Product Leadership and Market Leadership ratings
and thus are interesting options the leading vendors.

CoffeéBeanisin the lower centerWhile they havea strongservice their marketing reach has been
somewhat limited, but they have room to grow.
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3.2 The Product/Innovation Matrix

This view shows how Product Leadership ambvation Leadership are correlated. It is not surprising
that there is a pretty good correlation between the two views vatfew exceptions. This distribution and
correlation istightly constrained to the linewith a significant number of established vendors plus some
smaller vendors.

SECUREAUTH 10

ENTRUST DATACAR/{)

CLOUDENTITY!
LOGINRADIUS_~ EORGERQCK
”
_- >~ PIREAN
AKAMAL o - ®I1BM
_ 2" PING IDENTITY
-~ =< -

-
-~

”
- @ AUTHO
EVDAN—¢g  wsoze ~ .o\\
- ADNOVUM
BROADCOMg -7 NOK NOK LABS
ERGON—"_ ~ " COFFEEBEMN

- SAP 7 @ IOVATION
Py, -
O o -
o MICROSOFT il g by
c PR
(@) -
_{
INNOVATION

Figure7: The Product/Innovation Matrix. Vendors below the line are more innovative, vendors above the line are, compared to thenturr
Product Leadeship positioning, less innovative.
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This chart shows clusteringalong theline, which means the solutions haaebalanced ratio of product
capabilities and innovatioMany vendors are in thep right includingAkamai,Cloudentity, Entrust
DatacardForgeRockBM, LoginRadiusRing Identity Pirean,and SecureAutlre the technology leaders,
with many advanced features.

AdNovum, AuthQ, iovation, and Nok Nok Labsjast below the Technology Leadénsthe center right
box

Manyvendorsolutionsreside in the center of the charBroadcomCoffeeBean, ErgokyvidianNRI, SAP,
andWSQ. These products havefairly evenmix of innovation tgoroduct strength.

In the centerleft sector, we seeMicrosoft, whowill be addingfunctionality to theirservice
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3.3 The Innovation/Market Matrix

The third matrix shows how Innovation Leadership and Market Leadership are related. Some vendors
might perform well in the market without beingnovation Leaders. This might impose a risk for their
future position in the market, depending on how they improve their Innovation Leadership position. On
the other hand, vendors which are highly innovative have a good chanaagooving their market

position. However there is always a possibility that theyight also fail, especially in the case of smaller
vendors.

BIG

S3ANO

MICROSOF®
AKAMAI ENTRUST DATACARD

FORGERO!

¢ K
® sap PING IDENTI;Y
@ BROADCOM

@ LOGINRADIUS

__________ @ OVATION
_________ &= AUTHO
wso2@ T T T=--ol
= EVIDIAN® SECUREAUT®
>
A
a
NRI-@
a ® ERGON
NOK NOK LABS @ PIREAN
@CLOUDENTITY
® ADNOVUM
COFFEEBEAN
INNOVATICN

Figure8: The Innovation/Market Matrix

Vendors above the line are performing well in the markempared to their relativiy weak position in
the Innovation Leadership ratingihile vendors below the line shoan ability to innovate and thusthe
biggest potential for improving their market position.
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Akamai Entrust Datacard, ForgeRock, and Raentity occupy the top right sector, having both an
excellent position in the market and presenting innovative capabilities to their customers.

The majority of solutions are found in the center right bostNavum, AuthOCloudentity,|IBM,iovation,
LoginRadiugd\ok Nok LabsRirean, and SecureAutiihese chart positionisdicate very strong innovation,
but having less market share.

SAP, and Broadcoare alscon top of the market, and are distributed across the top center box according
to their relative innovationMicrosoft appears in the top left box, showiagcommanding market share,
but less innovation.

Fewer vendors than normalopulate the center boxThis shows a bias toward innoiat in the
consumer authentication market. In this section we see Ergon, Evidian, NRI, and WSO2.

CoffeBeanisfound at the top of thelower center, offering some innovative features but not yet
capturing a large share of the market.
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Products andvendors at a glance

This section provides an overview of the various products we have analyzed within this KuppingerCole
Leadership Compass @onsumer AuthenticatianAside from the rating overview, we provide additional
comparisons that put Product Leaddip, Innovation Leadership, and Market Leadership in relation to

each other. These allow identifying, for instance, highly innovative but specialized vendors or local players
that provide strong product features but do not have a global presence ane targfomer base yet.

4.1 Ratings at a glance

Based on our evaluation, a comparative overview of the ratings of all the products dduethes
document is shown ina@ble 1.

Product Security Functionality Integration Interoperability Usability
ADNOVUM strong positive  positive strong positive  positive positive
AKAMAI strong positive  strong positive  strong positive  positive positive
AUTHO positive positive positive positive strong positive
BROADCOM strongpositive positive positive positive positive
CLOUDENTITY strong positive  positive positive strong positive positive
COFFEEBEAN positive positive positive neutral neutral
ENTRUST DATACARD strong positive  strong positive  strong positive  positive positive
ERGON positive positive strong positive  neutral positive
EVIDIAN positive positive strong positive  neutral positive
FORGEROCK strong positive  strong positive  strong positive  strongpositive positive
IBM strong positive  positive strong positive  positive positive
IOVATION strong positive  positive neutral neutral positive
LOGINRADIUS positive positive strong positive  positive positive
MICROSOFT positive neutral positive neutral positive
NOK NOK LABS positive positive positive positive positive
NRI positive neutral strong positive  neutral neutral
PING IDENTITY strongpositive  strongpositive  positive strongpositive positive
PIREAN strong positive  positive positive positive positive
SAP neutral neutral strong positive  neutral positive
SECUREAUTH strong positive  strong positive  strong positive  positive strongpositive
WSO02 positive positive positive positive neutral

Tablel: Comparative overview of the ratings for the product capabilities
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In addition, we provide iffable 2 an overview which also contains four additional ratings for the vendor,
going beyond the product view provided in the previous section. While the rating for Financial Strength
applies to the vendor, the other ratings appythe product.

Vendor Innovativeness Market Position Financial Strength Ecosystem
ADNOVUM strongpositive weak strong positive weak

AKAMAI positive strong positive strong positive strong positive
AUTHO positive strong positive positive positive
BROADCOM neutral positive strong positive positive
CLOUDENTITY strongpositive weak neutral weak
COFFEEBEAN positive weak weak weak
ENTRUST DATACARD strong positive positive strong positive positive
ERGON neutral weak strong positive weak
EVIDIAN neutral neutral strong positive neutral
FORGEROCK strongpositive strongpositive positive strongpositive
IBM strongpositive strong positive strong positive strong positive
IOVATION positive positive strong positive weak
LOGINRADIUS positive strongpositive positive positive
MICROSOFT weak strong positive strong positive strong positive
NOK NOK LABS neutral neutral weak Weak

NRI neutral weak positive Weak

PING IDENTITY strongpositive strongpositive strongpositive positive
PIREAN strongpositive neutral positive neutral

SAP neutral strongpositive strong positive strong positive
SECUREAUTH strong positive neutral positive neutral

WSO02 positive neutral positive positive

Table2: Comparative overview of the ratings for vendors

Table NBlj dzA NBa 42YS FRRAGAZ2YFE SELXFylFdA2y NBIF NRAY

In Innovativeness, this rating is applied if vendors provide none or very few of theadeaaced
features we have been looking for in that analysis, like support for fraiiincy, shopping cart
approaches for requesting access, and others.

These ratings are applied for Market Position in the case of vendors which have a very limitety visibili
outside of regional markets like France or Germany or even within these maltlgtallythe number of
existing customers is also limited in these cases.
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In Financial Strength, this rating applies in case of a lack of information about financial Istoe gt
BSYR2NBR @gAGK | @SNEB fAYAGSR OdzaG2YSNI ol aSz odzi A
that the vendor is in a critical financial situation; however, the potential for massive investments for quick
growth appears to be limited. OhKS 2 0 KSNJ K yRX AdGQa Ifaz2 LlaaAirof s
fail and disappear from the market.

Finally, a critical rating regarding Ecosystem applies to vendors which have no or a very limited ecosystem
with respect to numbers and regionaitesence. That might be company policy, to protect their own
consulting and system integration business. However, our strong belief is that growth and successful
market entry of companies into a market segment relies on strong partnerships.
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Product/service evaluation

CKA&Z aSOlA2y O2yilFlAya I 1jdzAi O]l NYXaGAy3a F2N) SOSNE L
Leadership Compass document. For many of the products there are additional KuppingerCole Product
Reports and Executive Views available, primganore detailed information

Spider graphs

In addition to the ratings for our standard categories such as Product Leadership and Innovation
Leadership, we add a spidehartfor every vendor we rate, looking at specific capabilities for the market
segment researched in the respective Leadership g2@ms For the LConsumer Authenticatigrwe look

at the following & areas:

APIs APIs are increasingly available in consumer authentication solutions to
provide tieins to existing IAM or IDaaS infrastructure, as well as to
security services and exterrahalytics solutions.

Authenticabrs Types of authenticators supportesiich as FID®JFA, SDKs, social logins

Fraud/Threat Intel Capability to consume and utiliz&-party fraud, threat, and
compromised credential intelligence. Some vendpeserate their own
intelligence, based on activities within their own networks and client base.
Generally, imetwork intelligence concerns credentials that have been
O2YLINRYAASR 6A0KAY GKS @SyR2NNDa SOz
Mobile Security Since most emphasis on consunaeithentication is in the mobile area,
this factor quantifies the use of mobile app security features; specifically,
providing secure SDKs for mobile app development, Global Platform
Secure Element / Trusted Execution Environment (SE/TEE) for Android
devices and Secure Enclave for iOS devices. Some vendors utilize mobile
app hardening services and mobile threat analytics to raise the assurance
level for their customers.

Risk Analytics Evaluation of user attributes behavioral analysis, environmental factor
fraud/threat intelligence, and other information to determine
authentication and authorization levels required per transaction.
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Scalability Some solutions have massive scalability while others do not. Picking the
right size vendor is an important cdderation in RFPs. Not everyone
needs the biggest and most scalable solutions. But if your business does,
then understanding the scalability comparison and factors examined will
be of paramount interest. The most scalable solutions are usually those
whichare based on micrservices architectures. Most are clohdsted,
with the ability to spirup and wind down additional virtual server
instances to serve rapid increases in demand. This rating is influenced by
many factors including number of customers, somers, deployment
models, multicloud utilization, geographic distribution, SLAs, and
maximum number logins per second.

The spidegraphsprovide comparativénformation by showing the areas where products are stronger or
weaker. Some products show gap<certain areas, while being strong in other areas. These might be a
good fit if only specific features are required. Other solutions deliver strong capabilities across all areas,
thus commonly being a better fit for strategic decisionsGonsumer Authencation.
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5.1 AdNovum NEVISSuite

AdNovum was founded in 1988 in Switzerlafttky have expandedround Europe and t8ingapore as

well. nevisAuth is a separately licensable product within t&/NSecurity Suite which includes
O2YLRYSyGa F2NI O2YLX SGS L! ax L Dprimarilyiyi fRe BACKrégioh,Rb 2 @
where they focus on medium to large enterprise customers, particularly in finance and insuPaodact
ismostlydeployed m-premises, but AdNovum hosts some sintgeant instances for some customers.

Strengths Challenges
Excellenselection of strong MFA Small customer base mostly localized in |
mechanisms Other than Arxaimobile analyticadd-on,
High security solutions for finance no 3%party threat intelligence
government,and insurance industries consumption
Hardened mobile app and SDK Not available as SaaS

Table3:! Rb2@dzyQa Yl 22N aidNBy3IiKa yR OKFffSyasSa

NEVISupportsmanyauthentication mechanisms includidgquthy, FIDO UAF 1face fingerprint
biometricsfor both Android and iQ®ehavioSec for behavioral analytics and authenticat®a,
Kerberos, emaiBMS OTR;o00gle Authenticatomnobile push notificationsSuisselDVASCO tokenand
x.509 NEVI&lso contains a FIDO UAF 1.1 SeMahile apsand SDK utiliz8E/TEBr SecureEnclave.
nevisAuth can accept social logi'AM|_.OAuth and OID@re supported for federation and
authorization.NEVISrovidesa wide variety oficcount recovery options.

Administrators can create ridkased authentication policies which can require evaluatiodenfice
fingerprint/health/type, gealocation and geevelocity, HTTP headel$, addressanduser and resource
attributes. Extensive mobile security analytics aneilable as an addn throughArxan.Risk factors can

be weighted. Different actions can be required based on the outcome of the evaluation. At present, the
solution does not integrate with8party cyber
threat intelligence or compromised credential
intelligence.

ADNOVUM

Authenticators

AdNovum can send event data to SIEM solution
The risk engine is addressable via the REST AP
nevisIDM oLDAP can senasthe user data

Scalability Risk Analytics

repository.
Security strong positive
Functionality positive e e
Integration strong positive
Interoperability  positive
Usability positive e

Table4:! Rb 2 @dzyQa NI GAy3

AdNovum is @rivately-owned Swiss IT company specializing in IT and security projects and has a strong
DACH regional presencEheNEVI$roduct hasexcellentauthentication options. Its risk analysis engine
ismore thanadequate but would benefit from integration withidditional 3 party intelligence providers.
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5.2 Akamai Identity Cloud (formerly Janrain)

Janrainvas acquired by Akamai in early 20d8nrainwas launched in 2002 to provide user management
and login capabilities for the social media market. Today the company has many large enterprise clients
around the world serving I billion consumers across many sectors, including retail, entertainment,
health, pharmaceutical, and finance. TAgamaisuite of solutions isffered as a cloushative multi
tenantservice Licensing is per managed usemually

Strengths Challenges
Largeenterprise customer base No FIDO U2F/UAE.O support
35+ social login types supported More authentication choices would heseful
Many securitycertifications wiAadl Sy3aayS R2SayQi
Impressive 99.998% uptime assessments
Tight integration with Akamadecurity
solutions

Table5: AkamaQd Y| 22NJ a0NBy3iKa FyR OKIfftSyass

Janrain was the pioneer in social network integratiBasideOIDChasedsocialand traditionallogins,
Akamaialsosupports theseuthenticationand federationmethods mobile appsbiometrics, OAuth,
SAML, an@MS OTP authenticatioAkamaisupports LDAP and SCIM for bulk impart.SDK which
leverages SE/TEE and Secure Enclave allows customers to develop their own secure mobile apps.

The Akamai service hasa@bust risk engine whichrocesses device fingerprint/historgeo-location and
geovelocity, IPs, and user attributes and history. Akaldantity Clouduses internathreat intelligence

and compromised credential intelligen¢@kamai IP Reputatioh) y R ! { | Wiarfageénd Kada8te
Defenderto protect consumer accounts from fraud and identity thdfhe solution can be extended with
identity vetting service integratiorhe risk engine isonfigurable and addressable over ABEsternal

SIEM connections are possible, agdakegated admiistration. Akamai is 1ISO 27001:2013, ISO 27018:2014,
SOC Type HIPAA/HITECH, CSA Star Tyg&RRISTeand USEU Privacy Shield certified.

Security strong positive AKAMAI

Functionality strong positive Authenticators

Integration strong positive

Interoperability  positive

Usability positive Scalability - Risk Analytics

Table6: AkamaQa NJ G Ay 3
'1FYFA KFa ljdaOlte Ayds
Cloud into their service suit@hetie-inswith other

. . Fraud/threat .
Akamai products, particularot Manager, IP Intel Mobile Support
Reputation, and Kona Site Defenderakes the
Identity Cloud solution vergippealingespecially to API
finance,health careyetail, and media customers.
Multiple security certifications andemonstratal high uptime show tha\kamaildentity Clouds mature
andhighlyscalableandthus should be seriously considered by organizations that rtéghly available
and secure consumer authenticatioargices
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5.3 AuthO

Bellevue, WA basefluthOis a rapidlygrowingB2B,CIAM and B2E IAkblution providerFounded in
2013 theyhave been pioneering Afdtiven identity services. Authidrgetsdevelopers angbrovidescode
samples for developers to use in order to quickly build CIAM solutiots,aamnect identity services to
existing customer/consumefacing applicationd dzii K n Q&  ZISuddbated Svigh publdSr private
options availableAuthO licensing is based on active users per month.

Strengths Challenges
APtdrivenauthenticationservices Requiressomecoding expertise
Code snippets for copgnd-paste Androidl LJLJA R2y Qi dzaS €
authenticationservices SE/TEE
Anomaly and breached password detection Risk engings coarsegrained andackssome
add-ons available device intelligence features
Rapid deployment Risk engine not accessible via API

Table7: AuthOQ @ajor strengths and challenges

AuthO supportsDuo,FIDO U2F;00gle AuthenticatolKBAmobile appgbiometrics/push
notificationdSDK Mobile ConnectQIDC, OTFSAML social loginsand Yubikeyas authentication
methods.Additional FIDO methods can beegrated with custom codingCustomer administrators can
useMFA andset up delegatear role-based administrationUsers can be provisioned in by LOARBCIM.
Anomalyand BreachedPassword protectiomre elective servicethat AuthO providedor better security
AuthO offers emaibased account recovery, but other options can be configured.

Risk factors that can be evaluated include d@mation/velocity, IP useragent attributes, and history.
Device healthreputationis notcurrently considered AUTHO

by the risk engineSuch sources can ldeveloped Authenticators
andconfigured by clientas needed.

Security positive ey it nalies
Functionality positive

Integration positive

Interoperability  positive

Usability strong positive

“ati Fraud/threat Int Mobile Support
Table8: AuthOQ i@ating raud/threat nte e Suppor

AuthO is a welfunded, highrevenue startup

experiencing enormougrowth. They identifieda A
previouslyuntappedaudiencein IAM: developers. Thegmphaste providingconsumer authentication
servicethrough weltldocumented APIs. Autiba & dzOOS & & F dzf 0 dzaradigidhal IAM ahg R S €
ClAMdelivery modelsAuthO is a strong contendén the consumer authenticatiospace especially for
organizationghat need quickio-deploy solutions and those that hapeogramming expertise alongside
major consumeifacing applications should strongly consider Auivtten doing RFPs.
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5.4 Broadcom (formerly CA'echnologie¥Layer 7Authentication

Well known for enterprise IAM, N2 | R @yatly tdgrated suite is also usddr B2C authentication
Broadcom is promoting the legacy Laydsrdand name for IAM@utions. The productis onpremiseonly
andrunson Red Hat or SUSE Linux or Windows ServkesRapid App Security add provides a single
SDK for authentication and connections.imyer7Mobile API Gateway.

Strengths Challenges
Many strong authentication options Mobile apgSDKnot built on SE/TEE
Robust risk engine faConsumer Cannot enforce MFA for admins
Authentication In-network threat intel bundledbut 39-
Rapid App SecurityDK and Mobile API party threat intelligence sourceequire
Gatewayintegration customization

Table9:. N2 RO2YQa YI22N) adNBy3idka FyR OKIFffSy3asa

For authenticationBroadcomaccepts=IDOKBAMobile PushQATH Yubikeys, Google Authenticator,
social logins, and native Apple and Samsung biome8esgeral 3-party authenticators interoperate with
the platform OAuth, OIDC, and SAML protocols are suppoK&h Mobile Push, andOTP are
.N2FRO2YQa | O02dzy i NBO2OSNE YSOKIyAaYao

The risk engine analyzes up to 200 different risk factoduding detailed devickngerprintand history
geolocation and geevelocity,userattributes andbehavioral profilingroot/jailbreak checks, and IMEI
and SIM serial numbers on mobile devicBse management interface is intuitive and features apdro
down list style policy building todDifferentauthentication methodsnd actions can be triggerdzhsed
onvery granularisk scoresRisk factors cannot be individually weightddhird-party threat and fraud
intelligence sourcesan be consumed vi&PIs butequires customization.

LDAP but not SCIM interfaces are available for provisiomimg product integrates with SIEM via syslog
Rolebased and delegated administration models are

supported. BROADCOM
Security strongpositive _
Functionality ~ positive Authenticators
Integration positive
Interoperability ~positive Scalability Risk Analytics
Usability positive

Tablelo:. N2 F RO2YQa NI GAy3
Fraud/threat

Intel Mobile Support

.N2FRO2YQa [ I & $sMidely'detoydayidi
highly scalable. Tight integration with othBroadcom AP

products and good standards support enables it to fit we

into complex IAM and CIAM deployments. The good

selection of authenticators and granular risk engine make it suitablerfeironments where high security
and authentication assurance is needed.
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5.5 Cloudentity

Cloudentityisheadquartered in Seattldn 2014 ,Cloudentityparlayed theilAM expertisefrom Syntegrity
into a fulkfeatured CIAM and IDaaS solution. Thaproach is cloudirst and a defining goal is scalability;
thus, their offering is based on micyservicesCloudentity utilizes many of the latest container and
orchestration technologies, such B®cker, Kubernetes, Istio, amivotal, to deliver theiservicesTheir
solution can run ofpremise or in the cloud, and they offer a hosted servigkeudentityhas licensing
options based on the number dficro-services used, rather than peser.

Strengths Challenges
Micro-services architecture Small but growingNorth Americarcustomer
Rapid deployments baseand support ecosystem
APHdrivenconsumer authenticatioplatform Admin Uland documentatiomeeds
Integrated API gateway can share policies improvement
Threat intel included in base service az2zoAfS LA F2NJ ! yR
SE/TEE

Tablell: CloudentityQ @ajor strengths and challenges

For authenticatiorand federation Cloudentity support$-IDOUAF an®.0/WebAuthN Google
Authenticator, JWT claimKBAmobile app#ush notificationgSDK OIDC andocial loginsQAuth, DTR
and SAMLCloudentity offers an SDK for mobile app developm@mudentity@ risk-adaptivemicro-
service provides comprehensive authentication, authorization and registration through policy
management. APISDKs are available for providing access cofdrahicro-segmentation taextending
permissions tAAPI endpoirg. LDAP and SCIM interfaca® available for provisionindhe product
integrates with SIEM vidafka, REST, syslogUsers can recover accounts using alternate registered
authenticators proof-of-possession workflows or other initiated backchanmelans

| £t 2dzRSY G AGe&Qa NAa&al - &stianivelaBity @evios finge2pyind/He&ttymistottyps, 3 S 2
anduser attributeghistory. It canprocess external intelligence fro@ylance, Crowdstrike, Imperva, RSA
and Secureworks he finegrained risk engie isaddressable via API.

Security strong positive
Functionality positive
Integration positive CLOUDENTITY
Interoperability  strong positive Authenticators
Usability positive
Table12: CloudentityQ @ating Scalability Risk Analytics

Cloudentity represents the newest

approachin IAMand CIANthat is, making

all services available via ART$oudentityQ & Fraud/threat
micro-services architectureallowssurge Intel
scalabilityacross hybrid environments

and Se®evOps for securéeployments

Their customer basand support ecosysterare smalland concentrated in the USut growing.
Organizations that hava need todeploy and manage rapidly evolvimdrastructures or those that need
controllablescalabilityshould consider Cloudentityhen shopping foconsumer authenticatiosolutions.

Mobile Support

API
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5.6 CoffeeBean Technologydentity and Access Platform

CoffeeBearstarted up in 2008 in California with a focus on increasingiR@arketing solutionsThey
began developing their consumer identity and marketing solution in 20t8yare still privately held, but
now haveoperations in Germany and a large development center in B€aaifeeBean has a number of IT
partnersin various locationsbut mosty in Brazil for system integration and support for digitaarketing.
Licensing ia monthly fee based on number of contadBoffeeBeartan be run orpremisesand they
alsohost their solution as a Saa$S for customers.

Strengths Challenges
FIDO U2F/UAF/2 €lients and servers Startup with small customer base
Strong authentication for admirend No SIEMconnectors
consumers Fraud/risk intelprocessing requires
One of few vendors activeBngagedn customization

South America

Tablel3: Coffea8S I yim@jar strengths and challenges

CoffeeBea@ & | dzi KSy & A Ol (Du@myobila drddilkpBoyieiSMS @TPf HI2RRI2AR2.0,
GoogleAuthenticator, LastPass&nd mobile appspush,and biometrics social logins including Facebook,
Google InstagramLinkedlnand Twitter. It is compatible wittOAuth, OIDC, OpenID and SAML standards.
CoffeeBearproduces an SDK that customers can uséitilding mobile apps.DAP or SCIkhn be used

for provisioningEmail, SMS, and WhatsApp can be used for account recovery.

In terms of risk factors, CoffeeBean can evalugeice fingerprint/history/type, gedocation and geeo
velocity,IP,and user attibutes and historyThe risk engine can be customized to allow consumption of
3d-party fraud/threat and KYC intelligence feeBssk engin@utputs a granular risk score aisl
addressable via API

¢tKS az2ftdziaz2y R2Say Gécurify BaiRaNdieseRttoriidbes ifi stippérild@emated 2 NJ
administration.

Security positive

Functionality positive COFFEEBEAN
Integration positive Authenticators
Interoperability neutral

Usability neutral Scalability Risk Analytics

Tablel4: CoffedBeanQ gating

CoffeeBears strongly focused oretail,
hospitality, and finance industriem
addition to consumer authentication,
CoffeeBea@ d &a2f dziAzy A API

on-premise captive WFi portalsTheir

presencean South America, both in terms of development trand sales target, is a plus for that region
and for theirown growth potential CoffeeBean has rapidly added advanced functiongligatly

improving itsservices and positionin@€ompanies that areoking for aconsumer authenticatiosolution
that specializes imetail, hospitality, or financeand who want to actively engage with consumershops
should give CoffeeBean a look.

Fraud/threat

Intel Mobile Support
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5.7 Enrust Datacard IntelliTrust / IdentityGuard

Entrust Datacard commands a large share of the global EMV market atttbnaands of customers

I ONRP&aad GKS 3ft20Sz aSNBAYy3 YAftAz2ya 2F dzaSNE:X
IdentityGuard product is opremises, IntelliTrust is SaaS; both provide the same functionalitgnsing is
per-useror pertransaction

Strengths Challenges
Large selection afecureauthentication No social logiintegration,
mechanisms although OIDC is supported
Sophisticated risk analytics engine Splunk connectois available,
Integration with Cyber Threat but currently must export logs
Intelligence providers as .cs\or use APl send
Transaction Guard adon service to other SIEMSs; syslog in work

Numerous security certifications

Tablel59 y i NHza G 51 dF OF NRQa YIF22NJ adNBy3IidKa yR ¢gSl1ySaasa

EntrustDatacardsupportsa wide range of authenticatorgiometrics such as MacOS X Tou¢RIDO U2F
and 2.0 mobile appd pushnotifications/SDKOATH OTRand tokens and 3 party authenticators
including Feitian and YubikeWobile appsSDKleverageGlobal SE and TEE for Android, and Secure
Enclave for iO®Auth,0IDC and SAML are supported for federatidansumer accounts can have
multiple strong authenticatorsegistered, allowing for multiple secure account recovery options.

Entrust Datacar®@ & NXA & | Sy 3 manBisk@attgfs, sSich lad ddricdi figerpfimalth and
history, geclocation, geevelocity, IP, and user attribusgbehavioralanalysisAdmins carprioritize the
factors in policies to require stepp authentication.The risk engine also can integrate with (Barty
fraud/riskintelligencesourcessuch asovation.Entrust Datacar@lsooffersfraud reductionin
Transaction Guard annobile identity proofingandconsumer onboardingervicesThe solutiorhas API
integration to Splunk ocansenddataas.csv to SIEMystemslt integrates withseveralMDM solutions.
LDAR:an be used for provisionin§CIM

will be supported in late 2019. ENTRUST DATACARD

Security strong positive Authenticators
Functionality strong positive
Integration strong positive
Interoperability positive
Usability positive

Scalability Risk Analytics

Tablel6:9 y (i Nbza G 51 G OF NRQ& N

. Fraud/threat .
EntrustDatacarchasa featurerich Intel Mobile Support

consumer authentication solution for

either onpremise or SaaSocial logins API

should be supportethut are not as the

solution supports OIDThe basic palette of servicexludesa large number of authenticators, an
advanced rislengine, and industreading inclusion of cyber threat intelligenational services such as
mobile ID proofing and Transaction Gua real valueEntrust Datacar@ghould beon the short list for
organizations looking faecureconsumerauthentication capabilities.
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5.8 Ergon Informatik Airlock

Ergon Informatik, maker of the Airlock&ire Access Hulwas founded in 1984 in Zurich. lais
employeeownedcompany with a strong history of providing IAM solutions in Europe to customers in a
variety of industries, including finance. Hundreds of clients use Airleclr& Access Hub protect
thousands of applications and millionse@insumeridentities. Licensing is an annual fee based on users
and/or systemsilt is available for ofpremisesdeploymentor in partnerhosted SaasS.

Strengths Challenges
Support for some specialtydparty credentials wA a1 Sy 3IAyS R2Sayan
Integrated WAF historyand is not accessible by developers
Threat intelligence and analysis Customerbase mostly localized in EU
included Mobile SDK coming in Novemi2$19
Excellent account recovery options FIDO not supported

Tablel7: Ergon's major strengths and challenges

Ergon Airlock accepts the followingnsumerauthentication typesCrontoPush (mobile push app),
Google Authenticator, Grid cards, Kobil AST Suite, Kobil Sedil Signature Servid®, mTAN SMS
SMS OTRocial logins, Swiss Mobile Ehd YubikeysTheypartner with others formobile apps and an
SDK which can use SE/TEE for Android and Secure Enclave @&u@$ OIDC, and SAML are supported
for federation LDARan be usedor bulk provisioningMultiple authenticators can be tied to a single
account, providingnultiple options for account recovery.

Ergonalsosupports policybasedadaptive authenticatiorand transaction authorization. The risk engine
can evaluateiirlock WAF fingerprintprowse fingerprint, device IDgeolocation,geo-velocity,IP
addresgreputation, SSO cookies, time/date, and user attributdstory. The risk engine is extensible and
can be customized to process additional risk factoe Cronto and XSCOWebrootthreat intelligence

is included in the base servidBM Trusteer

interoperability is available OOTHsk factors ERGON

cannot be independently weighted and the A

engine itself is not addressable via ABP$erand

WAFmanagemenfunctions areexposel through Scalabily Risk Analytics
APIs.

Airlock can send data to SIEMs using CEF, ELK
syslog, and some custom connectors.

Security positive e firest e Mobie support
Functionality positive

Integration strong positive

Interoperability neutral w

Usability positive

Tablel&9 NH2y Qa NI Ay 3

Ergon has aomewhatsmalkr market share, localized mostly in Switzerland, bdsandingn the
DACH regiorAirlock supports someegionalcredentials and the risk enginéas been enhanced in the
last year. Integration of threat intelligence is a plAsnobile SDK and support for FI@6Guld be
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beneficial. European enterprises seekingonsumerauthenticationsolutionswith a bundled WAFor
consumer application protectioshould take a look at Ergon Airlock Suite.

5.9 Evidian Web Access Manager

Evidian is division of Atos, a large European IT service provitlee company provides a comprehensive
portfolio in thearea of IAM, as well as@mmmerce, supply chain, and CRNpport. TheiWAM product
contains the essentimonsumerauthentication capabilitiedt is integrated with other Evidian solutions in
Identity ProvisioningGovernanceand Enterprise Single Sign.It can be deployed opremises or in
laaS, but they d not host it asnulti-tenant Saagplanned for 202Q)

Strengths Challengs
Accepts many types of strong FIDO support coming later in 2019
authenticators Cannotcompute geevelocity as a risk fact
Detailedbrowser anddevice No OOTB connectors for fraud/threat inte

a T Ay 3 S NiINSk ghalysiy 3 €
Secure mobile SDK

Tablel29 GARALF Y Q& YI 22N adNBy3IGKa yR OKIftSy3aSa

Evidian Web Access Manage®l mature solution foEonsumeAuthentication.It runs on various Linux,
UNIX, and Windows Server versiohbe product supports many authentication mechanisms, such as
email/SMS OTP, Kerberos, mobile pusigsocial logis, as well as nostandard forms such as QR codes
and grid cardsTheirmobile SDK supports SE/TEE and Secure Enclave for Android e®wip@sst for

FIDO authentication is plannddr later in 2019

The risk engine can evaluate many risk factors, such as browser and device fing@optints device

health), geclocation,|P addressand user attributes and history. Advanced user behavioral analysis is not
available in the product yet. The product dag customized to accepisk scores from generated by'3

party intelligence sourceJhe risk engine performs coargeained scoring; admins can prioritize risk
factors and choose assurance levels appropriate to requested resources.

OGARALIYQE &2tdziazy OFy Lin®riginRR&juriRtioniith it 8wn {denfitg A |

Governance produc€tvidian supports Qah, OIDC, and SAML for federation to WAM or SaaS sysitems.
does not support delegated admin models explicitly.

Security positive
Functionality positive EVIDIAN
Integration strong positive Authenticators
Interoperability neutral
Usability positive

Scalability Risk Analytics
Table20:9 GARA L Yy Q& NI GAy3

Evidian delivers eespectableoffering

in the area of adaptive authentication, Fraud/threat
particularly with a focus on accepting ntel
strong, twofactor authenticators for

high assurance use casés increased

Mobile Support

API
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focus on ARland FIDO support are planned in the next yBailt-in fraud/threat intelligence conneots
and tweaks to the risk engine would strengthen the product.

5.10 ForgeRock Identity Platform

ForgeRock is a leading, venttracked IAM vendor, headquartered in the US but with many offices
around the world ForgeRockupports most major IAM standards aisda significant contributor to
several international standards organizatiof$eir Identity Platform serves both B2E and B2C markets.
ForgeRock provides the tools that their clients can use to build ramrstumer authentication
deployments either on thie own premisesr in laaSA PaaS version is now available for developers.

Strengths Challenges
Very scalable Open Banking Sandbox is available as Sac
Wide array of authentication methods but full authentication solution is not yet
Intelligent Authenticatiord AuthN Trees No mobile SDK
Highly extensible to meethost any Account recovery techniques are slated to
consumer authenticationequirement improved

Table2: C2 NESw2 01 Q& YI @aldhhed NSy 3G Ka |+ yR

ForgeRock Identity Platform provides humerous choices fordmvwgumersan athenticate using
email/phone/SMS OTIEIDO UAF/U2F/2.8BA, mobile apps/push natifications, Mobile Conn€TH,
andsocial loginslt supports OAuth, OIDC, and SAldiLfederation. CAPTCHAmail, and KBA can be
used to reset usernames and passwords.

LRSydAdGe t I (cahz2nMadeviddingetprinBsyiditypg,geolocation and geevelocity
(customization needed)P,anduser attributes/history It canbe configured to consumany 39-party
threat intelligencesource, and connectors are available 40Q, Exabeam, ThreatMetrix, and VeriClauds
ForgeRock Identity Platform features an intuitive, flolartbased policy authoring tool called Intelligent
Authentication. Authentication Trees allow customer adminflggibly create policies in the GUI that
meet the levels of assurance needed for Bigicated use cases. The details of designing complex, risk
adaptive authentication and authorization rules are abstracted by the interlacine latest release,
ForgeRock hastroduced Registration Trees, which allows businesses to set up custonmiggisigation
flows, similar to Authentication Trees.

Identity Platform supportsole-based and delegateddainistration.ldentity Platform interoperates via
standard protocols witlust about any
other security or identity infrastructure,

including IGAPAM, and SIEM solutions. FORGEROCK

Authenticators

Security strong positive

Functionality strong positive

Integration strong positive Scalability Risk Analytics
Interoperability  strongpositive

Usability positive

Table22: ForgeRocR &ating Fraud/threat
rau real

ForgeRockdentity Platform serves Intel
hundreds of millions of consumers acros
hundreds of customerdVith its support API

Mobile Support
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for many authenticatorsAuthentication Trees policy builder, and configurable risk endhioegeRock
Identity Platform should be on the short list for organizatitmsking for consumer authentication
solutions.
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5.11 IBMCloud Identity

Cloud IdentityA & Lconauf@ér authentication service, composedtod Trusteer Management Agent,
Pinpoint Detet, Verify, Mobile SDK, ariRlle EngindBM hostsCloud Identityas a multitenant SaaSThe
solution is based on a micservices architecturd.icensing is per session, which can include login and
various actiongnd transactions.

Strengths Challenges
Excellenadministrative security Obtaining threat and fraud intelligence
Large number of authentication options outside of Trusteer requires customization
Trusteer for builtin fraud reduction Account recoverpptions require
FIDO 2.0 certification customized development

Federation support requires aeohs

Table23: IBM's major strengths and challenges

IBMprovides selregistration and profile management features, ascktepts a wide array of
authenticators,includingemail/SMS OTH5IDO U2End 2.0 mobile appsbiometricgpush notifications
QR codessocial loginsand 39-party mechanisms via IBM Securpp ExchangeéMobile apps and SDK
use SE/TE&n Android and Secure Enclave on iOS for high seclistypports OIDC, OAuUtBAMLWS
FederationandWSTrustvia addons For provisioning, LDA#Rt not SCIM interfaces are available.
Developers can acce#\Pls to build account recovery mechanisms

Cloud Identityintegrates well with other IBM solutions in the Identity Governance, Security, and
enterprise business application spacoud Identity- f a2 Ay G S3INI (G Sa éPinfoitt L .
Detect is therisk engine that processes device fingerpltietalth/history, geclocationand geevelocity,
IP,and user attributes and historyrhreat intelligence is provided by IBM Trusteehich isbacked up by
IBM XForce for deep threat analysi$.can interoperate with various'8party identity proofing services.

Cloudldentity customes candelegate admin responsibilities and enforce MFAddministrators.Cloud
Identity is FFIE@nd SOC2 Type &irtified.

Security strong positive
Functionality positive
Integration strong positive IBM
Interoperability  positive Authenticators
Usability positive

Table24: IBMQ igating Scalability Risk Analytics

IBM Cloud Identityis an advanced and

highlyintegrated suite of solutions

capable of meeting the most stringent Eraud/threat .
security requirementsOrganizationghat Intel Mobile Support
are performing RFPfr consumer

authentication serviceshould fully API

evaluate/ f 2 dzR LeRténgive fisticd Q a

technicalcapabilities.

KuppingerCold-eadershiprCompass
Consumer Authentication
Report No.: 80061

aQa



zKuUppingercoie

ANALYSTS

5.12 iovation

Portland, OR basddvation was founded in 2004. It was acquired by TransUniomdr2018.The
company provides an integrated MFA and fraud reduction solut®b | (i Saasam@ligence services
are used by many CIAM and IDaaS vendors as well as IAM opéefatocensumer authentication, four
services aravailable ClearKey, LaunchKey, FraudForce, and Sure$eatglForce and SureScaenee
licensed by transaction volumend ClearKey and LaunchKey can be licensed per user.

Strengths Challenges
Industryleading device intelligence service Lacking major IAM protocol support: FIDO,
Mobile SDK provides many biometric optior LDAPQATH, OAuth, OIDC, SAML, and SC
Excellent risk analysis Services not bundled for eaagquisition and
Massively scalable services licensing

FraudForce, SureScore and ClearKey shar No SIEM integration
common API for authentication requests

Table25: iovation@ major strengths and challenges

ClearKey provides basic device recognitiod fraudindicator collectionLaunchKegupportskBAand

provides mobile apps and an SDK that allows for the following metfiacial and fingerprint recognitign

PIN, circle code, device factpand wearable fact@a® ! £ £ ONBRSYyGAlFfa | NB aid2 NI
device Mobile apps and SDK utilim@obile encryptioniovation does not suppofeIDOOATH, OAuth,

OIDCand SAMLcurrently. Consumeaccounts are noprovisioned by LDAP or SCIM.

Thesophisticatedisk engine caevaluate botnet activitydevice fingerprintshealth/history,geclocation
andgeo-velocity, IPstoot detection,transaction history, andserbehavioral analysi$ NI ya ;| YA 2y Qa
Identity Verificationservice isavaluable 1D proofing optiort can also consume external fraud and threat
intelligence from sources such @yren andNeustar. Customer admins can createry detailed

authentication policies. The risk enginénighly configurable andddressable via API.

iovation is SOC2 arRfivacy Shieldertified. iovationsupports rolebased and delegated administration.
Event data camot be sent to SIEM or other security.

Security strong positive
Functionality positive IOVATION
Integration neutral Authenticators
Interoperability  neutral
ili itiv
Usability positive Scalability Risk Analytics

Table26: iovation@rating

iovation is a leading provider bfgh

quality threat intelligenceto other IAM, Frat::t/grreat Mobile Support
CIAM, and IDaaS vendor$eV also offer
very robust and innovative consumer AP

authenticationservices buaire missing

support for key IAM protocol$h mix of iovation services are required to dep#ofull consumer
authentication solution. Better packaging of these services woulg iogation gain even more market
share.iovation should be in the running for consumer authenticatsenvices RFPs astiouldbe
considered as an augmenting intelligence source for existing CIAM andd&galagments
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5.13 LoginRadiuddentity Platform

Established in 2011, LoginRadiua CGbacked CIAM vendor based in Vancouver, CanBlada.company
providesconsumer authentication servicésr enterprises around the world and haser 1 billion
consumelidentities under managementoginRadigldentity Platform igrimarily Saa®ut can host in
customed Q LINA @I G S . Multigledifeasing nyoRels lark avdilablacluding annual or monthly
fees based on registered or active users, plus service options

Strengths Challenges
Many privacy andecurity certifications Focused on higtransactionvolume
Largecustomer base customers
MFA options for admins No device health assessment capability
FIDO 2.0 support Somewhat wealaccount recovery methods
Table27:[ 23AYywl RAdzAaQ Yl 22N adNBy3iGKa yR OKIftfSy3sa

LoginRadiughus allows social logins from a@fDCGconformantidentity provider. Other authentication
mechanisms supported includeuthy, FIDO U2F/UAF/2.Google Authenticatgrmobile

app9g biometricdpush notifications Mobile Connectand SMS OTRMobile appsand SDK utilize SE/TEE
for Android and Secure Enclave for iOSers can be provisioned using LDAP or SEBA and OTP are
available for account recovery.

The risk engine can procesavice fingerprintshistory, geelocationandgeo-velocity, IPs, user attributes
and history It can also consumexternal fraud and threat intelligendeom sources such as ThreatMetrix
Customer admins can create fiaggained authentication policieShe risk engine is addressable via API.

LoginRdius has obtained large number of security and privaosrtificationsincludingCSA Star Level 2,
ISG27001:2013, SOGZype Il, ISO 27017, ISO 27MST CSF Cyber Security Framewd8EU Privacy
ShieldandUSSwiss Privacy Shield

LoginRadius supports released and delegated administratidBvent data can be sent to SIEM or other
security and identity analytics solutions.

Security positive

Functionality positive LOGINRADIUS
Integration strong positive Authenticators
Interoperability  positive

Usability positive

. . Scalability Risk Analytics
Table28 [ 23Aywl RAdzAaQ NI 0AyYy 3

LoginRadiugarget market has evolved
from SMBs to enterprisefRecent
enhancements, especiallipe addition of
stronger MFA methodsuch as FIDO 2.0
has positioned them to expand their
market reach considerably. 2 3 A Y wl . .. v o

serviceisglobal and is alshighly scalableOverall, the LoginRadigentinues to increase itSIAM market
shareand deserves evaluation adonsumer authenticatiolRFPs

Fraud/threat

Intel Mobile Support

API
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5.14 Microsoft Azure Active Directory B2C

Microsoft Azure Active Directory B2C is a ckiaded identity and access management service focused on
facilitating business to consumer applicatioBslilt upon Microsoft Azure AD, the B2C offering is

architected to scale and perform well with hundreds of millions of users and over one billion logins per

day.! TdzNB A& 2yS 2F GKS 3JFt206lt tSIFIRSNA Ay GKS Of 2d
Itis licensed by number @futhentication evats.

Strengths Challenges
Strong attack detectiothrough robust Risk engine does not evaluatemecriticalfactors
cyber threat intelligence network particularly devicéntelligence
Resilient against cyber attacks Qupport for 3%-party fraud/threat intelligence
Strong MFA for admins requires extensive configuration
Robust role and delegated access model:  Mobile app/SDK des not use SE/TEE/Secure Enc
supported

Extreme scalability

Table2a A ONRP &2F (i Qa YI22N) adNBy3adKa FyR OKIftftSy3asa

Microsoft Azure AD B2C accepiBAmobile appgpush notifications SMS OTP, and social login
authentication.AdditionalMFA options are available through partnelicrosoft has a mobile SDK for
app development, but it does not use Global Platform SE/TEE for Android or Secure Enclave on iOS.
Support for FIDO 2/@W/ebAuthnshould arrive later in 201%RzureAD B2@lsoacceps OAuth,OIDC and
SAMLAzureAD B2Gloes notsupport LDAP and SCfbf provisioning Email/phone and help degialls

are supported for account recoverccount linking can also be configured for more account recovery
options.

Microsoft customers benefit from the rich and comprehensive threat intelligenompromised
credential,and account protectioservices that are
built-in to the AzureAD B2C offeng. Azure AD B2€an
consume external fraud and threat intelligence
although extensive configuration is needdde risk
engineevaluatesa limited set of factors such as geo
location geovelocity,|IP, and user attributeshowever
key factors such agevice fingerprint/health/history
and user behavioral analysise missingThe risk
engine itself is not accessible via AFdcurity event
info can be sent to external SIEMs.

OSOFT

Security positive
Functionality neutral
Integration positive
Interoperability  neutral
Usability positive

Table30: MicrosoftQ rating

Microsoft Azure AD B2C has the scalability and performance to meet business requirements but lacks
someadvancedauthenticatoroptionsandrisk engine sophisticatiotihat are found in other solutions
DAOPSY aAONRBa&2FGQa O2YYAGYSyild G2 Of 2dzR aSNWBAOSaxs
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5.15 Nok Nok Lab&3 Authentication Suite

Nok Nok Labs is a privately held, ventbhackedUScompany based in Palo Alto, California. It was
founded in2012andis centered orproviding securd82Cand B2Eauthentication servicedNok Nok Labs
was a founding member of the FIDO Alliariiee companyas over 100 patents owned or filed
worldwide. The solutiorcan runon-premiseson RHEL 7 or CentOSrYlaaSn Docker containersor in
their hosted SaaS. Licensing is base@@mruser annual subscription fees.

Strengths Challenges
FIDOUniversal Server Risk engine cannot evaluate device history al
(U2F/UAF/2.0) reputation or other 3-party threat intelligence
Strongmobile securityutilizing feeds
SE/TEE and Secure Enclave Nosecurity certifications
Modular, pureplay No support for social logins

authentication service

Table31: Nok NokLalka YI 22NJ adiNBy3iKa FyR OKIffSy3asSa

S3 Authentication Suitacceptskeitiantokens FIDO U2BJAF/2.Q GoogleTitan mobile apps/push
notifications,Mobile Connectand YubikeydNok Nok has a mobile SDK which utilizes SE/TEE for Android
and Secure Enclave for iCBallows registration via FIDO but not LDAP or SGI8aipports OAuth, OIDC,
and SAMLprotocols.S3 has an account recovery platform that allowdtiple registered authenticates

per account.

S3 Authentication Suitkas a risk engine which processes-fmation and geevelocity, IP address,
date/time, device fingerprint/healthanduser attributesand history.Third-party behavioral biometrics,
identity proofing servicesandUser Verification Indesesults can interoperate with SBowever, other
external threat intelligence sources cannot be consuratthis time. The risk engine and its results are
accessible via REST ARtmins can creatélexiblepolicies forstep-up authentication or authorization.

S3 can export event data to SIEMs using Log4J appeftiersonsole allows for multiple adminies and
delegated administration.

Security positive NOK NOK LABS
Functlorjallty pos!t!ve Authenticators

Integration positive

Interoperability — positive

Usability positive Scalability Risk Analytics

Table32 Nok Nok La & NJ &G Ay 3

Nok Nok Labss focused on
modernizing authenticatiorAs a
founding member of FIDO Allianddgk
Nok hagioneered the implementation
of allversions of FIDO specification¥ith the exception of email/SMS OTRilentication methods other
than FIDGare mostlyabsent The risk engine offersomewhat advanced functionality but needs to be
able tointake 39-party threat intelligence sourceQrganizations that want to offer consumers the latest
passwordless technologiesdcan integrate witHegacy dependencieshouldevaluate Nok Nok Labs S3
Authentication Suite.

Fraud/threat Intel Mobile Support

API
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5.16 NRI Secure UAD Libra

NRI Secure Technologjgéeadquarteedin Tokyo, provides security consultiagd solutions UnkID is

their consumer authenticatioproduct, first developedn 2008 and relaunched as Wi} Libra in mid
2017.The product is licensed per named user and can be deploygaemises or in laaS. NRI also offers
it as a hosted service in singkenant mode.

Strengths Challenges
Largescale deployments in No sales or support presence outside of Jape
leading Japanese autayiation, Mobile app SDK would benefit customers
telecom, finance, and hospitality Does not consume™Bparty fraud orthreat
companies intelligence
Excellent IAM standards support Weak account recovery methods

FIDO 2 Universal Server certified

Table33bwL Q& YI22NJ adNBy3IiKa yR OKFffSy3asSa

UnkiID Libra accepts FIDO U2F/UAF/2.0, SMS OTFaaebook, Google, Slack, Yahoo Japan, drike,

Kakao Talkocial logins. It supports OIDC and SAML. Admins can be required to use Google Authenticator
for strong authentication. Consumers can selfister and can be provisioned from other systems using
SCIM. LDAP is not supported currently. Email and helpategke only supported account recovery

methods.

UnkID Libra can interoperate with security tools such as Splunk and the ELK stack. The solution contains
some riskadaptive authentication capabilities, which include the evaluation of IP address device
fingerprint, history, and type; gelmcation and geevelocity, and user behavioral analysis. The risk engine
cannot be augmented with'8party fraud or threat intelligence but does allow for compromised

credential checks and brutrce password attack prention.

Security positive

Functionality neutral NRI

Integration strong positive Authenticators

Interoperability neutral

Usability neutral

B Scalability Risk Analytics

Table34bwL Qa NI GAYy3
NRI UnilD Libra has a mix of standard
and advanced authentication options

. . . Fraud/threat .
with some riskadaptive features. They Intel Mobile Support
are almost exclusively focused on the
Japanese market but have some very API

large customers deployments there.

They have some customers with global deployments and have accordingly added GDPR compliant consent
management feaires.NRI has significantly enhanced their product offering, as evidenced by the recent
achievement of FIDO 2.0 certification. Adding MFA options, especially mobile authentication apps and
SDKs that support biometrics would strengthen sadution. Organizations in Japan with consumer
authentication needs should definitely consider NR-UInLibra.
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5.17 Pingldentity

Pingldentity is a leading IAM and CIAM vendor, witgaod reputationin identity federationand access
managementPingFederate and PingID dheir products for m-premiseand hybridconsumer
authenticationdeploymentswhile PingOnéd-or Customerss their IDaa®ffering. PingOnd~or Customers
is licenseer active userandPingFederate and PingID are licensed per managed Sissilar
functionality is achievedegardless of the deployment model.

Strengths Challenges
Large selectioof innovative MFA options Some consumer authentication use cases requir
Excellent support for identity standards multiple Ping Identity products
OOTB threaintelligenceintegration FIDO 2 supporiequiresPingFederate

Sophisticated risk engine

Table35:t Ay 3 Lsi&jof sirenfiths@nd weaknesses

Ping ldentity hagleveloped and actively promoted passwordless authentication options for customers.
PinglID supports authentication methods suchAgple Watch, emaiBMSkoice OTP, FIDO UAF

biometrics (via partnership), mdk apps/push notifications, social logins, and Yubikey authentication
mechanismsMobile apps run on both Android and i0OS, using SE/TEE and Secure Enclave. They have a
mobile SDKhat allows customers to add MFA to theiobile apps!f used inconjunction with

PingFederate, it can also support FIDO/RZFand all federation protocol$?inglD integrates directly

with Microsoft Active Directory Federation Server (ADFS) and Azy@ané@an usé DARor SCIMor
provisioning Both Ping solution g8 support multiple registered authenticators per account to facilitate
account recovery.

The risk engine evaluatelate/time, device fingerprinthealtt/history, geclocationand geavelocity, IP
addressroot detection,and user attributeshistory.Ping ID receives threat intelligence frob Data
Web, iovation, and ThreatMetrixThreat intelligence may require additional licensing depending on
source.Risk evaluation results are available via APIs.

Event data can be sent to SIEM overaydRolebased and delegated administration is supported.

Security strong positive
Functionality strong positive PING IDENTITY
Integration positive Authenticators
Interoperability  strong positive
Usability positive
. Scalability Risk Analytics
Table36:t Ay 3 LsRaBngu A U & Q
Pingldentity hasstrong support folAM
standards and excellent MFA variety. Fraud/threat

. . Mobile S t
The risk engine has been greatly Intel OliE =Hppor

enhanced in the past yedfor on
premise cases,ambining relevant
products into a single B2C package would help custoréngldentity products ad servicesre mature
and highly capable and should be consideredctmisumer authentication RFRzarticularly for
companies that need customizability

API
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5.18 PireanAccess: One

Pireanwas founded ir2002 with offices in London and Sydnky2018 Pireanwas acquired by Exostar
an IAM and collaboration solutions provider for highly regulated industries such as Aerospace and
Defense and Life Scienc®ireanoffersB2E and B2{DaaS platforncalled Access: On&he product can
be deployed either ompremisesor in laaS, and Pirean hosts it as a managed selvisdicensed by
measure of managed users, either monthly or annudlgdular design allowsuthenticatorasa-Service
to be deployed withouthe full Access: Onpackage.

Strengths Challenges
Large number of authenticats accepted Currentlysmallbut expandingcustomer base and
Excellently packagetiscrete partner ecosystem

authentication service
Strong risk controls for high assurance

Welldesigned REST API framework

Limited visibility outside of UK, bigfrowing

Table37:t ANBIF y Q& YI 22N aiNBy3aidka yR OKIfftSy3asSa

PireansupportsFIDO U2F/UAE.0, mobile appsand push notificationsMobile Connect (via'$party

plug-in), native biometrics for Android and iOSATH TOTBMS OTRand social loginfor

authentication.Apps and SDK use SE/TEE and Secure Erictaygports OAuth, OIDC, and SAML for
federated authentication and authorization, and LDAP and SCIM for provisioning. API access is via JWT.

The risk engine iobust andcan evaluatadate/time, device fingerprint/health/history, getocation and
geovelocity, IP address, root detection, anslen attributes/history Pirean supports STIX and TAXII, thus
Access: One can be configured to query external sergieels as BAE Applied Intelligence, Experian
Hunter, FireEye, IBM Trusteer, Palo Alto, ThreatMébrixhreat intelligencesvaluation APIs facilitate
connections with identity vetting serviceddmins can write flexible policiesing a workflow interface.

Customers can send data to SIEMs over syslog or through OOTB conrdaarsnsole suppori®le-
based and delegateadministration.

PIREAN

Security strong positive Authenticators

Functionality =~ positive

Integratlon positive Scalability Risk Analytics

Interoperability positive

Usability positive
Table38: PAirearQﬁating o Fral:gt/glweat Mobile Support
t ANBI YyQa hada@osai a Y h
advanced functionalityn the mobile e

authentication and risk engine areas

Pireanis pushing the envelope with succesdildckchain IDPoCsPackaging Authenticateasa-Service
enables rapidech insertions. Customers needing high assurarwesumer authenticatiomvith multiple

fraud intelligence sourceshould carefullO2 Y AA RSNJ t ANBl Yy ! 00SaayYy hySQa
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5.19 SAP Customer Data Cloud

SARCustomer Dat&loud formerly Gigya Identity Enterprisistightly integrated within the SAP
platform. Theircloud-basedserviceaccommodate®ver 30social logins and integrates with many SaaS
vendors.Annual subscriptioticenses ardased on the total number of contagtahich includesll

unique records otustomers, prospects, employees)d business partners

Strengths Challenges
Largededicated professional servicesam Strong authentication optionseeded
High performancgsupporting No support for FIDO
billions of consumer identities and No OOTHBntegration with external threat
tens of billions of transactions per intelligence
month Licensing is by total number of contacégher
Optional integration withdentity than active users
vetting services Weak account recovery methods
Tightly integrated with SAP HANA
platform

Table39:{ 't Qa4 VYI 22NJ aiNBy3aika yR OKIftSy3Sa

SAP support®Auth, OIDC, and SAMLonsumers caauthenticate with email/SMS OTP aAddroid/iOS
biometrics. CAPTCHA can be used for stgpSAFhas OOTB integrations with Socure, Trulioo, and
LexisNexis for identity verificatiohletwork Protected Identity provides retime analysis and alerting
onlyon in-network credential compromises. It also Hamited risk analytics capabilities, evaluating device
IDs, IP addresses, locations, and blacklisted locatfbmstomer admins can configur&-party threat
intelligence consumption via APEDOQauthenticationand other MFA options are not present y&mail
and KBA arghe account recovery methods present.

SAP Customer Data Cloud has extensagsword complexity and policy options available in the
administrative interfaceCustomers canonnect SAP Customer Data Cloud to external SIEMs using CEF or
LEEF.

Security neutral SAP
FUI’lCtIODa“ty neutral N Authenticators
Integration strong positive
Interqperablhty neu_tr_al Scalability Risk Analytics
Usability positive
Table40: SAR) &ting
SAP has a global r.eaCh acttc-ht-lr-lues to Fraud/threat Intel Mobile Support
expand Sincethe Gigyaacquisition, SAP
hasmade just a fevsignificant AP

improvements in thdeature set as
pertains to riskadaptive consumer authenticatiofhe solutiomeedsstronger MFA optiongparticularly
for mobile devicesThe licensing schemeeedsto be revamped Organization$ooking for Saa8elivered

consumer authenticatiosolutionsii K & R2y Q0 NXB |j dzA with granulaN@skfostrola @y 2 LJ{

considerSAP Customer Data Cloud.
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5.20 SecureAuthdentity Platform

SecureAuth merged with Core Security in [2847and then split away again in 2018ecureAuth is
known for high securitgolutions for B2ESecureAuthdentity Platformistheirauthenticationsolution,
whichcan beimplemented as amapplianceor virtual applianceor as SaaS servicehe product is licensed
annually per named user.

Strengtrs Challenges
Variety of MFA mechanisms supported, No builtin directory currently, but can use
including some 8 party biometrics any LDAP directory; setbntained
Broad support of federation and other IAN  directory on product roadmap
standards and protocols FIDO support planned

Cyber threat intelligencategration
Large ecosystem of IAM partners

Table4l:{ SOdzNB! dzi KQa YI 2leigesa 6 NBy3aiKa | yR OKLI

SecureAuth supportmanyforms of MFA: Android and iOS biometrics, behavioral biometrics,
email/phone/SMS OTP, mobile apps protected in SEAREHESecure Enclaymobile push notifications,
OATH tokens, social logimsd YubikeysFIDO support is on the roadmdpcan integrate with identity
repositoriesusingLDAPQIDCand SAMLANy registered authenticator can serve as an account recovery
mechanismas well as KBA and halpsk resets.

The risk engine can evaluate device fingars/ health, geelocationandgeo-velocity, IPs, user attributes
and behavioral analysiSecureAuth Threat Service is a subscription service that provides threat
intelligence to the risk engine for retime fraud prevention and riskiitigation. SecureAutidentity
Platformcan output granular risk scores for evaluateaecording tocustomizable policies allowing
multiple actionsFraud and threat intelligencieom FireEye and NeuStar are integrated into Identity
tfEFGF2NXVQOs NRA] Fylfea

It can also connect with any SIEMhey have achieved SOC2 Type 1 certificaRofe and delegated
administrative access models are supported.

Security strong positive SECUREAUTH
Functionality strong positive

Integration strong positive Authenticators
Interoperability positive

Usability strong positive Scalability Risk Analytics

Table42{ SOdzNB! dzi KQ& NI GAy3

SecureAutHdentity Platform is a very Fraud/threat
strongproduct withits broad support of Intel
authenticators, granular risk engine, an

threat intelligence utilization

Comprehensive FIDO support will make the solution even more compelling when it a8eeese Auth
should be on the shortlist for argonsumer authenticatiolRFP but especially for organizations needing
highassurance and secuselutions

Mobile Support

API

KuppingerCold-eadershiprCompass
Consumer Authentication
Report No.: 80061



zKuUppingercoie

ANALYSTS

5.21 WSO2 Identity Server

WSO02 was founded in 2005. They are an open source IAM/CIAM solution provider. Their emphasis is on
providingidentity services like authentication over APT&e solution can be run epremises, in laaS, and
they also offer a managed service capabilitige product is licensed under the Apache lAdense and is
supported under armnnual subscription.

Strengths Challenges
Many predefined connectors for attribute provide Risk engine does not process
and security services device healtthistory
Wide range of authenticators supported No mobile SDK
Integrated adaptive risk engine No OOTB connectors for
Strong IAM standards support fraud/risk intelligence

Extensiblearchitecture
Open source code plus support model

Table432 { hu Q& Yl 22NJ aiNBy3IikKa yrR OKIFffSy3asSa

WSO?2 Identity Server accepts email/SMS OTP, FIDO U2F, Google Authenticator, JWTs, Microsoft
Authenticator, Mobile Connecgindsocial logins. They havermnectors for Veridium Biometrics and
Aware Knomfor mobile biometrics, and others are in work. Théusion does not have a mobile app or
SDK. ldentity Server also has a risk engine that can process device fingerprints and hisiogatgeg
geo-velocity, user attributes and behavioral analysis. Tpiadty intelligence can be importeshd
processedbut there are no prebuilt connectors. WSO2 has good support for IAM standards, including
OAuth, OpenlID, OIDC, SAML, and”R&&. They support standarttsed and jusin-time provisioning
using LDAP and SCIM.

WSO2 does not support identity proofing sees@at presentMoreover, most all functions are exposed
through APIs, allowing customer admins to build connectors and data feeds as neclelessity. Server
supports rolebased but not delegated administration.

Security positive WSO?2
Functionality positive _
Integration positive Authenticators
Interoperability positive
Usability neutral Scalability Risk Analytics
Tabled42 { hu Q& NIF GAy3
WSO2 is an established open source IAI Ffa‘fggl‘reat Mobile Support
integrator. Recently they have built more
functionality for consumefacing use AP

cases, and as a result are rapidly gaining
customers for theiconsumer authenticatiowapabilities. Organizations that prefer open samgth
professional supporsolutions should consider WSO?2 for theinsumer authenticatiomeeds
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Vendors and Market Segments to watch

Aside from the vendors covered in detail in this Leadership Compass document, we also observe other
vendors in themarket that we find interestingSomedecided not to participate in this KuppingerCole
Leadership compass for various reasons, while others are interesting vendors but do not fully fit into the
market segment o€onsumer Authenticatioor are not yet matue enough to be considered in this
evaluation. We provide short abstradielowon these vendors.

6.1 Amazon Cognito

Amazonoffers someconsumerauthenticationfunctionality with CognitoCognito supports OAuth, OIDC,

and SAML for federation, allowing users to sign in using social media credebdigisto is built for

controlling access to Amazon resourcBbB.services are exposed via APIs, meaningitld be

categorized asore of a DY CIAM solution as defined earlier inthisrepbrty I T 2y Q& 02 Y LJdzi A y
environment iSPCIDSS, SOC, ISO/EIC 27001, ISO/EIC 27017, ISO/EIC 27018, and ISO 9001 compliant.
KuppingerColevill follow developments in Amazon Cognito.

6.2 Avatier

CaliforniabasedAvatier is agrowing IAM and CIAM venddrheir focus is on rapid deployment of basic

IAM services to customer8vatier has mostly been deployea-premise butis being run in laaS by some
customers Avatier supports authentication mechanisms includdmpwledgebased Authentication

(KBA), email/phone/SMS OTdnd Microsoft AzureMFA.The Avatier mobile app featuremdierprint,

voice, faciaNB O2 Iy AUGA2YyY O0A2YSUNRO&SXT odzi R2SayQi adzlli2 NI
Facebook, Microsoft,ihkedIn, Twitter, etc. SAML and OAuth are supported for federation. Users can self
register orbe provisioned via LDAP or SCRi&k factor evaluation and adaptive authentication are not
possible within the product today.

Avatier provides API access foBM and SIEM integratiokuppingerCole monitors Avatier and
information about their other IAM products is available in other reports.

6.3 AvocoSecurdrust Platform

AvocoSecure is a privatetyvned UK company offering Cloud and Adaptive Authentication semvibeir

product is called Trust Platforrfirust Platform is not derived from traditional IAM, but rather was built to

UK government security standards for high assurance verification of consumer ideAvtEnSecure

partners offer customer profile stage in cloud or hybrid installationks.is available either as a cloud

olaSR aSNWAOS 2NJ Oy 0SS R erdviionnfentdlndst Matfar8 R A y (1 2
accepts username/password, SMS OTP, and social logins from FacBbittek, Microsoft, LinkedIn, and
Googlelt also accepts federated login via SAML, OIDC, and OAuth.

Usinga REST API, Trust Platform can feed data to SIEM systems and Splunk.

KuppingerCole will continue to monitor AvocoSecure and will include thenturefpublications.
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6.4 Curity AB

Curity AB was founded in Stockholm in 20IBey are focused on integrating with and extending existing
IAM solutionswith authentication. Beyond passwords and KBA, Curity acceqibile pushotifications
many socialdgins, TOTP compliant hardware tokerms)dx.509 Curity supports SAML, OAuth, and OIDC.
It can function as a token exchange servara]in addition to the federation protocolss capable of

issuing JWTRKCE, and PPID.

The solution is deployed goremises butan run in containetsSince it interoperates withAM systems, it
does not have its own customer dataleasr risk enginelt provides basic identity analytics reports, GUI,
andAPI services.

YdzLILJAA Y ISNI 2€ S gAf £ G 6dtadihend indheKuiuleQa LINPINB&a FyR N
6.5 Duo Security

Duo Security provides a scalabéAsolution that can support a small to enterprisize user base. Duo

Security focuses on reducing the complexity of user identity verification while monitoring the health of

their devices before connecting them to the applications they.Bsdz2 Q& ¢ NHzAG SR ! O00S & a
multi- Sy Fyd {FF{ HC! &SO0dzNA awheniichtionavenisprbcessgt@p | dza S|
organization, that organization can then delegake$ @S NA T A Ol G A 2 y uttedticatofoS  dza S N.
5dz2 Qa ¢ NHz& (i S RDubdifé@3ange oftdtohdifaE®opdionds such abiometrics,Duo Push,

Duo Mobile passcodes, and SMS passcodes for mobile devices. Duo also supports RIPnNd2F

third-party HO'Rcompatible hardware tokens. The solution can also integrate with centaarables and
biometrics.

Regarding risk engine capabiliti€sjo can detect if thelza S NX asoftR&Gedsiup ® date, if the disk is
encrypted, if a screen lock is&bled, or if the device is managed or unmanad&do further reduces risk

by marking devices as trusted ahohding them to the specific user. With this feature, stolen credentials
FyR acC! O yQi 0 Splidiorsiem @ng otHer@éyees & |y | LJ

Although we have covered them in the past, and have an Executive View available, Duo did not respond
for this report.

6.6 Fusion Auth

FusionAuth is singleenant CIAM solution that can be deployed-premises or in a private cloud. Its self
hosted option is free for unlimited users and offers mobile and web MFA, social login connections, brute
force password attack detection, APIs ai@bhooks, customizable consumer data storage, admin Ul for
managing users, and detailed user seamol reporting capabilities. Managed cloud hostingghnical

support, and custom development options are available.

6.7 Singular Key

Singular Key offers a passwltgss MFA service with developegntric cloudnative authentication APl &
SDKs thatacilitate deploymentandallowusers to select the authenticattypesthey prefer. The solution
leveragegelevant authenticatiorstandardssuch a$-1DO

The company ieelatively new to the market but their cloudative approach wittafocus on eneuser
authenticator selection@uld prove appealing to consun¥acing businesse3he company has
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integration with SM®roviders mobile identity document authenticatiorgnd variousidentity providers
to provide secure and convenient phishirgsistant authentication options.

6.8 Swivel Secure

Swivel Secure was founded in 2000 and is headquartered in the UK. They support some staaskaids
authentication methods and they offesome proprietary authentication mechanisms. Thepyamise
version comes as an appliance and they also offer a hosted Baafroduct is licensed per user on an
annual basis.

Swivel Secure supponsobile push notifications, OATH tokens, and SMS OTP. The solution does not have
a mobile SDK. Swivel Secure has mobile apps that implement several varietieha$s&iN

authentication, such as a randomized floating keypad (PINPad) and a randomizedexhelnaite aligned

to preset PIN (TURing image authentication). To understand better how these work, see thé@e®emo

These apps do not use Global Platform SE/TEE or Secure EGclasemers can be provisied in from

LDAP. The solution supports SAML but does not support OAuth or OIDC. A user portal enables consumers
to provision devices and reset PINs themselves.

ldzi K/ 2y GNRE {SYyiNBQa NR&] Sy3airyS SgI f-ldgaionddad RS IA O
geovelocity, user attributes and user history. The risk engine and policy builder are somewhat coarse
grained and are not accessible via API. AuthControl Sentry cannot accept feeds frafhpamty 3raud or

threat intelligence sources. It do@®t interoperate with identity proofing services.

AuthControl Sentry can send event data to SIEMs over syslog. Delegated administration is not supported.

Swivel Secure takes a different approach to consumer authentication. While some basic standards are
supported, their emphasis has beento create etsylzi S a C! 2LJiA2ya GKFG NBf @
ability to remember passwords. Additional authenticators and IAM standards should be supported, and
the risk engine needs improvement: most importantl thbility to consume various forms of threat
intelligence.

6.9 Ubisecureldentity Server

Based in Finlandbisecureoffers anintegratedproduct solution thatdelivers consumer authentication
functionality.Most customers run Ubisecure gogremise on RHEL orikiows servers, but a few run it in
the cloud,and they have a Canadian MSSP partner.

Ubisecure customers can authenticate with passwords, Mobile ConB&&l, MSS, TUPAS, NerSIDS
OTPOTP TANVieonTrust MePINmartphonebiometricsauthenticator appand all the major social
logins plus VKontakte, Amazon, and GitHubisecure also supportsegal Entity Identifier (LEI). LEl is a
global identifier for companies, specified by the EU elDAS regulation, and endorsed by th&G2@
new standard to aid in compliance for AiMioney Laundering (AML) and Know Your Customer (KYC)
initiatives.LEl is a 2@igit alphanumeric coddJbisecure supports federation with SAML, OIS,
Federationand OAuth. It supports LDAP and REST for balkgioning.Ubisecure currently only looks at
a small number of risk factork.does not have the ability to utilize external cyber threat intelligence
feeds.

For more information on Ubisecure, see @xecutive View
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6.10 UXP Systems

Toronto, Canada based UXP Systems offers ConsumdediMes in theilUser Lifecycle Management
(ULM)Identity and Access Management moduld.M can act as a federation hub providing access to
multiple domains from aingle digital IDThey support SAML, OAuth, and OIDC, and can access user
attribute information in both LDAP and SQL databaBes.mobile authentication, they support Mobile
Connect.The platform also allows registration and authenticationsoaial networks such as Facebook
and Twitter.UXP Systemsfscused on helping the telecommunications industry with digital
transformation.KuppingerCole will monitor UXP Systems and possibly include them in reports in the
future.
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