
New Zealand Land Management Agency 
Uses Digital Certificates to Authenticate 
Online Database Users
Challenge
Toitū Te Whenua Land Information 
New Zealand (LINZ) is responsible for 
all of the country’s land transfers and 
for keeping title records. They needed 
to update their online database to 
include a nationwide electronic identity 
and signing platform that would allow 
authenticated users to easily and 
securely record property transactions 
across the country.  

Solution
LINZ incorporated Entrust digital 
certificates into the new platform to 
help ensure the security of the system 
by providing a second authentication 
point. Now, each user must have their 
own digital certificate, which is also 
used to digitally sign transactions as a 
way to ensure non-repudiation of the 
transaction.

Results
As part of a multi-year update to the 
online database (Landonline), LINZ 
has been developing a new technology 
platform (New Landonline) that can 
quickly and easily respond to changing 
customer needs, future technology 
trends, and changes in law.

With users authenticated and signing via 
Entrust digital certificates, LINZ was able 
to support 13,000 registered users to 
deliver annually:

 • 3.65 million property searches

 •  256,000 property titles issued/ 
re-issued

 • 600,000 property transactions

 • 12,300 survey plans

Learn more about Entrust Digital Certificates at Entrust.com

 https://www.entrust.com/digital-security/certificate-solutions/products/digital-certificates


Toitū Te Whenua Land Information 
New Zealand (LINZ) is the 
government’s lead agency for 
property and location information, 
Crown property, and managing 
overseas investments.

Its responsibilities include managing 
land titles, geodetic and cadastral 
survey systems, topographic 
information, hydrographic information, 
managing Crown property, and 
supporting government decision-
making around foreign ownership.

Objectives
As part of the update to the 
Landonline platform, LINZ was  
seeking to:

 •  Add easier and simpler 
processes for customers without 
compromising Landonline’s current 
high levels of security

 •  Implement identification and 
authentication processes across 
combined technologies

 •  Securely create and manage 
thousands of digital certificates

 •  Migrate 1-year digital certificates to 
2-year certificates by default

Technology and Services
 • Entrust digital certificates

 •  Support and consultancy from 
Entrust

Customer Profile
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Future-proofing a 20-year-old 
system  
When anyone in New Zealand buys, 
sells, or alters property, they need to be 
certain about details such as location, 
size, boundaries, and ownership. This 
information is recorded in the title for 
each property and held in LINZ’s online 
database, Landonline. Collectively, 
this information informs the financial 
and banking systems the New Zealand 
economy relies on. 

At 20 years old, Landonline needed to be 
modernized to ensure it integrates with 
modern software and is future-proofed. 
By moving to a cloud-based system, 
users – including surveyors, solicitors, 
conveyancers, banks, councils, and real 
estate agents – can access the new 
Landonline more easily across different 
devices and locations. And Entrust digital 
certificates help ensure those users 
are authenticated and that access and 
transactions are securely managed. 

Once a user has received and installed 
their digital certificate, they’re able to 
access and use Legacy Landonline and 
sign transactions in New Landonline. The 
level at which staff can access the system 
is determined by the account holder, 
giving organizations the ability to delegate 
permissions and activity across a team.
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On the leading edge
Having already successfully digitized 
almost the entire process of land 
management – something few countries 
have achieved – LINZ has been highly 
successful in developing the New 
Landonline platform. 

This update provides:

 •  Identification and authentication 
processes for users across multiple 
devices and operating systems

 •  Non-repudiation of signed 
transactions

 •  Ongoing support for more than 
13,000 users

 •  Migration of 1-year digital certificates 
to 2-year certificates

The Entrust advantage 
Entrust is a trusted certification authority 
focused on helping enterprises secure digital 
transactions, maintain compliance, and 
mitigate risks. Our award-winning products 
and services allow enterprises to take control 
of their digital identity and get the visibility 
needed to maintain compliance and mitigate 
risks.

Learn more about Entrust digital certificates
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