DATA SHEET

Entrust Cryptographic Security Platform (CSP)
Vault for KMIP

Managing Cryptographic Keys Using the Key Management Interoperability
Protocol (KMIP)

Overview

With the emergence of the Zero Trust security

framework based on the "never trust, always verify” Key Features

principle, encrypting data-at-rest and data-in-transit is a + FUllKMIP support from version 1.0 to 3.0

crucial component of cybersecurity. - Single pane of glass for the management of

) o keys across multiple applications
If a data breach occurs, encrypting sensitive data can be

an effective way to reduce the dreaded impacts on + Wide range of supported solutions including
your business. VMware, vSAN, and VM encryption

. . . - Deployed as a virtual appliance

Data encryption relies on the use of cryptographic keys

that need to be managed safely and securely over their High-availability (HA) support with
lifecycle. Any compromise of the key undermines the active-active cluster

protection provided by data encryption. Therefore, key
management is just as important as implementing strong
encryption. However, managing the cryptographic keys
for applications or databases is not a trivial task.

« Support separation of duties, least privilege,
and multitenancy

(Optional) Hardware key protection using

FIPS 140-3 certified HSMs
As a comprehensive protocol for the communication

between enterprise key management systems and
encryption systems, the KMIP was introduced to address PCI DSS, DISA STIG, NIST 800-130, HIPAA,
that complexity. KMIP is a widely adopted protocol for and other standards

handling cryptographic keys and secrets for virtualization

solutions, databases, endpoints, applications, storage

appliances, cloud solutions, and much more.

(Optional) Automated compliance engine for

With the Entrust Cryptographic Security Platform (CSP)
Vault for KMIP, businesses have visibility into all keys
across on-premises and cloud key management systems,
multiple automated workflows for keys documentation,
and advanced reporting capabilities.
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Benefits

Create Universal Key Management for
Third-Party Solutions

KMIP is a widely accepted industry standard for
communicating with endpoint clients and managing key
lifecycles, providing key management security for a wide
range of KMIP-compatible clients by fully supporting
KMIP versions 1.0, 1.1, 1.2, 1.3, 1.4, 2.0, 2.1, 3.0.
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The platform’s Key Management Vault for KMIP is both
VMware and NetApp certified, and interoperable with

a wide range of KMIP-compliant clients, including
VMware vSphere and vSAN; industry-standard storage
arrays such as NetApp, HPE, and Hitachi Vantara; and
other KMIP-compatible products such as Nutanix,
Rubrik, Cohesity, IBM Db2, MySQL, Veeam, Commvault,
and MongoDB.

Storage

Virtualization Platforms Data Management —

Key Management Interoperability Protocol (KMIP)
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Simplify Key Lifecycle Management and Protect
Your Data With the Highest Level of Assurance
Key management is becoming more complex with

the growing number of third-party solutions and the
diversification of solutions vendors. Administrators are
faced with complex and costly management of disparate
cryptographic keys for many different solutions provided
by multiple vendors.
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Cryptographic Security

Platform Key Management

Vault for KMIP

— Optional HSM root of trust

a Service

The Entrust Cryptographic Security Platform simplifies
management of cryptographic keys by providing a single
pane of glass and by automating the lifecycle of keys. So
you can easily manage encryption keys at scale.

The CSP vault can help you achieve the desired security
posture and ensure that best practices are followed by
implementing separation of duty, least privilege, dual

control, and audit trail generation.
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Facilitate Compliance With Regulatory

Requirements Using Entrust Cryptographic
Security Platform Compliance Manager

Beyond the cyber-threat risk, an increasingly
complex regulatory environment brings its own risks
to businesses.

Ensuring compliance with legal requirements and
standards is sometimes not possible when keys are not
segregated from the encrypted data.

While the platform’s Vault for KMIP offers a single pane
of glass for the management of cryptographic keys and
secrets, the platform’s Compliance Manager extends the
vault capabilities by providing an automatic approach to
help support compliance with industry regulations such
as PCI DSS, HIPAA, and GDPR.

Cryptographic Security Platform Compliance Manager
makes an ideal complementary tool by making it easier
to demonstrate compliance to auditors, not only for
cloud key management vaults but for all vaults across
your organization. Wherever you operate and whatever
the regulation, the platform’s Compliance Manager can
help you achieve and maintain compliance, improve your
security, and manage your risk.

Client Endpoint
Applications

VMware, Nutanix,
NetApp, MariaDB,
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Cloud MongoDB,

Commvault,
Veeam, Veritas, HPE,
Hitachi and many more
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On-Premises Databases
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How It Works

KMIP enables the secure creation and storage of
security objects such as symmetric and asymmetric
keys, certificates, and user-defined objects in a key
management server.

The CSP Vault for KMIP acts as the key management
server for clients that retrieve security objects via KMIP.
The vault generates and manages cryptographic
objects — such as keys — and securely delivers them on
demand to KMIP clients, including hypervisors, tape
drives, storage arrays, databases, and backup solutions

Each KMIP client connects and authenticates to a KMIP
vault using a TLS certificate.

Without online access to cryptographic keys, KMIP
clients cannot encrypt and decrypt data anymore. For
this reason, CSP vaults are usually deployed in an active-
active cluster across two separate sites for redundancy.

Each KMIP client may connect directly to any of the
nodes within the Vault Cluster.
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Technical Specifications

Supported KMIP Versions: Certification:

KMIP1.1-3.0 FIPS 140-3 Level 3 or eIDAS CC EAL4+ compliance
via Entrust nShield HSM on premises or as a service

Management and Monitoring:
Deployment Media:
- Centralized management with Web Ul
and Rest API ISO, OVA (Open Virtual Appliance), AMI (Amazon
. Syslog and Splunk integration Web Services marketplace), or VHD (Microsoft
Azure marketplace)

Platform Support:

« Centralized management with Web Ul
and Rest API

+ Syslog and Splunk integration
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Entrust Cryptographic Security Platform

The Entrust Cryptographic Security Platform provides a comprehensive solution for discovering and managing the
lifecycles of certificates, cryptographic keys, secrets, tokens, libraries, protocols, and configurations.

By centralizing cryptographic asset management, it enhances security, helps ensure compliance, and streamlines
operations, enabling seamless integration across both on-premises and cloud environments.

Compliance & Risk Management

+ Cloud KMS - Database KMS

- CBOM M « Cloud KMS (BYOK/HYOK)
- NMAP Dlscovery Key « Virtualization Encryption
« Third Party Scanners

« Container Encryption KMS

- Storage Encryption KMS
Management « Full Disk Encryption (Windows, Linux)
« API for Key Management

« Third Party Key, Secret, and & Inventory

Certificate Management Tools

Post-Quantum
Ready HSM

« FIPS 140-3 Level 3 Certified
« Physical Security

« Root of Trust

« Scalable Industry Leading
Hardware Architecture

« Timestamping Authority
- Validation Authority

« Enrolliment Gateway Enterprise PKI

« Third Party CA Gateway

« Kubernetes - Ansible
Secrets « OpenShift « Terraform

DataDog « SSH Proxy

Management :Jenkins « Databases

- Public CA, Entrust Private CA, Certificate

and Microsoft CA Support

« High Performance Certificate Lifecycle

Issuance

« Certificate Lifecycle Automation M a nag ement

.
Flle + No agents required
« Self-healing data

Encryption « FIPS 140-3 compliant

©2025 Entrust Corporation. All rights reserved. Entrust, Datacard, and the hexagon logo are trademarks, registered
trademarks, and/or service marks of Entrust Corporation in the U.S. and/or other countries. All other brand or product
names are the property of their respective owners. PK26Q2-csp-vault-for-KMIP-ds

ENTRUST

entrust.com Toll-Free: 888.690.2424 | International: +1.952.933.1223 | sales@entrust.com SECURING A WORLD IN MOTION


http://entrust.com
mailto:sales%40entrust.com?subject=

