@ NUTANIS,
ENTRUST

Nutanix and Entrust
KeyControl

Integration Guide

17 Oct 2023

© 2023 Entrust Corporation. All rights reserved.



Contents

1 Introduction. . . . 3
11. Documents to read first . . ... . 3
1.2. Product configurations . ... ... 3
1.3. Supported features . . ... . 3
1.4. Requirements . . . . 4

2. Install and configure Entrust KeyControl .. ... ... . . . 5
2.1. Upload the Entrust KeyControl ISO in AHV ... ... . ... 5
2.2. Deploy an Entrust KeyControl node on AHV. . . . ... 6
2.3. Join the two Entrust KeyControl nodes to form acluster. .............. ... .. .. 9
2.4, Create an Entrust KeyControl vault. .. ... ... . 9

3. Test integration. . . ... 12
3.1. Select KeyControl as the KMIP Server and generate the certificate requests . ... 12
3.2. Create the KMIP client certificate bundles ... ... ... ... ... ... ... ... .. 14
3.3. Add the Entrust KeyControl KMIP cluster to the Nutanix AHV cluster. . ..... ... 16
3.4. Add the Entrust KeyControl KMIP cluster certificates to the Nutanix AHV
ClUSEEr 16
3.5. Enable encryption . ... 18

4. Integrating with an HSM . .. 20

Nutanix and Entrust KeyControl Integration Guide 2/20



1. Introduction

This document describes the integration of Nutanix AHV cluster with the Entrust
KeyControl Key Management Solution (KMS). Entrust KeyControl serves as a KMS in
Nutanix AHV cluster using the open standard Key Management Interoperability Protocol
(KMIP).

1.1. Documents to read first

This guide describes how to configure the Entrust KeyControl server as a KMS in Nutanix
AHV cluster.

To install and configure the Entrust KeyControl server as a KMIP server, see the Entrust
DataControl and KeyControl Online Documentation Set, located in the Entrust Product
Documentation.

For more information related to either product refer to Entrust TrustedCare and the
Nutanix online services and portals.

1.2. Product configurations

The following versions have been tested for compatibility:

Product Version
Nutanix AOS v6.7 AHV 20230302.207
Entrust KeyControl v10.1.1

1.3. Supported features

The following Entrust KeyControl features have been tested in this integration.

Entrust KeyControl Feature Support

Deployment in Nutanix AHV  Yes

from ISO

Cluster Mode Yes
Cluster Expansion Yes
Node Removal Yes
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Entrust KeyControl Feature  Support

Retain Configuration After Yes
Total Cluster Power-Down

Support for the following Nutanix features have been tested in this integration.

Supported Nutanix Feature  Support

Data-at-Rest Encryption Yes
Cluster Expansion Yes
Node Removal Yes
Re-Keying Yes

1.4. Requirements

Entrust recommends that you allow only unprivileged connections unless you are
performing administrative tasks.
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2. Install and configure Entrust KeyControl

The following steps summarize the deployment of the Entrust KeyControl in cluster
mode in Nutanix:

1. Upload the Entrust KeyControl ISO in AHV
2. Deploy an Entrust KeyControl node on AHV
3. Join the two Entrust KeyControl nodes to form a cluster.

4. Create an Entrust KeyControl vault

A two-node cluster was deployed for this integration. Refer to the following link for
Online Documentation Set.

KeyControl can be deployed on AHV using the ISO image. The ISO image is available at
Software Downloads. Installation instructions are available at ISO Installation

2.1. Upload the Entrust KeyControl ISO in AHV

1. Log into the Nutanix Prism Element web UlL.
2. Select the Settings control on the top tool bar.

3. In the left menu, select Image Configuration. The Image Configuration page
appears. For example:

BizDev0203

Image Configuration

Settings
g s to be used for creating v i

+ Upload Image
Cluster Detals
Configure CVM
Convert Cluster —— 1S0 ACTIVE 973 MiB s %
Expand Cluster

e —— DISK ACTIVE  60GiB s %
Image Configuration ‘

150 ACTIVE ~ 243GiB s %

4. Select Upload Image. The Create Image dialog appears.

5. Enter Create Image information:

> For Name, enter a unique name. For example, ISO-Entrust-KeyControl-5.5.1.
> For Image Type, select ISO.
> For Storage Container, select the required container.

> Select Upload a file, browse to the ISO file and select it for use.

For example:
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Create Image

Name

| 1SO-EntrustKeyControl-5.51-551000309 |

Sto: nta
default-container-9252 v

Image Source

> From URL

@ Upload a file 'Browse... | Entrust-KeyControl-5.51-551000309.is0 l

< Back Cancel m

6. Select Save.
7. On the Image Configuration page, confirm that the image is ACTIVE. For example:

Image Configuration
Manage the images to be used for creating virtual disks.

+ Upload Image

IS0 ACTIVE 973 MiB /X
5 DISK ACTIVE 60 GiB VR 4

For reference, see Configuring Images in the Nutanix online documentation.

2.2. Deploy an Entrust KeyControl node on AHV

1. Log into the Nutanix Prism Element web UI.

2. Select VM from the pull-down menu on the top tool bar. The VM page appears. For

example:

BizDev0203 M

n Include Controller VMs 7VMs o Q
3 CPU  Memory ControllerRead Controller Wit Controllerl0  Controlier Avg 10 Flash
v Cores Memory Capacity Storage
Addh Usage Usage 1S oS Bandwidth Modk

3. Select the Table tab.
4. Select Create VM. The Create VM dialog appears.

5. Under General Configuration information:

> For Name, enter a unigue name for the VM.
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> For Timezone, select your timezone.

> Clear Use this VM as an agent VM.

For example:

Create VM ? x

General Configuration

Name

entrust-kmst

Description

Timezone

| (UTC - 07:00) America/Phoenix Cluster v |
Use UTC timezone for Linux VMs and local timezone for Windows VMs.

(0 Use this VM as an agent VM

6. Under Compute Details information:

o For vCPUs, enter 2.

> For Memory, select 60.

For example:

Compute Details

vCPU(s)

Number Of Cores Per vCPU

1

Memory (@

7. Under Boot Configuration information:

> Select Legacy BIOS.
> Under Disks, select the edit button for the CD-ROM entry. The Update Disk
dialog appears.

> |n the Update Disk dialog:

= For Operation, select Clone from Image Service.
= For Bus Type, select SATA.
= For Image, enter the ISO file name.

m Select Update.

For example:
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Update Disk 2 x

Boot Configuration The CD-ROM is empr
O Legacy BIOS

Set Boot Priority

Operation

Clone from Image Service -

Bus Type

O UER®

Disks + Add New Disk
SATA

Image (7
g

“entrust-key:umrol-iso I

Size (GIB) (3

CD-ROM  ide.0 EMPTY=true; BUS=ide

Index

Cancel Update

> Select Add New Disk. The Add Disk dialog appears.
> |In the Add Disk dialog:

= For Operation, select Allocate on Storage Container.

= For Bus Type, select SCSI.

m For Storage Container, select the required service container.
= For Size, select 200.

= For Index, select Next Available.

= Select Add.

For example:

Add Disk ? x
Ty
DISK v
piks
Operation
Allocate on Storage Container v
CD-ROM sata®  SIZE-2.44GiB; EMPTYfalse;... s % Bus Type
SCSI v
Storage Container
Idefaun-container-9252 (34.8TiB free) I v

Size (GiB) (7
\

Index

Next Available v

Cancel

8. Under Network Adapters (NIC), select Add New NIC. The Create NIC dialog
appears.

9. In the Create NIC dialog, select your Subnet Name and select Add. For example:
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Create NIC ? x

‘Volume Groups
Subnet Name
Please create a VM before you can add a volume group. | NR_PRTOHCP E‘
NR-PRT_DHCP
NR_PRT_STATIC
Si=s ot = st
Network Connection State
Connected
Network Adapters (NIC)

Private IP Assignment

NONE

cencel

10. At the bottom of the Create VM dialog, select Save to save the VM.
1. On the VM page, confirm that the VM is created. For example:

BizDev0203

Overview - Table + Create VM Network Config
Include Controller VMs 7VMs s Q
..... fash
VM Name Host 1P Addresses  Core soage 0 on ol FRREEL S R TR TR sackupa.
Capacity Usage  Usage 0PS oPs Banawidth Latena Mode
° _entrustkms! 2 60GIB  422GiB/200Gi8 0% 0% o 7 39 KBps 196ms  Yes No
Summary > entrustkmsl Manage Guest Tools c 7 Up x
VM DETAILS VM Performance Virtual Disks VMNICs VM Snapshots VM Tasks /O Metrics Console
Name « entrust-kms1
CPU Usage Peak: 715% Current: 0%

Description

D
5481cf80-94ed-46b0-80e4-3fcfI968...

12. Select Power on to start the VM.
For reference, see Create a VM in the Nutanix online documentation.

1. Repeat the above to create a second node.

2.3. Join the two Entrust KeyControl nodes to form a

cluster.

Join the two Entrust KeyControl nodes in a high availability cluster following the
instructions Installing a New KeyControl Vault Cluster Additional information can be

found at Entrust Dcoumentation. Search for the KeyControl.

2.4. Create an Entrust KeyControl vault

1. Sign in to the Entrust KeyControl Appliance Manager.

2. In the Appliance Management home page select Vault Management.
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Help

Account Settings AP Documentation

Security Administrator Vault Management
Change Password e a—]

Full Name:

Logout

3. In the Vault Management home page, select Create Vault. The Create Vault dialog

KeyControl - o SWITCH TO:
@ ENTRUST Vault Management = secroot Appliance Management ?
Vaults

Each vault has unique authentication and management

£+ Settings

4. In the Type drop-down box, select KMIP. Enter the required information. Then select
Create Vault. For example:

Create Vault

A vault will have unique authentication and management
Type
Choose the type of vault to create

KMIP

Name *
DusanixAkly.

Description

Entrust KeyControl serves as a KMS in Nutanix AHV cluster using the open standard Key Management Interoperability Protocol \

(KMIP).

4

Max. 300 characters

Administration

Invite an individual to have complete access and control over this vault. They will be responsible for inviting additional members
Admin Name*

admin

Admin Email *

admin@nutanix.com

Create Vault Cancel

5. Bookmark the following URL and save the credentials. You will receive an email with
the above information if the SMTP was set.
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@ Vault Successfully Created

You will need to send the following information to the Vault Admin
so they can log into their vault

Vault URL

https://10.16.48 81/kmip/al9adf23-78bf-4f24-a69a-6244c6681e23
/NutanixAHV/

It copy

User Name
admin@nutanix.com
It Copy

Temporary Password
xdtong-4vlabg-Bfchbou
It Copy

Close

6. Sign in to the URL provided above with the temporary password. Change the initial
password when prompted. Sign in again to verify.

©

ENTRUST

KeyControl
Vault for KMIP

Sign in to your account

User Name

admin@nutanix.com

Password

-cooo--co.o| ()

7. Notice the new vault.

KeyControl
Vault for KMIP

@ ENTRUST

A Home

v la

Objects Security Audit Logs
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3.

Test integration

The following steps summarize the integration testing of the Entrust KeyControl in

cluster mode and data-at-rest encryption in Nutanix:

1.

o A N

Select KeyControl as the KMIP Server and generate the certificate requests
Create the KMIP client certificate bundles

Add the Entrust KeyControl KMIP cluster to the Nutanix AHV cluster

Add the Entrust KeyControl KMIP cluster certificates to the Nutanix AHV cluster

Enable encryption

3.1. Select KeyControl as the KMIP Server and generate
the certificate requests

1.
2.

4.

Log into the Nutanix Prism Element web UI.

Select the Settings pull-down menu in the toolbar, scroll down, and select Settings
again. The Gear icon in the top right of the toolbar does the same operation.

Select Data-at-rest Encryption under Security on the Settings left pane. Then select
Edit Configuration or Continue Configuration.

BizDev0203 Settings . ~ Q ? v @& entrust! v

. Data-at-Rest Encryption el
Settings
SNMP Data-at-Rest Encryption

Encrypting your cluster will help keep your information safe.

Cluster Lockdown
Data-at-rest Encryption
Filesystem Whitelists
SSL Certificate

Edit Configuration

Data-at-rest encryption is not set up. Please configure it first to enable this feature.

Select An external KMS.
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BizDev0203

Data-at-Rest Encryption >

Settings

Select Key Management Server (KMS)

A
The KMS manages the encryption keys used to encrypt data.

Native KMS (local)
Keep your keys secured locally with the Native KMS. This can only be used via software encryption
and the cluster must contain at least three nodes

Cluster Lockdown

Data-at-rest Encryption

Filesystem Whitelists The PE is not registered to a PC

SSL Certificate
@ 2n external KMS
Configure Key Management Servers and upload SVM certificates. You will manually download and
upload certificates to validate the KMS. Nutanix recommends having two or more Key Management
Servers for redundancy.

Alert Email Configuration

SMTP Server
Certificate Signing Request Information

5. Scroll down to Certificate Signing Request Information. Fill the request form, then
select Save CSR Info.

BizDev0203

Data-at-Rest Encryption ?

Settings

“ Certificate Signing Request Information

Enter the following information to generate the Certificate Signing Requests for the cluster.

Email Country Code
Cluster Lockdown
Data-at-rest Encryption City State
Filesystem Whitelists
SSL Certificate
Organization Organizational Unit

Alert Email Configuration Save CSR Info Download CSRs

SMTP Server

6. Select Download CSRs. When the Certificate Signing Request form appears, select
Download CSRs for all nodes.

BizDev0203

. Data-at-Rest Encryption 2
Settings
~
Successfully saved Certificate Signing Request Information x
~
Certificate Signing Requests
Download CSRs for all nodes
Download the CSRs for the Nodes
Cluster Lockdown
Node Address Action
Data-at-rest Encryption
Download
Filesystem Whitelists
SSL Certificate Download
Download
Alert Email Configuration
< Back

SMTP Server

7. The compressed csrs.zip file is created. Save the file locally. Extract the files. Notice
that a certificate request was created for each node in the Nutanix AHV cluster.
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I C5rs

Share View o o
» ThisPC » Downloads » csrs v O Search csrs »
Mame Date modified Type
‘ess
D = cer_x309 6/2/2021 216 PM Text Document
D I_csr_x509 6/2/2021 216 PM Text Document
ads B csrxS09  6/2/2021 216 PM  Text Document

% %N

3.2. Create the KMIP client certificate bundles

1. Log into the Entrust KeyControl vault created in section Create an Entrust
KeyControl vault.

2. Select the Security incon, and then the Client Certificates icon.

KeyControl
Vault for KMIP N K & 2

@ ENTRUST

A Home

)

Security

Access Policies

3. Select Create a Client Certificate Now.

@ ENTRUST

# Home % Client Certificates x

KeyControl
NuanixaHv R & P

Vault for KMIP

Manage Client Certificate
Filter

Name Valid From Expiration Generated From External CSR Authentication

Create a Client Certificate Now

4. Enter the Certificate Name in the text box. Choose a name unique per a given node
in the Nutanix cluster, for example the last octet of the node’s IP address as part of
the name.

5. Select Load File and choose the certificate request from section Select KeyControl
as the KMIP Server and generate the certificate requests corresponding to the given
node. These certificates are not .csr type. You may need to allow All file types for
them to show in the file manager window. Then select Create.
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Create Client Certificate x
Add Authentication for Certificate

Certificate Name =

nutanix-node-ip-55

Certificate Expiration *

Oct 6, 2024

Certificate Signing Request (CSR)

10.16.0.55_66900468-5859-4a84-95¢c1-de504e7ebb8b_c..

Encrypt Certificate Bundle

Cancel

6. Create certificates for the other nodes.

KeyControl
@ ENTRUST | veutorionr Nnxay K & 9
#4 Home  # Client Certificates. x

Manage Client Certificate

Filter

Name Valid From Expiration Generated From External CSR Authentication
nutaniz-node-ip-15 Oct 5, 2023, 9:25:03 AM Oct 5, 2024, 925:03 AM v Yes Disable
nutanii-node-ip-16 Oct5, 2023, 9:27-18 AM Oct 5, 2024, 92718 A v Yes Disable
nutaniz-node-ip-17 Oct 5, 2023, 9:27:58 AM Oct 5, 2024, 927:58 AM v Yes Disable
nutanix-node-ip-18 Oct 5, 2023, 9:28:55 AM Oct 5, 2024, 9:28:55 AM v Yes Disable
nutaniz-node-ip-55 Oct 5, 2023, 9:20:36 AM Oct 5, 2024, 9:20:36 AM v Yes Disable
nutanix-node-ip-56 Oct 5, 2023, 9:30:07 AM Oct 5, 2024, 9:30:07 AM v Yes Disable
nutanix-node-ip-57 Oct 5, 2023, 9:30:34 AM Oct 5, 2024, 9:30:34 AM v Yes Disable

7. Select one of the certificates created above. Then select Download.

8. Notice the download file name <username_datetimestamp>.zip. Unzip the file. It
contains a user certification/key file called username.pem and a server certification file
called cacert.pem.

"' (i = | it Downloads — O X
Home Share View Compressed Folder Tools N4 o
&« ~ 4~ ¥ » ThisPC > Downloads v U Search Downloads »r

| M + | nutanix-node-ip-55_2023-10-05-14-05-25 - O )
Home Share View v
T » This PC > Downloads » nutanix-node-ip-55_2023-10-05-14-05-25 v Q| | Search nutanix-node-ip-55_20... ,

Name Date modified Type Size

A Quick access
B Desktop * ~ cacert.pem 10/6/2023 9:54 AM  PEM File 5 KB

# Download P | nutanix-node-ip-55.pem 10/6/2023 9:54 AM  PEM File IKB
ownloads

9. Repeat the step above for the other certificates.

o The cacert.pem file for each node above are identical. The
username.pem files are unique for each node.
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3.3. Add the Entrust KeyControl KMIP cluster to the
Nutanix AHV cluster

—_

Log into the Nutanix Prism Element web UI.
Select the Settings icon to the right of the toolbar to bring up the Settings menu.

Select Data-at-rest Encryption under Security on the Settings left pane.

A WD

Select Continue Configuration. Then scroll down and select Add New Key
Management Server.

5. Enter a name for the Entrust KeyContol cluster, and the IP address of all the nodes in
the cluster. The default port is 5696. Then select Save.

BizDev04 Settings v . v Q ?2 v & entrust v

. Data-at-Rest Encryption ?
Settings
A
Add a New Key Management Server
i Add Address
Enter a name and at least one address for the Key Management Server.
Cluster Lockdown NAME
EntrustKeyControl
Data-at-rest Encryption
Filesystem Whitelists ADDRESS PORT
10.16.48.81
SSL Certificate
ADDRESS PORT
1016.48.82
Alert Email Configuration

6. Select Add New Certificate Authority further down. Name the CA, then select
Upload CA Certificate, and choose one of the cacert.pem files created above. All
cacert.pem files are identical. Then select Save.

Q ?v % entrust v

Data-at-Rest Encryption ?

Settings

N Add a New Certificate Authority

Upload the Certificate Authority (CA) certificate and enter a name for the
P v (CA) Upload CA Certificate
Certificate Authority.

cacert.pem is selected
Cluster Lockdown

Data-at-rest Encryption
CERTIFICATE AUTHORITY NAME

Filesystem Whitelists EntrustKeyControl

SSL Certificate

3.4. Add the Entrust KeyControl KMIP cluster certificates
to the Nutanix AHV cluster

1. Log into the Nutanix Prism Element web UlL.
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2. Select the Settings icon to the right of the toolbar to bring up the Settings menu.
3. Select Data-at-rest Encryption under Security on the Settings left pane.

4. Select Continue Configuration. Then scroll down to the Key Management Server
section.

5. Select the Manage Certificates hyperlink of the EntrustKeyControl cluster. This
hyperlink is below Actions.

@ [0 BizDevos - Prism [ BizDev11-Pris X Nutanix Web Console @ Appliance Manag: @ KeyControl Vault @ Appliance Manag: @ KeyControl Vault + v = X
&~ C @ O & 52 https//10.16.1.25:9440/console/#page/settings/encryption 0% ¥ R A B

BizDev11 Setting:

X Data-at-Rest Encryption 2
Settings
~
NEWUIK Lonngurauon ~ EntrustKeyControl 503
Network Switch Status Address Actions
NTP Servers Upload 1016.48.82: 5696 Manage Certificates
1016.48.81: 5696
SNMP
Add New Key Management Server
Cluster Lockdown
KMS CA Certificates
Data-at-rest Encryption Configure Certificate Authorities used to validate Key Management Server authenticity. At least one
Filesystem Whitelists certificate authority is required for encryption.
SSL Certificate
EntrustKeyControl Delete
[ v
Alert Emall Configuration
SMTP Server
v

L A G TP ENG Z30Em 51

10/5/2023

BizDevi1 . Q?v % entrust v

X Data-at-Rest Encryption 2
Settings
N
~ Manage Signed Certificates Upload Files Test all nodes
Cluster Detalls @ File Upload %
Configure CVM « v « Downl.. > nutanix-node-ip-16_2023-10-05-14-05-06 v U | Search nutanix-node-ip-16_20.. @
Convert Cluster ) = _
Organize > New folder E- m @
Expand Cluster n ~
Name Date modified Type Size
Image Configuration s Quick access
cacert.pem 10/5/2023 220 PM  PEM File 5
L m Desktop
Icensing nutanix-node-ip-16.pem 10/5/2023 220 PM  PEM File 3
3 Downloads
Reboot
4 Documents
Remote Support  pictures
Upgrade Software O TbE
& Network i AC >
File name: |nutanix-node-ip-16.pem ~| [l Files v v
Connect to Citrix Cloud Saneh

7. Notice the status for the node corresponding to the selected certificate displaying
Uploaded. Select Test CS and the status changes to Verified.
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BizDev11

Q ? v & entrust v

Data-at-Rest Encryption

Status

Waiting for Upload

Upload Files

Action

Test all nodes

Uploaded

Test CS - Delete I

Settings

X Manage Signed Certificates
Cluster Detalls
Configure CVM Address
Convert Cluster 1016115
Expand Cluster 1016116
Image Configuration 1016117
Licensing 1016118
Reboot
Remote Support
Upgrade Software < Back

8. Repeat the above for the other nodes.

BizDev0203 Settings

Waiting for Upload

Waiting for Upload

Q ? v @& entrustt v

Data-at-Rest Encryption

Settings

Cluster Lockdown Testing successful
Data-at-rest Encryption

Filesystem Whitelists Manage Signed Certificates

SSL Certificate

Address

1016.0.35

1016.0.36
Alert Email Configuration

1016.0.37
SMTP Server

< Back

Configure Witness

3.5. Enable encryption

To enable encryption:

—_

Select Enable Encryption.

o A N

Encrypt.

Status

Verified

Verified

Verified

Log into the Nutanix Prism Element web Ul.

Upload Files Test all nodes

Re-Test CS

Re-Test CS

Re-Test CS

Action

Delete

Delete

Delete

Select the Settings icon to the right of the toolbar to bring up the Settings menu.

Select Data-at-rest Encryption under Security on the Settings left pane.

Enter the word ENCRYPT to confirm encryption in the pop-up window. Then select
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Confirm Encryption X

All data on the cluster will be securely encrypted. Type

ENCRYPT to confirm cluster encryption.

ENCRYPT ‘

Cancel Encrypt

6. The following display confirms that the cluster in now encrypted.

BizDev0203 Settings

Data-at-Rest Encryption 2

Settings

SNMP ~ Success! The cluster is now encrypted. x

Data-at-Rest Encryption

Encrypting your cluster will help keep your information safe.
Cluster Lockdown

Data-at-rest Encryption
Filesystem Whitelists

SSL Certificate

Manage Keys
Alert Email Configuration

SMTP Server Encryption State of Cluster: Software encryption is enabled. o
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4. Integrating with an HSM

For guidance on integrating the Entrust KeyControl with a Hardware Security Module
(HSM), consult with your HSM vendor. If you are using an Entrust nShield HSM, refer to
the Entrust KeyControl nShield HSM Integration Guide available at Entrust
documentation library.
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