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1. Introduction

This document describes how to integrate Microsoft SQL Server with the nShield
Database Security Option Pack (nDSOP V2.1) using an Entrust nShield hardware security
module (HSM) as a Root of Trust.

1.1. Product configurations

Entrust tested the integration with the following versions:

Product Version

Base OS Windows Server 2019 Datacenter

SQL Server Microsoft 2016 Enterprise Microsoft 2019 Enterprise
Microsoft SQL Server v18.8

Management Studio

1.2. Supported nShield hardware and software versions

Entrust tested the integration with the following nShield HSM hardware and software
versions, and SQLEKM provider:

Product Security World Firmware Netimage
Connect XC 12.60.11 12.50.11 (FIPS Certified) 12.60.10
Connect XC 12.80.4 12.50.11 (FIPS Certified) N/A
Connect XC 12.80.4 12.72.1 (FIPS Pending) N/A

Supported nShield SQLEKM provider:

Product Version

nDSOP 21

1.3. Supported nShield functionality
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Functionality Support

FIPS 140-2 Level 3 Yes
Key Management Yes
Key Generation Yes
Key Recovery Yes
1 of N Card Set Yes
Softcards Yes
Module Only Key No
Fail Over Yes
Load Balancing Yes
nSaaS Yes

1.4. Requirements
Be familiar with:

¥ The Microsoft SQL Server features and documentation.
¥ The Microsoft SQL Server Management Studio features and documentation.

¥ The T-SQL language. The minimum requirement for T-SQL is a basic understanding
of SQL tasks such as creating a database or tables.

¥ Database security concepts and practices.

¥ The documentation for the HSM.

1.5. Terms

Acronym Definition

SQLEKM SQL Server Extensible Key Management
TDEKEK TDE Key Encrpytion Key

TDEDEK TDE Database Encrpytion Key
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2. Setup

Prerequisites:

¥ A Windows Server with Microsoft SQL server.
¥ SQL Server Management Studio installed.

¥ The database TestDatabasehas been created and is available for the integration.

2.1. Install the Security World software and create a
Security World

To install the Security World software and create a Security World:

1. Install the Security World software by double-clicking on the SecWorld_Windows-
xX.xX.xx.iso file. For detailed instructions, see the Installation Guide and the User
Guide for the HSM available from the installation disc.

2. Add the Security World utilities path C:\Program Files\nCipher\nfast\bin to the
Windows system path.

3. Open the firewall port 9004 for the HSM connections.

4. Install the nShield Connect HSM locally, remotely, or remotely via the serial console.
See the following nShield Support articles, and the Installation Guide for the HSM:

! How to locally set up a new or replacement nShield Connect
! How to remotely set up a new or replacement nShield Connect

I How to remotely setup a new or replacement nShield Connect XC serial console
model

5. Open a command window and run the following to confirm that the HSM is
operational :

C:\Users\dbuser>enquiry

Server:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number 530E-02E0-D947 7724-8509-81E3 09AF-0BE9-53AA 9E10-03E0-D947
Emode operational

Module #1:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number 530E-02E0-D947
Emode operational

E...

6. Create a Security World if one does not already exist or copy an existing one. Follow
your organizationOs security policy for this. Create extra ACS cards as spares in case
of a card failure or lost. These cannot be duplicated after the Security World is
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created.

7. Confirm that the Security World is usable:

C:\Users\dbuser>nfkminfo

World

Egeneration 2

Estate  0x37270008 Initialised Usable ...
E..

Module #1

Egeneration 2

Estate  0x2 Usable

£

2.2. Install the nShield nDSOP
To install the nShield nDSOP:

1. Mount the nDSOP_Windows-x.x.x.isdfle.

2. Double-click the setup file and follow the instructions.

2.3. Create the Operator Card Set (OCS) or Softcard

The OCS or Softcard and associated passphrase will be used to authorize access to
specific keys protected by the SQLEKM provider. Typically, an organizationOs security
policies dictate the use of one or the other.

2.4. Create the OCS

A SQL Server credential (as used for EKM) maps one protecting token to one stored
passphrase. It can store information for only one token at a time. An OCS does have a
quorum of one.

Recovering from a power failure requires the OCS to be inserted in the HSM or the TVD.

1. Ensure the cardlist file located in the path C:\ProgramData\nCipher\Key Management
Data\config\ contains the serial numbe of the card(s) to be presented or the wildcard
value.

2. Open a command window as administrator.

3. Execute the following command. Enter a passphrase or password at the prompt.
Follow your organizationOs security policy for the OCS values. After an OCS card set
has been created, the cards cannot be duplicated. Notice that slot 2 , remote via a
Trusted Verification Device (TVD), is used to present the card.
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>>createocs -m1 -s2 -N nDSOPocs -Q 1/1
FIPS 140-2 level 3 auth obtained.

Creating Cardset:

EModule 1: 0 cards of 1 written

EModule 1 slot 0: Admin Card #1

EModule 1 slot 2: blank card

EModule 1 slot 3: empty

EModule 1 slot 2:- passphrase specified - writing card
Card writing complete.

cardset created; hkltu = 6¢9¢c2b7c¢32fb884a531e08f7a37edc3924fb5e76

Add the -p (persistent) option to the command above if you want:

! to be able to encrypt/decrypt the database after the OCS card has been
removed from the HSM front panel slot or from the TVD.

I the ability to persist after a reboot.
The authentication provided by the OCS as shown in the command line above is non-
persistent and only available while the OCS card is inserted in the HSM front panel

slot or the TVD. If the TVD loses connection to the Remote Administration client the
database will be inaccessible.

4. Verify the OCS created:

>nfkminfo -c
Cardset list - 1 cardsets: (P)ersistent/(N)ot, (R)emoteable/(L)ocal-only
EOperator logical token hash k/n timeout name

E6c9c2b7c32fb884a531e08f7a37edc3924fh5e76 1/1 none-NL nDSOPocs

2.5. Create the Softcard

A SQL Server credential (as used for EKM) maps one protecting token to one stored
passphrase. Softcards are singular and do not have a quorum, so the SQL Server
credential matches them quite well.

Unlike OCS protection, which requires a smart card and a passcode, a softcard does not
require additional input for recovery after a power failure.

1. Ensure the C:\Program Files\nCipher\nfast\cknfastrc file exists with the following
content. Otherwise, create it.

> type "C:\Program Files\nCipher\nfast\cknfastrc"
CKNFAST_LOADSHARING=1

2. Execute the following command. Enter a passphrase at the prompt.
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>>ppmk -n nDSOPsoftcard

Enter new pass phrase:
Enter new pass phrase again:
New softcard created: HKLTU 629a3a902eec139fb5136afec7b0f0801f45b60d

3. Verify the Softcard created:

>nfkminfo -s

SoftCard summary - 1 softcards:

EOperator logical token hash name
E629a3a902eec139fb5136afec7b0f0801f45b60d nDSOPsoftcard

The rocs utility shows the OCS and Softcard created:

>rocs

“rocs' key recovery tool

Useful commands: “help' , “help intro ', “quit'
rocs> list cardset

No. Name Keys (recov) Sharing

E 1 nDSOPocs 1 (1) 1lofl

E 2 nDSOPsoftcard 0 (0) (softcard )
rocs> quit

2.6. Enable EKM and register the SQLEKM provider
To enable EKM and register the SQLEKM provider:

1. Launch the SQL Server Management Studio GUI.
2. Enable EKM by executing the following query:

sp_configure 'show advanced', 1

GO

RECONFIGURE

GO

sp_configure 'EKM provider enabled' , 1
GO

RECONFIGURE

GO
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‘_5; SOLQuery2.sql - MS_SOL_EKMNINTEROPDATABASE. TestDatabase (sa (52))" - Microsoft SOL Server Management Studio (Administrator)

File Edit View Query Project Tools Window Help

P00 (B -2 BNy BERABR[ YD D

Quick Launch (Ctrl+Q) Pl B x

M= - =

“f | TestDatabase - | b Becte w o B2 B
Object Explorer ~ 1 SQLQuery2.sql - MS...tDatabase (sa (32))* 7 X
[r sp_configure 'show advanced', 1
Connect~ ¥ ¥ (VIS G*F.'J; g
Database Snapshots ~ RECONFIGURE
@ RetinaCSDatabase GO
= @ TestDatabase sp_configure 'EKM provider enabled’, 1
Database Diagrams G0
= Tables RECONFIGURE
Systermn Tables %0
FileTables
External Tables =)
Graph Tables
A dbo.TestTable
Views
External Resources 57
Synenyms 100% -
Programmability £ Messages
Service Broker Configuraticn cpticn 'show advanced cpticns’ changed frem 0 to 1. Bun the RECONFIGURE = a
Storage Configuration option 'ERM provider enzbled' changed from 0 to 1. Run the RECONFIGURE st
Security
=] Security Completion time: 2021-06-28T15:55:11.0707527-04:00
Logins
Server Roles
Credentials
Cryptographic Providers
Audits
Server Audit Specifications
Server Objects -
Replication 100% ~|4 4
PolyBase w 0 Query executed successfully. MS_SQL_EKM\INTEROPDATABASE ... | sa (52) | TestDatabase | 00:00:00 | 0 rows

3. Register the SQLEKM provider with the SQL Server by executing the following query:

CREATE CRYPTOGRAPHIC PROVIDER nDSOP

E FROM FILE = 'C:\Program Files\nCipher\nfast\bin\ncsglekm.dIl'

4. Check the SQLEKM provider is listed in the SQL Server Management Studio GUI. Go

to Security > Cryptographic Providers

verify that it is enabled.

. NDSOP should be visible. Right-click it to

4 SOLQuery2.sql - MS_SQL_EKM\INTEROPDATABASE TestDatabase (sa (52))* - Microsoft SOL Server Managem... Quick Launch (Cirl+0) Al = O x
File Edit View Project Tools Window Help

P00 (B a-UE | BNevaey BR B RR| LA 2-C- || |4 -|m
: | | Execute | | ‘ | | =

Object Explorer > ox

Connect~ ¥ ¥ ¢

= @ MS_SCOL_EKM\INTEROPDATABASE (SOL Server 15.0.2000.5 - sa)
Databases

= Security
Logins
Server Roles
Credentials
= Cryptographic Providers
>3 nDSOP
Audits
Server Audit Specifications
Server Objects
Replication
PolyBase
Always On High Availability
Management
Integration Services Catalogs

22 SOL Server Agent (Agent XPs disabled)
{#] XEvent Profiler

L[] Ready
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50LQuery2.sql - MS.. tDatabase (sa (32))* +
-ICREATE CRYPTOGRAPHIC PROVIDER nDSOP —
FROM FILE = 'C:\Program Files\nCipher\nfast\bin\ncsglekm.dll' a

-
W0 - 4 3
EF Messages

Cormands completed successfully. -

Completion time: 2021-06&-30T10:39:03.5554673-04:-00

-

W% -4 3
0 Cuer... | M5_SCL_EKM\INTEROPDATABASE ... | sa (52) TestDatabase = 00:00:00 | 0 rows
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2.7. Verify the SQLEKM provider configuration

To verify the SQLEKM provider configuration:

1. Run the following query:

SELECT FROM sys.cryptographic_providers ;

4 list-cryptographic-providers.sql - MS_SQL_EKNM\INTEROPDATABASE TestDatabase (sa (53)) - Microsoft SOL Server Management Studio (Admin... Cuick Launch (Cirl+ ©) P - O x
File Edit View Query Project Tools Window Help

fe-0(B- -2 Rl BNy BRKAD XAA]2-C-[B] -|F - REEE-

“ | TestDatabase < pEece n v AE]FE R EED| = e|E=x|w.

Oect e ] = copiogic ssbee s 62+ I

S ¢ BELECT * FROM sys.cryptographic_providers;

o @ MS_SOL_EKM\NTEROPDATABASE (SQL Server 15.0.2000.5 - sa)
2 Databases
System Databases
Database Snapshots
W TestDatabase
Security
Server Objects
Replication
PolyBase
Always On High Availability -
Management 100% -

FH Resuts @ Messages
iderjd  name guid version  dl_path
i nDSOP  5468616C-6573-206E-4369-706865720000 2100 C:\Program Files\nCipher\rfast\bin\ncsglekm

|

HEEEEEBDB®

Integraticn Services Catalogs
23 S0L Server Agent (Agent XPs disabled)
¢] XEvent Profiler

< >

@ Query executed successfully. MS_SQL_EKM\INTEROPDATABASE ... sa (53) TestDatabase 00:00:00 | 1rows

Verify the following:

I The version matched that of the nDSOP installation iSO .
I Pathto dll is correct.
! is_enabled columnsetto 1

2. Run the following query:

SELECT FROM sys.dm_cryptographic_provider_properties ;
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s list-cryptographic-providers-properties.sql - MS_SQL_EKM\INTEROPDATABASE TestDatabase (sa (51)) - Microsoft SQOL Server Management Stu... Cuick Launch (Cirl+ ) Pl - B x
File Edit View Query Project Tools Window Help

fe-o|B-u-A M Brwaey BRRRAP | XIPA|2-C- B -5 i mEezE-
“ | TestDatabase S pbeate o vEEEE]|FEE| AEO| = E=]w.
Object Explorer bl list-cryptographic-..stDatabase (sa (51)) & X QIR ahIcT T 0F e LEE Y L6 )] A
Connect~ ¥ " [ SELECT * FROM sys.dm_cryptographic_provider_properties; [E3
a
= i@ MS_SOL_EKMUNTEROPDATABASE (SOL Server 15.0.2000.5 - sa) Tl
[=] Databases
System Databases
Database Snapshats
W TestDatabase
Security
Server Objects
Replication
PolyBase
Always On High Availability .
Management 100% -
Integration Services Catalogs
3 SO Server Agent [Agent XPs disabled) B8 Resuts B Messages
19 XEvent Profiler provider id  gquid provider_version  salcrypt_version  friendly_name
1 €8537 5468616C-6573-206E-4369-706865720000  2.01.0000.00 1.01.0000.00 nCipher SQLEKM Provider
< >
@ Query executed successfully. MS_SQL_EKM\INTEROPDATABASE ... sa (51) | TestDatabase | 00:00:00 | 1rows
7 Ready Ln1 Col1 Ch1 INS

Verify the following:

Column Value

friendly_name nCipher SQLEKM Provider
authentication_type BASIC
symmetric_key_support 1

asymmetric_key support 1

3. Verify the supported cryptographic algorithms can be queried by running the
following query:

DECLARE @Providerld int

SET @Providerld = (SELECT TQB provider_id FROM sys.dm_cryptographic_provider_properties
WHERE friendly_name LIKEnCipher SQLEKM Provider");

SELECT FROM sys.dm_cryptographic_provider_algorithms ( @Providerld) ;

GO
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ﬂ; list-supperted-cryptographic-algerithms.sql - MS_SOL_EKM\INTEROPDATABASE. TestDatabase (sa (62)) - Microsoft SOL Server Management St.., Quick Launch (Cirl+0) P - o x
File Edit View Query Project Tools Window Help

fe-o B - EE Brwvoey BRESS XF0|0-0 -8 |5 R - Y =
“f | TestDetabase S pBecte o v3EEE|FER| A= E2n] e,

Object Explorer 2O\l list-supported-cryp...stDatabase (sa (62)) = X [[Eayfeitelel Tl T anF 1w [ E LY TN N))
Connect- ¥ ¥ ¢ » [CIDECLARE @ProviderId int;

EISET @ProviderId = (SELECT TOP(1) provider_id FROM sys.dm_cryptographic_provider_praper
B i@ MS_SQL_EKMUNTEROPDATABASE (SOL Server 15.0.2000.5 - s3) WHERE friendly_name LIKE 'nCipher SQLEKM Provider');

= Databases SELECT * FROM sys.dm_cryptographic_provider_algorithms(@ProviderId);
System Databases G0
Database Snapshots
W TestDatabase

Security
Server Objects
Replication
PolyBase
Always On High Availability -
Management 100% ~ 4 »
Integration Services Catalogs
B SQLgSarvar Agent (Agentxgs disabled) &2 Resuts | B Messages
17] XEvent Profiler algorthm_id  algorithm_tag  key_type key_length
134 ¢ AES_128 SYMMETRIC KEY 128
2 |5 AES_192 SYMMETRIC KEY 192
3 6 AES_256 SYMMETRIC KEY 256
4 9 RSA_2048 ASYMMETRIC KEY 2048
5 10 RSA_3072 ASYMMETRIC KEY 3072
6 1l RSA_4096 ASYMMETRIC KEY  40%

@ Query executed successfully. MS_SCOL_EKMMINTEROPDATABASE ... | sa (62) | TestDatabase | 00:00:00 | 6 rows

Notice each key type has its set of valid algorithms.
Key Type Algorithm
Symmetric AES_ 128, AES 192, ASE_256

Asymmetric RSA_2048, RSA_ 3072, RSA_4096

2.8. Create the user SQL Server credential

To create the user SQL Server credential:

1. Verify the OCS or Softcard created above:

>nfkminfo -c

Cardset list - 1 cardsets: (P ersistent/  (Not, (R emoteable/(L)ocal-only
EOperator logical token  hash k/n timeout name
E6c9c2b7c32fb884a531e08f7a37edc3924fb5e76 1/1 none-NL nDSOPocs

>nfkminfo -s
SoftCard summary - 1 softcards:

EOperator logical token  hash name
E629a3a902eec139fb5136afec7b0f0801f45b60d nDSOPsoftcard

2. Navigate to Security > Credentials  in SQL Server Management Studio.
3. Right-click Credentials , then select New Credential

4. Enter the credential name, and the OCS card name and passphrase. Check Use
Encryption Provider  and select nDSOP . Select OK.
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a4 New Credential - [m] x
peloct speos | T semt + @ Heip
& Generd
Credential name [serverCredential |
Iderty: [nDSOPocs |
Password [ |
Corfim password [ |
Use Encryption Provider
Provider nDSOP ~
Connection
Server
M5_SQL_EKM\NTEROPDATAB|
Connection!
s
¥ View connection properties
Progress
Ready
Cancel

5. Verify the new credential in
select Refresh .

Security > Credentials

. May need to right-click and

4 create-cryptographic-providersql - MS_S(l_EKM\NTEROPDATABASE. master (sa (35]) - Microsaft S0 Server Management Studio (Administra... 011k Launch (Cirl-C) P - O x

File Edit View Project Tools Window Help
BN - ‘fj- -2 Hd“'H%Neruery@.@m:ﬁm‘

Object Explorer
Connect - ¥ % [
= @ MS_SOL_EKMUNTEROPDATABASE (SQL Server 15.0.2000.5 - sa)
[=] Databases
System Databases
Database Snapshats
W TestDatabase
2 Security
Logins
Server Roles

Execute |

Q1 x

gy =)

Credentials

Y scrverCredential

& nDSOP

Audits
Server Audit Specifications

Server Objects

Replication

PolyBase

Always On High Availability

Management

Integration Services Catalogs
2% SOL Server Agent (Agent XPs disabled)
{%] XEvent Profiler

H ®

HEE

B

[7 Ready

6. Navigate to Security > Logins
and select Properties

7. Check Map to Credentials

the drop-down to the right. Then select

MS SQL Server nShield” HSM Integration Guide

Pal?-¢-[68] -

@ Query executed successfully.

M - =

g
[JCREATE CRYPTOGRAPHIC PROVIDER nDSOP
FROM FILE = 'C:\Program Files\nCipher\nfastibinincsglekm.d11’

|» 4

=2 Cryptographic Providers 00% ~ 4 k
Bl Messages

Commands completed successfully. -

Completicn time: 2021-07-27T15:05:15.9948370-04:00

100% -

MS_SQL_EKM\INTEROPDATABASE ... sa (35) master 00:00:00 | O rows

. Right-click the login used to access the TestDatabase

in the dialog. Select the server credential created above in

Add , and select OK.
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3. Configure TDE

The TDE Database Encryption Key (TDEDEK) is a symmetric key that is used to perform
the actual encryption of the database and are unique to a given database. It is created by
SQL Server and cannot be exported from the database, meaning it cannot be created or

directly protected by the SQLEKM provider (nShield HSM).

The TDEDEK is protected within the database by encrypting it with a wrapping key. The
wrapping key is called the TDE Key Encryption Key (TDEKEK). The TDEKEK is an
asymmetric key protected by the SQLEKM provider in the nShield HSM. It is possible to
have a single TDEKEK for multiple databases, or different TDEKEKS for different
databases.

The TDEKEK must be created under the tdeLogin/tdeCredential. However, the current
user does not have to use the tdeCredential, so long as the user credential is using the
same OCS or Softcard as the tdeCredential.

3.1. Create a TDEKEK

To create a TDEKEK in the master database:

1. Insert the OCS in the HSM slot or TVD. If using Softcard protection, no action is
needed.

2. Run the following query:

USE master;

CREATE ASYMMETRIC KEY "<name_of_key_in_database>"
FROM PROVIDER "<SQLEKM_provider>"

WITH

PROVIDER_KEY_NAME = '<name_of_key_in_SQLEKM_provider>',
CREATION_DISPOSITION = CREATE_NEW,

ALGORITHM = <asymmetric_algorithm_desc>;

GO
Where:
name_of key in_database The name given to the key in the
database.
name_of _key in_SQLEKM_provider The name given to the key in the
SQLEKM provider.
asymmetric_algorithm_desc> A valid asymmetric key algorithm

descriptor.

See Verify the SQLEKM provider configuration
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Example:

USE master

CREATE ASYMMETRIC"REYMTestWrappingKeyDatabase"
FROM PROVIDERSOP"

WITH
PROVIDER_KEY_NANESymTestWrappingKeySQLEKM'
CREATION_DISPOSITHEOBREATE_NEW,
ALGORITHWRSA_2048

GO

Notice the newly created key highlighted in the object explorer.

,_52 S5QLQuery1.sql - M5_SQL_EKM\NTEROPDATABASE.master (sa (58))* - Microsoft SOL Server Management Studio (Administrator)

File Edit View Project Tools Window Help
PO [E- -2 BNy B RS RS 0T - -|#
; B = [ [ | [ [ -
Object Explorer BB 50 Query1.sql - MS_...SE.master (sa (58)* # X
EonmEi * x* c, e EI|USE master; N . .
EICREATE ASYMMETRIC KEY "AsymTestWrappingKeyDatabase
= 7 Databases o FROM PROVIDER "nDSOP"
=) 1 System Databases WITH
o I master PROVIDER_KEY_MAME = 'AsymTestWrappingKeySQLEKM',
Tables CREATION_DISPOSITION - CREATE_NEW,
Views ALGORITHM = RSA_2848;
Synonyms 50
Programmability
Service Broker
Storage
=] Security
Users 0% -
Roles
Schemas Eff Messages
© 1 Asymmetric Keys & ds compleced 11y
Ed Asym T estWrappingkeyDatabase Completion time: 2021-07-0ST17:30°34 5354603-04:00
Certificates
Symmetric Keys
Always Encrypted Keys
Database Audit Specifications
Security Policies
W model
@ msdb
@ tempdb v % -
< > @ Query executed successfully, MS_SQL_EKM\INTEROPDATABASE ...

3. The key generated can also be verified using a CLI command:

>nfkminfo -l

Keys protected by cardsets:

Quick Launch (Ctrl+Q)

FRAEE

sa (38)

|» [+

-

master | 00:00:01 | 0 rows

key_simple_sqlekm-6c9c2b7c32fh884a531e08f7a37edc3924fb5e76-67703babb0c40915c62f6afe4c49c741c414e24b

'‘AsymTestWrappingKeySQLEKM'

The rocs utility shows the names and protection methods of the keys.

>rocs

‘rocs'’ key recovery tool

Useful commands: ‘help' , ‘help intro’
rocs> list keys

, 'quit'

E No. Name App Protected by
E 1 AsymmetricTestkeySQLEKM simple nDSOPocs
rocs> quit

3.2. Create a TDE login and credential

A tdeLogin and tdeCredential allows an ordinary database user, who is fully authorized to

MS SQL Server nShield” HSM Integration Guide
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use the database, but has no SQLEKM credentials of their own, to perform query
operations using a TDE encrypted database. Without the tdeLogin and tdeCredential,

then every user would need their own credentials. It is beyond the scope of this

document to provide an example of how to use these credentials, only on how to create

them.

3.3. Create a TDE credential

To create a TDE credential:

1. In SQL Server Management Studio, navigate to Security > Credentials

2.

Right-click Credentials , then select New Credential

. Enter the Credential name

3
4,
5
6

Enter the Identity as the name of the OCS or Softcard created above.

. Enter the Password as the passphrase on the OCS or Softcard.

. Select Use Encryption Provider . Select the provider and select OK.

&4 New Credential - a x
pslect apeos T it + @ Help
¥ Genersl
Credential name [tdeCledential |
Identity [nDSOPocs |
Password [ |
Confiim password: [ |
Use Encryption Provider
Provider nDSOP v
Connection
Server
MS_5QL_EKM\INTEROPDATAB|
Connection
sa
¥ View connecion propeities
Progress
Ready
E

7. Notice the credential created.
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4 create-key-TDEKEK.sql - MS_SQL_EKMVNTEROPDATABASE master (sa (63)) - Microsoft S Server Management Studio (Administrator)

File Edit View Project Tools Window Help
‘e-o|@-

| Execute

S M| BNevouey B2 RS

Object Explorer
Connect~ ¥ *¥ [V

= @ MS_SQL_EKM\NTEROPDATABASE (SOL Server 15.0.2000.5 - sa)
Databases

=] Security
Logins
Server Roles
=] Credentials

& serverCredential

P} tdeCredential

= Cryptegraphic Providers

& nDSOP

Audits

Server Audit Specifications
Server Objects
Replication
PolyBase
Always On High Availability
Management

B

Integration Services Catalogs
o3 SQL Server Agent (Agent XPs disabled)
{%] XEvent Profiler

[ Ready

3.4. Create the TDE login

To create the TDE login:

1. In SQL Server Management Studio, navigate to

Quick Launch (Cirl+Q) P - B x

| REEE-

=
=
EICREATE ASYMMETRIC KEY "AsymTestlirappingKeyDatabase® -
FROM PROVIDER "nDSOP"
WITH
PROVIDER_KEY_NAME = 'AsymTestlWrappingKeySQLEKM',
CREATION_DISPOSITION = CREATE_NEW, 1
ALGORITHM = RSA_2848;
(o]
-
W00% -
Bl Messages
Commands completed successfully. a
Completion time: 2021-07-27T16:09:55.9172885-04:00
-
100% -
@ Query executed successfully. MS_SOL_EKMMINTEROPDATABASE ... | sa (63) | master | 00:00:01 | O rows

Security > Logins

2. Right-click Logins , then select New Login

Enter the Login name

3
4. Select Mapped to asymmetric key
5

Select Map to Credential
Add .

6. Select OK.

. Then select the asymmetric key created earlier.

. Then select the TDE credential created earlier. Then select

B Login - New — [m] x
Selecta page T Scipt = ) Help
& General
& Server Roles
K User Mapping Login name tdeLogin Search
# Securables
& Status O Windows authentication
() SQL Server authentication
P; sassses
(O Mapped to certificate:
(®) Mapped to asymmetric key | Asym TestWrappingKeyDatabase ~
Map to Credential serverCredential v Add
Server Mapped Credentials Credential Provider
MS_SQL_EKM\NTEROPDATAB| tdeCredential 1 nDSOP
Connection
sa
¥ View connection properties
Progress Remove
Ready Default database master
Default language <defaut>
Cancel
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7. Notice the login created.

4 create-key-TDEKEK.sql - MS_SQL_EKM\INTEROPDATABASE.master (sa (63)) - Microsoft SOL Server Management Studio (Administrator)

File Edit View Project Tools Window Help

‘ﬁ- -2 H@‘J%New{!uary &R &
aste | b Execute

Q@ aa|

Object Explorer
Connect~ ¥ *¥ (VIS

R B4l create-key-TDEKEK,
FUSE master;

=]
a

Security
Logins
& 22MS_PolicyEventProcessingLoginds
B #2MS_PolicyTsqlExecutionLogins
m beyondtrust_user
& dbsecurityadmin
& dbuser
& MS_SOL_EKM\Administrator
m NT AUTHORITY\SYSTEM
ma NT Service\MSSQLSINTEROPDATABASE
s NT SERVICE\SOLAgentSINTEROPDATABASE
& NT SERVICE\SOLTELEMETRYSINTEROPDATABASE
s NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt
o sa
[ R tdeLogin
Server Reles
Credentials
o4 serverCredential
gu tdeCredential
Cryptegraphic Providers
& nDSOP
Audits
Server Audit Specifications

WITH

100% -

Quick Launch (Ctrl+Q) P - O x

-._‘@| -‘p "Eﬁﬁ[l-;
SE.master (sa (63)) ® X create-key-asymmet..tDatabase (sa (62)) -
=
- 5=
EICREATE ASYMMETRIC KEY “AsymTestlirappingKeyDatabase” -

FROM PROVIDER "nDSOP"

PROVIDER_KEY_NAME = 'AsymTestlirappingKeySQLEKM',
CREATION_DISPOSITION = CREATE_NEW,
ALGORITHM - RSA_2048;

G0
-
0oz -
Bl Messages
Commznds completed successfully. ~
Completion time: 2021-07-27T1€:09:55.3172885-04:00
-

@ Query executed successfully.

MS5_SOL_EKMAINTEROPDATABASE ... sa (63) | master | 00:00:01 | 0 rows

3.5. Create the TDEDEK and switch on encryption

To create the TDEDEK and switch on encryption:

1
2.
3.
4,
5.

In SQL Server Management Studio, navigate to

Right-click TestDatabase, then select

Select Use server asymmetric key

Set Encryption Algorithm

Databases > TestDatabase

Tasks > Manage Database Encryption

to AES 256 or your choice.

Select Set Database Encryption On
Server Management Studio and repeat these steps if it fails.

. Then select the asymmetric key created earlier.

. Then select OK. Restart the Microsoft SQL

6. Run the following query to verify the encryption state:
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