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1. Introduction

Always Encrypted is a feature in Windows SQL Server 2019 designed to protect sensitive
data both at rest and in flight between an on-premises client application server and
Azure or SQL Server database(s).

Data protected by Always Encrypted remains in an encrypted state until it has reached
the onbpremises client application server. This effectively mitigates man-in-the-middle
attacks and provides assurances against unauthorized activity from rogue DBAS or
admins with access to Azure or SQL server Databases.

The nShield HSM secures the key used to protect the Column Master Key, stored in an
encrypted state on the on-premises client application server.

1.1. Product configurations

Entrust successfully tested nShield HSM integration with Windows SQL Server 2019 and
the Always Encrypted feature in the following configurations:

1.1.1. Remote server

Product Version
SQL Server Microsoft SQL Server 2019
Base OS Windows Server 2019 Datacenter

1.1.2. On-premises client

Product Version

SQL Server GUI Microsoft SQL Server Management Studio
Vv18.8

Base OS Windows 10 Enterprise

1.2. Supported nShield features

Entrust successfully tested nShield HSM integration with the following features:
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Feature Support
Module Only Key Yes

OCS cards Yes

1.3. Supported nShield hardware and software versions

Entrust successfully tested with the following nShield hardware and software versions:

1.3.1. Connect XC

Security World Firmware Image OCs Module
Software

12.80.4 FIPS 12.50.11 12.60.10 ! !
12.80.4 CC 12.50.7 12.50.7 ! !

1.3.2. Connect +

Security World Firmware Image OCs Module
Software

12.80.4 FIPS 12.50.8 12.60.10 ! !
12.40 CC 2554 12.45.1 ! !
Compatibility

Package

1.4. Role separation

The generation of keys, and the application of these keys for encryption or decryption
are separate processes. The processes can be assigned to users with various access
permissions, or Duty Roles. The table below shows the processes and duty roles with
reference to the Security Administrator and the Database Administrator.

Process Duty Role
Generating the Column Master Key (CMK) and Column Encryption Security
Key (CEK) Administrator
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Process Duty Role
Applying the CMK and CEK in the database Database

Administrator

Four database permissions are required for Always Encrypted.

Operation Description
ALTER ANY COLUMN MASTER KEYRequired to generate and delete a column master key

ALTER ANY COLUMN ENCRYPTIONRE@XYred to generate and delete a column encryption
key

VIEW ANY COLUMN MASTER KEY Required to access and read the metadata of the
column master keys to manage keys or query
encrypted columns

VIEW ANY COLUMN ENCRYPTION REquired to access and read the metadata of the
column encryption key to manage keys or query
encrypted columns

1.5. Using multiple on-premises client servers

Each client server wanting access to the contents of data encrypted with a given CEK
must have access to an HSM in the same Security World and have a copy of the CMK key

token stored on its local drive.

1.6. Always Encrypted and TDE

The same Security World can be used for Always Encrypted and TDE.
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2. Install and configure

This installation must be performed on the on-premises client computer.

The nShield Security World software will be installed on this computer. This computer
will also be made a client of the HSM.

2.1. Install the Security World software and create a
Security World

1. Install the Security World software. For instructions, see the Installation Guide and

the User Guide for the HSM.

2. Add the Security World utilities path C:\Program Files\nCipher\nfast\bin to the
Windows system path.

3. Open the firewall port 9004 for the HSM connections.

4. Install the nShield Connect HSM locally, remotely, or remotely via the serial console.

See the following nShield Support articles, and the Installation Guide for the HSM:
" https:/Inshieldsupport.entrust.com/ hc/ en-us/ articles/ 360021378272-How-To-

Locally-Set-up-a-new-or-replacement-nShield-Connect

" https:/nshieldsupport.entrust.com/ hc/ en-us/ articles/ 360014011798-How-To-

Remotely-Setup-a-new-or-replacement-nShield-Connect

" https:/nshieldsupport.entrust.com/ hc/ en-us/ articles/ 360013253417-How-To-

Remotely-Setup-a-new-or-replacement-nShield-Connect-XC-Serial-Console-
Model

5. Open a command window and run the following to confirm that the HSM is
operational .

C:\Users\dbuser>enquiry

Server:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number 530E-02E0-D947 7724-8509-81E3 09AF-0BE9-53AA 9E10-03E0-D947
Emode operational

Module #1:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number ~ 530E-02E0-D947
Emode operational

[

6. Create your Security World if one does not already exist, or copy an existing one.

Follow your organizationOs security policy for this.

7. Confirm that the Security World is usable.
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C:\Users\dbuser>nfkminfo

World

Egeneration 2

Estate  0x37270008 Initialised Usable ...
E..

Module #1

Egeneration 2

Estate  0x2 Usable

E...

2.2. Install and register the CNG provider

1. Open a command window as administrator and type the following to put the HSM in
pre-initialization mode. This operation takes about a minute to complete.

C:\Windows\system32>enquiry -m 1
Module #1:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number ~ 530E-02E0-D947
Emode operational

E...

C:\Windows\system32>nopclearfail -1 -m 1
Module 1, command ClearUnitEx: OK

C:\Windows\system32>enquiry -m 1
Module #1:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number ~ 530E-02E0-D947
Emode pre-initialization

E..

2. Selectthe Start button to access all applications. Look for the recently installed
nShield utilities.

3. Double-click the CNG configuration wizard and run it as Administrator.

M

- nCipher
Mew

it C5P install wizard

B4bit C5P install wizard

New

CHNG configuration wizard

Remote Administration Client
Mew

4. Select Next onthe CNGEInstall welcome screen.
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Welcome to the nShield support
software configuration wizard

Thiz wizard guides pou through the installation of nShield's
Cryptagraphic Service Providers.

nShield CHG Providers enable the uge of nShield modules
with the wide range of security-enabled applications
provided with \Windows,

[f wou have not already created an nShield security world or
a zuitable card zet, the wizard guides wou through their
creation befare regiztering the CHG Providers.

To continue, click West,

< Back Mext = Cancel

5. Select Next onthe Enable HSMEPool Mode screen. Leave the Enable HSMEPool Mode
for CNGEProviders check box un-checked.

nShield CHG Providers Configuration Wizard *

Enable HSM Pool Mode
Set options for Pool Mode CHG provider.

w'ould you like to enable HSM Pool Mode for CHG? HSM Pool Mode means that the
nShield CHG providers will zee a zingle logical wview with all the available HSM s zeen as
one rezource and no distinction between modules.

Mote: Operator Card Set and Softcard protection for private kevs generated by the CHG
Providers is unavailable in HSM Fool mode.

[] Enable HSM Pool Mode for CHG Providers.

< Back Meat = Cancel
6. Atthe Security World  screen, select:
" Use the existing security world if you already have a Security World that you
intend to use for Always Encrypted. The corresponding world and module_xxxx-
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XXxX-xxxx files most be present in the %NFAST_KMDATA%Y\ltaddEr. Be prepared to
present the quorum of Administrator cards.

" Create a new Security World if you do not currently have a Security World or
would like to create a new Security World.

For the purposes of this integration guide we have chosen to
' use an existing Security World. For instructions on how to
. create and configure a new Security World, see the Installation
Guide and User Guide for your HSM.
Select Next .
n5hield CMG Providers Configuration Wizard o
Ir’
Initial setup

Perform initial setup steps required by nShield Windows Support Software.

You already have a securnity world zet up on this server. Y'ou can uge this securnty world
or create a new securnby waorld.

(®) Use the existing security world

Select thiz ophion to keep all vour exizting settings and kepsz, allowing pou to
integrate new nShield modules into an exizting securnty waorld,

() Create a new security world

Select thiz option to create a totally new security world; all your exizting card zetz,
private keys, and certificates created with the nShield madules will stop warking, Any
exizting gecurity warld iz backed up. Only zelect this option if pou do nat have an
exizting zecunty world or are sure you need a new securnty world environment,

< Back Mext = Cancel

7. The Set Module States pop-up shows the available HSM(s). Select the desired HSM.
The state of the selected HMS should be (pre-)initialisation . Select Next .
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nShield CMG Providers Configuration Wizard >

Set Module States
Ensure modules are in the comect state before you proceed.

The following modules are available in vour system:

Module I Made State &
1 initialization [pre-lintialization

2 operational foreign

3 operational foreign W

Al lzast one module iz uzable in the current warld. Chek Nest to cantinue with this world.
Or rezet modules 2, 3. and 4 to the initialization ztate to enable you to restaore your
gecunity world to uninitialized nShield modules.

Refer o the uzer quide far details af haw ta put your nShigld module in the initialization
gtate, |f you need to power down your computer, zelect the tickbox below and then
restart the wizard on boot up to continue the installation.

[ The machine must be switched off to change the hardware state,

< Back Mext = Cancel

8. Atthe Module Programming Options screen, clear Enable this module as a remote
target and select Next . It will take about a minute before the screen changes.

Please be aware that this is not to be confused with the nShield
Remote Administration utility.

n5hield CHG Providers Configuration Wizard *

Module Programming Options

Set options for programming the next module into your security world.

'ou are about to program module 1. Pleaze chooze the module programming
parameters.

[ ] Enable this module as a remate share target,

< Back Mext = Cancel
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9. Insert the first Administrator Card in the HSM, enter the passphrase and select
Repeat this step for the other AdministratorECards as required.

Loading or creating the Security World takes about a minute.

nShield CHG Providers Configuration Wizard *

Insert Next Card
Insert the nexst card in the sequence.

Inzert an Administrator Card in module 1.

Enter pazz phraze: | sesssee

Enter the pazz phraze faor thiz card, and then click Mest to read information from the
card.

< Back Mext = Cancel

10. Returnthe HSMto Operational mode. This operation takes about a minute to
complete.

C:\Windows\system32>enquiry -m 1
Module #1:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number ~ 530E-02E0-D947
Emode initialization

E..

C:\Windows\system32>nopclearfail -O -m 1
Module 1, command ClearUnitEx: OK

C:\Windows\system32>enquiry -m 1
Module #1:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number ~ 530E-02E0-D947
Emode operational

E

The module state will change to Usable.
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Set Module States
Ensure modules are in the comect state before vou proceed.

The following modules are awailable in pour system:

Moduz D KMaode State &
1 operational uzable
2 operational foreign
3 operational foreign W

At least one module iz usable bo proceed. Click Mest to continue, or rezet remaining
modules 2, 3, or 4 to the operational ztate.

R efer to the uzer quide far detailz of haw ta put yaur nShigld module in the operational
gtate. |f pou need to power down your computer, zelect the tickbox below and then
restart the wizard on boot up to continue the installation.

[] The machine must be switched off ta change the hardware state.

< Back Mext = Cancel

Select Next .

11.Select Operator Card Set inthe Key Protection Setup . Select Next .

n5hield CHG Providers Configuration Wizard *

Key Protection Setup
Set up the private key-protection method.

Select the default method that will be used to protect private keps generated by the
CHG Key Storage Provider.

If zoftcard or OCS protection iz selected, the choice will be offered on the next page
whether to uze an exigting token or create a new one.

() Module protection [requires no extra cards but iz less secure],
() Softcard protection [unavailable in HSM Pool Mode).
(®) Operator Card Set protection [unavailable in H5M Pool Mode).

() Allovs any protection method to be selected in the GU| when generating.

< Back Mext = Cancel
Select Next .
12. Enter the OCS name, K of N values, and check Persistent and Usable remotely as
show.
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nshield CMG Providers Configuration Wizard

Token for Key Protection
Select the token that will be used to protect new keys, or create a new token.

Current Operator Card Sets: Dperatar Card Set Token Information:
Mo tokens found. M ame:
Taoken hash:

Sharing parameters:;
Timeout;

Curmently protecting:

Create a new Operator Card Set name |-":"-E5|3|-

[]Card zet haz a time-out

Murmber of cards required [K]: T atal number of cardz [M]:

Persistent Uszable remately
< Back Mext = Cancel
Select Next .
13. Insert a blank Operator Card in the HSM. On the Insert Next Card
name to for the OCS card and passphrase.
n5hield CMNG Providers Configuration Wizard

Insert Next Card
Insert the next card in the sequence.

Preparing to write Operatar Card number 1 of 1. Ingert a blank card in module 1.

Marme of card: |-‘*‘-E5|JL |

Card requires a pass phrase
Enter pasz phrase: | S00000 0 |

Re-enter pazz phraze: | 2900000 |

Enter and repeat the paszs phraze for this card, and then click Mest to write infarmation

to the card.

< Back Mext =

Cancel

screen enter a

Select Next .
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14. Select Next and Finish . The nShield CNG providers will now be installed and the key
Storage Provider will be registered.

n5hield CMG Providers Configuration Wizard *

Software Installation -
Ready to install nShield support software.

You now have a valid zecunty world and key protection mechanizm. The YWizard will
niow register the nShield CHG Providers. The nShield providers will not be default

providers, and vou must select them explicitly by name through vour application. Please
presz Mest to continue.

< Back Mext = Cancel

nShield CMG Providers Configuration Wizard X

Finished registering the nShield
CNG Providers

nShield CSPs are installed and your zecurity world iz ready for
Lige,

< Back Cancel

15. Open a command window as administrator and type the following to confirm the

KSP has been successfully registered. Look for nCipher Security World Key Storage
Provider .
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C:\Windows\system32>cnglist.exe --list-providers
Microsoft Key Protection Provider

Microsoft Passport Key Storage Provider
Microsoft Platform Crypto Provider

Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider
Microsoft Software Key Storage Provider
Microsoft SSL Protocol Provider

Windows Client Key Protection Provider
nCipher Primitive Provider

nCipher Security World Key Storage Provider

16. Check the registry in  CNGRegistry

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Cryptography\Providers\nCipherSecurityWorldKeyStorageProvider

B Registry Editor
File Edit View Faverites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ Control5etD01\Control\Cryptography'\Providers\nCipher Security Werld Key Storage Provider

v Cryptography A || Name Type
>~ Configuration f,'_'] (Default) REG_SZ
[ ECCParameters
>' B Ngc

v.| | Providers

Microseft Key Protection Provider

Microseft Passport Key Storage Provider

Microsoft Platform Crypto Provider

Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider

Microsoft Software Key Storage Provider

Microseft S5L Protocol Provider

nCipher Primitive Provider

nCipher Security World Key Storage Provider

B Y LV I Vi

Windows Client Key Protection Provider vl €

2.3. Install and configure SqlServer PowerShell module

1. Open a PowerShell session as Administrator and run:

[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType]:: TIs12

Install-PackageProvider Nuget  Eforce Bverbose

2. Update PowerShellGet:

Install-Module  EName PowerShellGetforce Bverbose

3. Download and install the SqglServer module to configure Always Encrypted using
Power Shell:

Install-Module -Name SqlServer -force -verbose -AllowClobber

Microsoft SQL Server 2019 Always Encrypted nShield” HSM Integration Guide

Data

(value not set)

15/67



The -AllowClobber parameter allows you to import the specified

commands if it exists in the current session.

4. Once installed (if you are using PowerShell ISE refresh the Commands pane if you are
using PowerShell open a new session), confirm the install by running:

Get-Module -list -Name SqlServer

5. You should see something similar to the output below:

Directory: C:\Program Files\WindowsPowerShel\Modules
ModuleType Version Name ExportedCommands

Manifest 21.0.17152 SqlServer  {Add-SqlColumnEncryptionKeyValue, Complete-SglColumnMasterKeyRotatio E
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3. Generate the encryption keys

3.1. Generate the Always Encrypted Column Master Key
(CMK) protected by the nShield HMS

1. Launch PowerShell on the on-premises client computer as Administrator, and run the
Generate_ CMK.psé&cript.

$cngProviderName = "nCipher Security World Key Storage Provider"

$cngAlgorithmName = "RSA"

$cngKeySize = 2048

$cngKeyName = "AECMK"

$cngProvider = New-Object System.Security.Cryptography.CngProvider($cngProviderName)

$cngKeyParams = New-Object System.Security.Cryptography.CngKeyCreationParameters

$cngKeyParams.provider = $cngProvider

$cngKeyParams.KeyCreationOptions = [System.Security.Cryptography.CngKeyCreationOptions]::OverwriteExistingKey

$keySizeProperty = New-Object System.Security.Cryptography.CngProperty(“Length”,
[System.BitConverter]::GetBytes($cngKeySize), [System.Security.Cryptography.CngPropertyOptions]::None);

$cngKeyParams.Parameters.Add($keySizeProperty)
$cngAlgorithm = New-Object System.Security.Cryptography.CngAlgorithm($cngAlgorithmName)

$cngKey = [System.Security.Cryptography.CngKey]::Create($cngAlgorithm, $cngkeyName, $cngKeyParams)

The command line is

> PowerShell -ExecutionPolicy Bypass -File Generate_ CMK.ps1

a. The following pop-window should appear. Select Next .
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=
“ nCipher Key Storage Provider - Create key
Create new key:
AECME
b. Select the Operator Card Set Protection . Insert the OCS card in the HSM and
select Next .

nCipher Key Storage Provider - Create key

Select a method to protect new key.

" Module protection {requires no extra cards but is less secure)

" Softcard protection {unavailable in HSM Pool mode)

¥ Dperator Card Set protection {unavailable in HSM Pool mode):

Cc. Select Next .
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Current Operator Card Sets:

AESCIL

< nCipher Key Storage Provider - Create key

Select token to protect the key with.

—Operator Card Set Token Information:

Mairme:
Token hash:

Sharing parameters: 1 of 1, Persistent

Timeout:

Currently protecting: none

AESGL
0x0e8d1980...

MNone

d. Select the HSM and select  Finish .

Exduded modules;

“ nCipher Key Storage Provider - Create key

Module £2
Module #3
Module #4

fdd

Remowve

Add all

Remove all

eI

Choose modules you wish to load the key onto.

Induded modules:

Module #1

Einish Cancel

e. Enter the OCS passphrase and select

Next .
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<« nCipher Key Storage Provider

Module 1 slot 2: "TAESQL" #1('AESQL")
You must enter a passphrase for this card

I ttttttt‘

Cancel
f. Select Finish .
x
nCipher Key Storage Provider

Card reading complete.

Module | Slot | Content | Status |

1 3 complete

1 2 complete

1 ] complete

A 2048-bit RSA key pair, called AECMHKas been generated. The key is encrypted in
the HSM, and then pushed to the requesting On-Premise Client server, where it is
stored as an Application Key Token in the %NFAST_KMDATA%\local folder

(:\\ProgramData\nCipher\Key Management Data\local ).

2. Verify the new key as follows on a command window.
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C:\Users\dbuser>nfkminfo -k

Key list - 1 keys
EAppName caping Ident s-1-5-21-2556418611-2173580918-1658130183-1001--
7b7eb65c095c556e5da059480e6ca2ed512daccl

3. Display the information about the key by copy-pasting the key name above as
follows.

C:\Users\dbuser>nfkminfo -k caping s-1-5-21-2556418611-2173580918-1658130183-1001--
7b7eb65c095c556e5da059480e6ca2ed512daccl

Key AppName caping Ident s-1-5-21-2556418611-2173580918-1658130183-1001--7b7eb65c095c556e5da059480e6ca2ed512daccl
EBIobKA length 1128

EBlobPubKA length 484

EBlobRecoveryKA length 1496

Ename "AECMK"

Ehash 76071834044810539e7354f468cc2cae6la448da
Erecovery Enabled

Eprotection CardSet

Eother flags PublicKey ISEEAppKey INVMemBlob +0x0
Ecardset 0e8d19801b25d774c3b2bab5a643ec7c20a5255d
Egentime 2021-03-30 19:18:14

ESEE integrity key NONE

BlobKA

Eformat 6 Token

Eother flags 0x0

Ehkm 2a2e6b22ad6a72673473511d91304efd2f76e197
Ehkt 0e8d19801b25d774c3b2bab5a643ec7c20a5255d
Ehkr none

BlobRecoveryKA

Eformat 9 UserKey

Eother flags 0x0

Ehkm none

Ehkt none

Ehkr fc4cbd1a6e88c08dd35912d0aecabf47ffle0c2a
BlobPubKA

Eformat 5 Module

Eother flags 0x0

Ehkm c2be99felc77f1b75d48e2fd2df8dffc0c969bch
Ehkt none

Ehkr none

Extra entry #1

Etypecode 0x10000 65536

Elength 60

Not a blob

3.2. Generate My Column Master Key (MyCMK) and My
Column Encryption Key (MyCEK) with SSMS

This key will encrypt all subsequent Column Encryption keys (CEKS) in your database.

1. Launch Microsoft SQL Server Management Studio on the on-premises client
computer.

2. As the dbuser user, connect to the database on the SQL server on the hosting site.
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l_»\,; Microsoft SOL Server Management Studie Quick Launch (Ctrl+Q) P - B x
File  Edit View Tools Window Help
- | i3 - - & wd | | New Query Bl el S | | - -

| | Execute

Ohbject Explorer

Connect~ f ¥ Connect to Server

SQL Server

Login  Connection Properties  Always Encrypted  Additional Connection Parameters

Server
Type the server name, or choose it from the drop-down list.

Servertype: Database Engine

Server name: b & s &1

Authentication: SQL Server Authentication

Lagin: |dhuser

Password:

[ Remember pazsword

Optiong <<

,_»Q Microsoft SQL Server Management Studic Quick Launch (Ctrl+Q) P o a b4

File  Edit View Tools Window Help

. - |#j' - & H“|J:§‘|NEWQUEW E@n@r‘:ﬁnn| | - '|@| '|p - :
| | Execute | | | | | -

Object Explorer M

Connect~ ¥ of Connect to Server

SQL Server

Login  Connection Properties  Always Encrypted  Additional Connection Parameters
Type or select the name of the database forthe connection.

Connect to database: cdefault >

Metwork
Network protocol: cdefault>

Metwork packet size: ADG6 L] bytes

Connection

Connection time-out: +| seconds
Execution time-out: +! seconds

Encrypt connection
Trust server certficate

[ Use custom color: I:I

Resst Al

Cancel Options <<
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,_3? Microsoft SOL Server Management Studio Quick Launch (Ctrl+Q) pel

File Edit View Tools Window Help
. - |ilﬁ' = w|4:§‘|NEWQueryf§‘|

| | Execute

S

WOE OWI XL

L]
=

Object Explorer

Connect~ ¥ of Connect to Server

SQL Server

Login  Connection Properties  Always Encrypted  Additional Connection Parameters

Enable Always Encrypted {column encryption)

Enclave Attestation URL: |

Type the URL for attesting the serverside enclave, if
you are using Always Encrypted with secure enclaves.

Ciptions <<

3. Using Object Explorer , selectthe Security directory under the desired Database.

Select Always Encrypted Keys  to expand it, then select =~ New Column Master Key
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,_5; S0OLQuery2.sql - TestDatabase (dbuser (59]) - Microsoft SQL Server Management... “ick Launch (Cirl+0) Pl - B X
File  Edit View Project Tools Window  Help

0' |il*|3' '(’H#|@N€WQUEI’}’ Eun:nﬁ:‘:ﬁna:l | - '|@| '|P '|”
ARIIC |

Object Explorer AR Bl S0l Cuery?.sql - 10...abase (dbuser (59)) + X
Connect~ ¥ ¥ ¢ A fr***#2% Seript for SelectTopNRows command from SSMs  ****%%/

[FISELECT TOP (1@88) [FirstName]
=0 (50L Server 15.0.2000.5 - dbuser)  »~ , [LastName]

= Databases , [Email]
Systern Databases , [Password]
Database Snapshots FROM [TestDatabase].[dbo].[TestTable]
=] a TestDatabase

Database Diagrams

Tables

Views

3se | Execute

External Resources
Synonyms
Programmability 00% =4
Service Broker EE Results Eli Messages
sto 'EQE LastMame  Email Password
security Shepard jack shepard@estservercom  %H[BgT z4B&_UME
Users Locke john locke@testserver. com i@ 2 XY Ys|Pw
Austin kate austin @testserver.com l8wbgeg85  HI[
James Ford james ford @testserver. com J5YPbd5%wS5siuk
Ben Linus ben linus @testserver.com MY 1=g=8gm{ UATC
Desmond  Hume desmon hume@testserver.com  aPoTEph: TEINWT1
Daniel Faraday daniel faraday @testserver.com  SMPDzVhXY]SJQ%L
Lz Jamah sayid jamah @testserver com Gfonbi][H{mSw}
Column Encrypti Alpert richard alpert @testserver.com bt ASLSRUgsttRH
Database Audit Spec Start PowerShell Smith jacob smith @testserver com EZg4[ld)NWvE=D;
Security Policies
Security |
Server Objects Refresh (15.0 RTM) | dbuser (59) | TestDatabase | DD:00:17 | 10 rows

IFEEEEEHRB@

Roles

Schemas
Asymmetric Keys
Certificates
Symmetric Keys

ODEREEEEE
IR T R SR P —

Always Encrypted Keys

|— Mew Column Master Key...

Reports

4. Enter the following information on the Column Master Keys  pop-up window, then
select Next

a. Enter a name, for example = MyCMK

b. Select Key Storage Provider (CNG) from the Key store drop-down list. This will
then present the option to Select a provider

c. Select nCipher Security World Key Storage Provider from the drop-down list.

d. The AECMkey created in an earlier step appears in Name . Select OK to create a
new key using the nShield HSM and CNG KSP.
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@ New Column Master Key - O >

Select a page HScﬂpi'v@Help
Mame: ||'uh'CI'u'II{
Key stare: Key Storage Provider [CNG) - Refresh
Select a provider:
nCipher Securty World Key Storage Provider v
| MName -
Connechon
Server:
[
Connection:
dbuser
lﬁ View connection properties
Progress
Ready

Generate Key

Cancel

5. Notice the newly created MyCMK in the database Security\Always Encrypted
Keys\Column Master Keys
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,_5; SQLQueryl.sql - TestDatabase (dbuser (34)) - Microsoft SQL Server Management.., Quick Launch (Ctrl+ Q) Pl - = b4
File  Edit View Project Tools Window  Help
- |iﬁ' '@Hw|@NWQUEW@@n@:ﬁM:| o | - 'E| 'lP - :
| TestDatabase | Execute | | | | | S
Object Explorer 5QLQuery1.5ql - 10....abase (dbuser (34)) 7 X -
Connect~ ¥ *¥ ¢ h fFEF*** Seript for SelectTopNRows command from S5MS  **%%%=/ +
EISELECT TOP (1@88) [FirstName] -
=N ) (5QL Server 15.0.2000.5 - dbuser) A , [LastName] b1
= Databases , [Email]
System Databases , [Password]
Database Snapshots FROM [TestDatabase].[dbo].[TestTable]
= @ TestDatabase
Database Diagrams
Tables
Views
External Resources
Synonyms -
Programmability 100% ~ 4 »
Service Broker B Results Eﬁ Messages
Storage
- Security FirstMame  LastName  Email Password
Users 1 Shepard jack shepard@testservercom  %#[BgT.z4B&_UM5
Roles 2 John Locke john locke @testserver.com w@2Mer XY YslPw
Schemas 3 Kate Austin kate austin@testserver.com |!8wbgcg85_ #I[
Asymmetric Keys 4 James Ford james ford @testserver.com J5YPbd59w $5siuk
Certificates b Ben Linus ben linus @testserver.com MY1=g=8gm{ UATC
Symmetric Keys [ Desmond Hume desmon hume @testservercom  aPoTEplh TINWT1
= Always Encrypted Keys 7 Daniel Faraday daniel faraday @testservercom  SMPDzVhXY]S)a%%
Column Master Keys g Sayid Jamrah sayid jamrah @testserver.com Gfonlki][H{m9w}
w0 MyCMK 5 Richard Alpert richard alpert @testserver com IbtASLSR UgsttRH
Column Encryption Keys 10 Jacob Smith jacob smith @testserver.com EZg4{ld)NWvE=D;
Database Audit Specifications
Security Policies
Security ®w | a {150 RTM) | dbuser (54) | TestDatabase | 00:00:00 10 rows
6. Using Object Explorer , selectthe Security directory under the desired Database.
Select Always Encrypted Keys  to expand it, then select =~ New Column MEncryption
Key .
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I_!,; SCQLQueryl.sql -

TestDatabase (dbuser (34]) - Microsoft SOL Server Management... Quick Launch (Ctrl+Q)

File  Edit View Project Tools Window  Help

f****%* Seript for SelectTopMRows command from SSMS

db

TestDatabase]. [dbo].[TestTable]

Email

jack shepard @testserver.com
john locke @testserver com
kate austin@testzerver.com
james ford@testserver com

ben linus@testserver.com
desmon.hume @testserver.com
daniel faraday @testserver. com
sayid jamah@testserver com
fichard alpert @testserver.com
jacob smith@testserver com

(13.0 RTM)

- | ?E - -2 H |J" | J% NEWQUEIT J% WO nﬁ :ﬁﬁ DAL | |:'|—'I |
| TestDatabase | Execute | |
Object Explorer AL e SOLC q b
o G —|SELECT TOP (18@8) [FirstName]
=N ) (S0L Server 13.0.2000.5 - dbuser) A ,[LastName]
= Databases , [Email]
System Databases s [Password]
Database Snapshots FROM [
o @ TestDatabase
Database Diagrams
Tables
Views
External Resources
Synanyms
Programmability 100% = 4
Service Broker B Results Eli Messages
Storage
] FirstMNam LastName
= Security
Users 1 Shepard
Roles 2 Locke
Schemas 3 Austin
Asymmetric Keys 4 James Ford
Certificates 3 Ben Linus
Symmetric Keys 13 Desmond  Hume
= Always Encrypted Keys 7 Daniel Faraday
= Column Master Keys 2 Sayid Jamah
o MyCMK 9  Richad  Alpet
Datmabaseﬁud Mew Column Encryption Key... E Smith
Security Polic Start PowerShell 1
Security Reports R
L] : Refresh

7. Enter Name and select OK.
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Password
%H[BqT.z4B&_LUMS
v@2Mur XY YsIPw
1Bwbgeg85_ H[
J5YPbd 55w S5siuk
MY1=g=agm{.UATC
aPoTEph; TINWT1
SMPDzVhXY]SIQ%%
Gronka)[H{m5w}

bt ASLSRUgsttRH
EZgd(ld)NVivE=D:

dbuser (34) | TestDatabase = 00:00:00

Pl -

ErxkxE

[

10 rows
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a? Mew Column Encryption Key — O x

Select a page T Scipt = ﬂ' Help
Name: ||'U15.'CEK
Column master key: MyCMEK w Refresh

Column encryption keys protect your data, and column master keys protect your column
encryption keys. This lets you manage fewer keys.

To create a new column master key, use the "Mew Column Master Key" page.

Connechon

Server:

Connection:
dbuser

v View connection properties

Ready

Cancel

8. Present the OCS and select  Next .
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a¥ MNew Column Encryption Key — O e
RSt A D H Script + ) Help
MName: MyCEK
Column master key: |II-|3'CHK - | | Refresh
Column encryption keys protect your data, and column master keys protect your column
encryption keys. This lets you manage fewer keys.
To create a new column master key, use the "Mew Column Master Key” page.
et
< nCipher Key Storage Provider - Load key
Load key:
[ Net ]| Cancel || [ Gk | G
9. Select the HSM and select  Finish .
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a? Mew Column Encryption Key — O .

RSl ape IT sScipt = @ Help
Name: MyCEK
Column master key: MyCME w Refresh

Column encryption keys protect your data, and column master keys protect your column
encryption keys. This lets you manage fewer keys.

To create a new column master key, use the "Mew Column Master Key" page.

x
<« nCipher Key Storage Provider - Load key
Choose modules you wish to load the key onto.
Excuded modules: Incuded modules:
Module 2 Add
Module #3
Hodie 4  Remove
Remove all
[ Finish | Cancel oK Cancel

10. Enter the passphrase and select ~ Next .
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a? Mew Column Encryption Key — O .

K = g IT Scipt = @ Help
Name: MyCEK
Column master key: My CME e Refresh

Column encryption keys protect your data, and column master keys protect your column
encryption keys. This lets you manage fewer keys.

To create a new column master key, use the "Mew Column Master Key" page.

« nCipher Key Storage Provider

Module 1 slot 2: "AESQL" #1('AESQL")
You must enter a passphrase for this card

[ Net || Concel | 0K Cancel

11.Select Finish after the OCS card reading completes.
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a? Mew Column Encryption Key — O >

MISECE d o H Script + g Help
MName: MyCEK
Column master key: MyCME w Refrezh

Column encryption keys protect your data, and column master keys protect your column
encryption keys. This lets you manage fewer keys.

To create a new column master key, use the "Mew Column Master Key" page.

nCipher Key Storage Provider

Card reading complete.

Module Slot Content Status

il 3 complete
i 2 complete
1 0 complete

oK Cancel

12. Notice the newly created MyCEK in the database Security\Always Encrypted
Keys\Column Encryption Keys
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