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1. Introduction

This document describes the integration of the Hewlett Packard Enterprise (HPE) Alletra
9000 Storage Array (referred to as Alletra in this guide) with the Entrust KeyControl 10.0
(formerly HyTrust KeyControl) key management solution using the open standard KMIP
protocol. Entrust KeyControl (referred to as KeyControl in this guide) serves as a key
manager for encryption keys by using various protocols, including KMIP.

1.1. Product configurations

Entrust has successfully tested the integration of KeyControl with HPE Alletra 9000 in
the following configurations:

System Version

Entrust KeyControl 10.0

1.2. Requirements
Before starting the integration process, familiarize yourself with:

* The documentation and set-up process for the HPE Alletra family of products in the
HPE Alletra online documentation.

* The documentation and set-up process for Entrust KeyControl, see Entrust
KeyControl Product Documentation.

* Also see Entrust KeyControl 10.0 Online Documentation Set.
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https://www.hpe.com/us/en/storage/alletra.html
https://my.hytrust.com/s/product-guides
https://my.hytrust.com/s/product-guides
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Policy-Agent-Install-Windows/aaaChapter-Policy-Agent-Installation-Windows.html

2. Procedures

Follow these steps to install and configure KeyControl:

1. Deploy a KeyControl cluster

Additional KeyControl cluster configuration
Authentication

Create DNS record for KeyControl cluster
Enable KMIP

Create tenant

Create the HPE Alletra certificate request

Create the tenant client certificate bundle

© © N O 0~ NN

Import tenant client certificate into Alletra

S

Register the Entrust KeyControl KMS

1. Execute tests

2.1. Deploy a KeyControl cluster
This deployment consists of two nodes.

1. Download the KeyControl software from https:/my.hytrust.com/s/software-
downloads. This software is available both as an OVA or ISO image. The OVA
installation method in VMware is used in this guide for simplicity.

2. Install KeyControl as described in KeyControl OVA Installation.

3. Configure the first KeyControl node as described in Configuring the First KeyControl
Node (OVA Install).

4. Add second KeyControl node to cluster as described in Adding a New KeyControl
Node to an Existing Cluster (OVA Install).

Both nodes need access to an NTP server, otherwise the above
operation will fail. Log in the console to change the default NTP
server if required.
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https://my.hytrust.com/s/software-downloads
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/aaaChapter-OVA-Installation.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
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5. Install the KeyControl license as described in Managing the KeyControl License.

2.2. Additional KeyControl cluster configuration

After the Entrust KeyControl cluster is deployed, additional system configuration can be
done as described in KeyControl System Configuration.

2.3. Authentication

For simplicity, local account authentication is used in this integration. For AD-managed
Security groups, configure the LDAP/AD Authentication Server as described in
Specifying an LDAP/AD Authentication Server.

2.4. Create DNS record for KeyControl cluster

1. Create a single DNS record named EntrustKeyControl in the domain.

2. Assign this record as many IPs as nodes in the cluster created above, two in this
integration.

2.5. Enable KMIP

1. Log into the KeyControl webGUI using an account with Security Admin privileges.
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https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-System-Config/Upgrading-Your-License.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-System-Config/aaaChapter-KC-Sys-Config.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-Groups-and-User-Accts/Specifying-an-LDAP-Auth-Server.html?Highlight=ldap

2. Select KMIP in the menu bar in the KeyControl webGUI. Then select the Settings tab.
3. For State, select Enable. Take the default for the other parameters. Then select
Apply.

< C @ QO G httpsi//10.11.11.200/# kmip/server 8% Ty v @ =

(QJenTrUST ‘ KeyControl

DASHEOARD SECURY  CLUSTER WORKODADS CLOUDKEYS UL
Host Name. 10.11.11.200
Port 5696
Auto-Reconnect OFF v
" v
Certificate Type: Defavit v
on-blocking ;@
Non-blocking 110: & No v
Timeout Infinite:
Log Level CREATE-MODIFY v
Restrict TLS: DISABLED v

SSLATLS Ciphers: *

4. In the Overwrite all existing KMIP Server settings? pop-up window, select Proceed.

2.6. Create tenant

Entrust KeyControl 10.0 supports multi-tenancy. Therefore, a tenant must be created
before setting up any KMIP services.

1. Log into the KeyControl webGUI using an account with Security Admin privileges.
2. Select KMIP in the menu bar in the KeyControl webGUI. Then select the Tenants tab.
3. Select Actions > Create a KMIP Tenant. The Create a KMIP Tenant dialog appears

4. On the About tab, enter the name and description. Then select Next.

0 ‘ The tenant name cannot be changed after the tenant is created.

Create a KMIP Tenant X

lame+ &

HPE-Alletra-3000

escripbon

A

HER Al

efra 9000 Integrabon with the Entrust KeyControl 10

AR,

Cancel
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5. On the Authentication tab, select Local User Authentication. See Authentication for
reason. Then select Next.

6. On the Admin tab, enter the Administrator information. Then select Create.

Create a KMIP Tenant X
Admin
Administrator
This is the initial tenant administrator who will have administrative access to the Tenant site
User Name

HPE[lletraAdmin

Full MName

HPE Alletra Administrator

Email

HPE.Alletra. Admin@epl2 .net

Password €
Define a temporary pasamord for this administrator.

Password Expiration

Cancel Create

o
5]
o
]
[
[

]

7. Select the newly created tenant and scroll down to see the tenant information. Test
the tenant by selecting the Tenant Login URL, and log in with the credentials above.

G ENTRUST KeyControl

dnin Naeme HPE Abetr i I
dnin User Narme & HPEAletrafd F )]
l;r.:.'l,::nr- ] ipUlcas . — _,‘, 1204020581 ChbGad HPE-Aletra-2000/ | Copy URL @ :
Tenant APIURL: @ mipTensnt DLogn 23457 -1905-4cdc-aZhd-07 bitSed!  Copy URL
o The Tenant Login URL is used later, to [enable-kmip-key-wrapping]
and [establish-trust-alletra-keycontrol]

See the following link for additional information Creating a KMIP Tenant.

2.7. Create the HPE Alletra certificate request

1. Log into the Alletra 9060 webGUI using an account with Security Admin privileges.
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https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/Multi-Tenant-KMIP/Creating-a-KMIP-Tenant.html

Select Settings in the toolbar. Then select Array certificates.
Select the + icon to add a certificate.

Select Create a certificate signing request for the Certificate type.

o~ N

Select ekm-client for Array service and enter the Common name and other
information. Then confirm the checkbox to proceed and select Add.

Add array certificate %

@ Certificate type

Jashboard Ve 3 i
You can create a self signed certificate from here or you can create a certificate

reqquest that you will provide to your certificate management personnel to be
g signed

Storage
= Type
( ,\,' Create a self signed certificate

A

Activities

\'_.:" Createa certificate signing request

Array service

ekm-client Av4

Certificate signing request
Settings
Comimon name

HPEAlletra®060User

6. Select the certificate created.

7. Copy the PEM in the newly created certificate window.

< Array cerfificate HPEAlletra9060User FANK:
General
Name HPEAIletrag0 60User
Issuer -
Start time -
End time -
Subject C=USST=California L =San Jose, O=HPE.OU=HPEAlletra?060.CN=HPEAlletra?060User
Subject Alternative Name |P Acdress10.11.11.90
feeer BEGIN CERTIFICATE REQUEST——

MIIC4DCCACCAQAWETELMAKGA LUEBhMCYV MXEZARBGNY BAGMCKNhBGImb3J uaWEx
ETAPBgNY BACMCFNhbiB Kb3 MNIMOwwCgYDVOOKDANIUEUxFzA Y BgNV BASMDKhORUFs
BGVOCmESMDYwMRswGQYDVOOQD DEJIVEV BbGx IdHIWITA 2MPYZZ X IwagEiMADGCSaG
SIb3DQEBAQUAA4|IBDWAWDQEKACIBAQDSVIWY DIWH Mg 4CPREDICTrBzdNCT 21 MY
QiAfaTapavtL 74 +GQulbry noseswaPjoWOS4aWG NKAS|EGKS f6iRaHISwTS 7H2mc
Ht2n1DTadt8wnDaMemTReTyax MLck ULiJUgUbcENrXQ8 RV IBOGTNSOE by kdCcOFY
BVWV ek | prXG Xl NrofoCHmiOrwS FrPeMigl syfFpaZ hml hksAXdiyxsT o4
+3eFCJROOBWE DGAVbadhax PAMMOVCE TSWGCIORMOBUNYZ2 7yKiZ 1 noBGrsSgivsa
2Z/bm Tt XjbCPrph e G 3l SRXKXZvXHbvFA LigonDAZ bUMXIF+ GAGMBAAGEIAY
BgkghkiG 9wl BCQ4x EzARMASGA LUdECQIMAaHBAOLC 1owDOYJIKOZ IeNAQELEQAD
ooE BAOSSZ GoZ aHz0Wwa fOaa EwAc+ FhLXCWbK mvwy MEZJ Sofpt Rrely D4 & UMWePi+
xJpKOVKIkQY 7G 6ADATBIZ 4sqT1STxfHAX LA 2 nHW1E EpN 14w ZWQZ BHoyl Dtz)
b 4 h2A pPTROWBdoOxcodal +rtw3MMO4 YeOU4 6 08wUICEWUNBQ6 2Y 3riX?
pefCdrOLTICCag + hEhkOFbimD hesmYSfo L 1WwhiXz4 /L L8 156w 3 InOFRYMn10wvOJ
S90IMCNG 3yrSH+Ize+ nle 7rwiXSw T LiICGALimPymISMBIDEXAZ zgF Leperimairs
Fybmilap7V 3KniNcOLMSZ TBj 9D pg=

----- END CERTIFICATE REQUEST--——

8. Create a csr file type with a text editor containing the copied certificate request. May

need to rename the file using the Windows CLI to get the correct file type extension

if using Notepad text editor.
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<« v » ThisPC » Documents » Trust » HPEAlletra®060User v O Search HPEAlletra9060User =l

A~

Trust a Marne Date modified Type

[ This PC J HPEAlletrad060User 11272023 2:02 PM CSRFile

- 3D Objects
I Desktop
) Documents

KewCaontral Cluster

2.8. Create the tenant client certificate bundle

W

N OO o s

9.
10.

Log into the KeyControl webGUI using an account with Security Admin privileges.
Select KMIP in the menu bar in the KeyControl webGUI. Then select the Tenants tab.

Highlight the desired tenant. Scroll down and select the link on Tenant Login. A new
tab in the browser opens.

Log in with the tenant credentials.
Select Security > Client Certificates.
Select the + icon on right top corner to create new client certificate.

Check Add Authentication for Certificate in the Create Client Certificate pop-up
window.

Enter the authentication credentials and Certificate Expiration date. Upload the csr
file created in Create the HPE Alletra certificate request. Then select Create.

Create Client Certificate X
Add Authentication for Certificate

User Name on Certificate *
HPEAlletra9060User
User Password on Certificate @ *

Certificate Expiration +

Jan 12, 2024

®

Certificate Signing Request (CSR)

HPEAlletra9060User. CSR

Encrypt Certificate Bundle

Cancel Create

Select the certificate bundle created and select Download.

Extract the two files from the zip bundle.
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iy j <« Downloads » HPEAlletra®060User_2023-01-12-20-19-29 v O Search HPEAlletra%060User_20... @

-~

MName Type Compressed
s Quick access —
| cacert PEM File
[ Desktop A+ g
| HPEAIletrad060User PEM File
& Downloads *

| Documents

|&=! Pictures

See the following link for additional information KMIP Tenant Client Certificates.

2.9. Import tenant client certificate into Alletra

1. Log into the Alletra 9060 webGUI using an account with Security Admin privileges.
2. Select Settings in the toolbar. Then select Array certificates.
3. Select the certificate that was created in Create the HPE Alletra certificate request. In

this case HPEAIlletra9060User and select Import Signed CSR in the Actions tab.

€< Array cerfificate HPEAlletra9060User A e Actions

T, Import Signed CSR

General

Mame HPEAlletra®060User [i] pekete
Issuer -_

Start time —

Endtime —

Subject C=US5T=California.L=San Jose,0=HPE,OU=HPEAlletra?060.CN=HPEAlletra?0 60User

Subjecr Alternative Name |P Address10.11.11.90

PEM = BEGIN CERTIFICATE REQUEST-----

MIC4DCCACAQAWETELMAKGA LUEBhMCVY Mx EzA RBghV BAGMCENhBGImb3J uaWEx
ETAPBgNVBACMCFN hbiB Kb3NIMCwwCgYDVOOKDANIUEUxFzAVBgNVBASMDKWORUFs
EGVOCMESMDYwMRSWGOYDVCOODDBJIUEVBEGx IdHINOTA 2MPY ZZ X IwagEiMADGCSG
SIb3DOEBAQUAALIBDwWAWOIEKAOIBAQDSVWY DANH|MoA4CIRADUC TrBzdNC 21 MY
AL TepaV 1L 74 +GOul by nose swoPjoWOS4a WG nESS|EGKS /6 iRaHIBwa TH2me
Hr2nlDTadt&wnDaMcemTReTyoxMLck ULidUgUbENrXC8 RVIBOGTNSOE by kdZaDFY
VW ljebe kI priXG L NrofCCRlmt I0mwS FrReMigl 6yfFpé Z hmlhksAXdivxsZ dé
+3eFCJROOBWS DG A Vbadtax PAMMOwEa TSWGKCIQRMOBUNYZ2 7y KrZ LroBGragsa
z/bmN7qtXjbCPnp44elG3al3 RXICZvXHbvFA LigonDAZ IMXIF+ SAgMBAAGgIjAg
BokahkiGowOBCO4xEzA RMASGA 1UCECQQIMAaHBACLC 1owDQYIKSZ IeNAQELBOAD
oOE BAOSSZ GoZ aHrOWwWa FOaa EwA c+ FhLDCONBE vy ME I Sofpt Rre ly D4 & UMW CPi+
*JpKOVEIEQ 7G 6 ADRBIZ 4TS P fHAX LA 2renHWLS EpNLéwnZWOZ BHoyI Diz)
MM b h2A pPTROWEBdoDxaadal +rtw3MMO 4 YeOU4 6O8WUICEWUNSOQ6 2Y3rXU?
pCdrOLTICCagpe + hEhkOFbimD hesmiYSfo L 1WwhiXz4 IfL L8 155w 3 InOFRYMn10vOJ
S90IMCN6 3yrSH+Ize+nic 7w Svy T1j[CGdLimPvmISMBIbE X4 Z zgFLavrim&irs
Fy6mlap7V 3KnrNcOLMSZ TB| 9D pg=

----- END CERTIFICATE REQUEST-----

4. Paste the content of the extracted cacert.pem file from Create the tenant client
certificate bundle in the Authority chain text box. When pasting the content, only
include the certificate section of the file starting from ===== BEGIN CERTIFICATE-----
and ending with ===== END CERTIFICATE----- )

5. Paste the content of the extracted HPEAlletra9060User.pem file from Create the tenant
client certificate bundle in the Certificate text box. Only paste the certificate section
starting from ===== BEGIN CERTIFICATE----- and ending with ====- END
CERTIFICATE----- . Then select Add.
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Import Signed CSR

Cartificate

|--—--BEGINCE RTIFCATE

MIID 3 TCCAEWgAWIBAGIFA MiYy SwawDQYIKoZ IveNAQEL BOAWVZELMAKGA LUEBhMC
WYMxFTATEQNVEBACTDEREYH J1c3IQgEWE L ExMCBGA LUEAMaoSHIUcnVzdCBLIXID
b250cmPelE NiznRp Z mIjYXRIEF14G vem De TAePwOyMz AxM ThyMDESMDha PaOy
NDAxMThyMDESMDhaMHIoCz A JEQNYEBAY TANTM RMwEQYDVOOIDA pDYWxpImPybmih
MREwDw YDVOOQHDARTYW4gEMPz I TEMMACGA LUECQWDEFEFMRowFOYDVOQLDASIUEY

B

bGcidH JhOTA ZMDEbMBRGA LU EAwnSSFEFCWEI X Ry ¥ ThwNjBVCZ Vi MIIBIJA N Bakg
hkiG9w0 BAQERACCACSAMIBCgKCAQEA+D LI035 Lhéz IPOAwUAyOUE w3 TOrdt TG

I YeeP6 kS mmIbS++PhiL pWS5epSLHrMKj46 ljkuG IhpynOa<BpOH+ oWy PMH/O:0p

nETdpeQO2vLIM M2 H JOXESqQM TC 3 JFNYIVIFGERDa 10PEVSADEr TIDHCep HONNE

WOICFZY3cZ JaZ 1«69 Tab Hegny 2 rSE BORaz 3D NC+ewaeG YIp YZILAFI YeebGX

Authorty chain

| }----BEGIN CERTIFCATE

MIDS TCC A 2gAwIBAGIE Y5 jLbzA NEglkg hkiGPw0 BACeRA D EXMOewC QY DVOOGEw IV
UzEV¥MBMGA LUEChMMSH IUcnyzdC BJbmM uM TEwLw VDY QOD EyhieY Ryd XNOIET U Ny
bnRyb 2wgQ2Vyd G ImaWNhdGUglXV0aGPaXRE MB4 XD TEXMD YurM TAwM DAwMFoXD TOS
MTEMTEMNTE1OVowYz ELMA KGA LUEBRMCVWMFTA TBQNVEBACTDEhSVH J1c3QgEWE|]
LiExMCE8GALIUEA:MoSHIUCnYzdCBLZXIDb 2 S0cmPElE MicnRp Z m Y XRIEF1dG v
cmi0eTCCASDOYIKDZ IveNAQE BBOA Dogk PA DCCAQoCogE BA NS ujG08vME Lrgle
iny2NEYmqneSCo RkTIb R CeBES JTUXOAOA 1bE/0elQ3udxbjmSDoolK1Ed kI
udwkfj2 TumM ¥ 2 p PCXGWEKE B/ JOTI RAZ K IMMESoBRT 0x0Bt DKM YD fr3
KBcHTDira$OMHAG 5P 5055+ 2 IHP m+ 4068 3VA k+Qa YOH YLMh3y+ b ROM7 SedcbL
22Q1Ib1CpIne mt RKWFLYEMNCrcul Yaz +OEaFO LS k4 JPISIPb M oXor? ZyED rb H?
jK5e3 $BUSQODSS 2455 MEDIVE TrgVOe A KSrpu? RiLBUdxcj0q Bzw3 3rFig4 GG DY

P

'~

R €

A\ <

Add

6. Notice the new status of the Certificate along with the Root Certificate now

showing up beside our created certificate.

& Array Cerfificates 6of6 QO

dscc

CZ214502X2

dsc

Cerfificate

Starts 11/8/2021
Expires 11/8f2028

HPE Nimble
Storage
Intermediate CA
dsce

Intermediate certificate
Starts  12/17/2019
Expires  12f17/2039

HPE Nimble
Storage Root CA

dsce

Root certificate

Starts  12/17/2019
Expires 12/1772039

ekm-client

HPEAlletra9060
User

ekm-<lient
Certifcate
Starts 011272023
Expires 0Q1/12/2024

HyTrust
KeyControl
Certificate
Authority

ekm-client

Root certificate

Starts  05£31/2011
Expires 123172049
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7. Launch the Alletra 9060 CLI using an account with Security Admin privileges.

8. Verify that the certificates were created with the showcert command.

Alletra-9060 cli% showcert

Service Commonname Type Enddate Fingerprint
ekm-client HPEAlletra9060User cert Jan 13 20:14:56 2024 GMT
c93bb1e83381573626dd56366252fec7842781d7

ekm-client* HyTrust KeyControl Certificate Authority rootca Dec 31 23:59:59 2049 GMT
fe6391cfaddfc185026f301b3c9306d1afdb761f

9. Import an ekm-server in the CLI, by pasting the content extracted from the
cacert.pem file from Create the tenant client certificate bundle with the importcert
ekm-server command. Only paste the certificate section starting from ===--- BEGIN
CERTIFICATE----- and ending with ====- END CERTIFICATE----- . Then continue.

Alletra-9060 cli% importcert ekm-server -ca stdin

Please paste the CA bundle for ekm-server. Once finished, please press Enter twice.
————— BEGIN CERTIFICATE-----
MIIDITCCAt2gAwIBAQIEY5]jLbzANBgkghkiGIw@BAQsFADBXMQswCQYDVQQGEWIV
UzEVMBMGATUEChMMSH1UcnVzdCBIbmMuMTEwLWYDVQQDEyhIeVRydXNOIEt1eUNv
bnRyb2wgQ2VydG1maWNhdGUgQXV@aG9yaXR5MBAXDTEXMDYwMTAwMDAWMFoXDTQ5
MTIZMTIzNTk10VowVzELMAKGATUEBhMCVVMXFTATBgNVBAOTDER5VHI1c3QgSW5j
LjExMCBGATUEAXMoSH1UcnVzdCBLZX1Db25@cmIsIENTcnRpZm1jYXR1IEF1dGhv
cm10eTCCASIwDQYJKoZIhveNAQEBBQADgGEPADCCAQoCggEBAN8U]jGo8vMETrgle
iry2NEYmqns6C6RkTIb19j+QsBB8ITUx0AeQATb8/@eLQ3ubxbjmSDcoT1K1ISdkZ
u3vkfj2TunyMY2pPxCXGWkk5B/19301uTZRAzkIMhfE6OBFV7@x0BthxDKMY9/r3
K8cHTD1 ra40MHd65n91Sg65+2IHIn+40G83VAk+9aYQHYLMh3y+bROm7Ss/dcbLP
ggQ1Ib1CpLn8mtRkWF1YsfVOxuNYazi+05aP@135k4jPfSIPbNIoXon9ZyBDrbH9
jK6e34BU8QQDS62dSGMBD1VETtgV08ALdSrpvIRiuBUdxcjOqlSzw33rFfg4GGDV
1z+9MdUCAWEAAaOByDCBXxTAdBgNVHQ4EFgQU/m8a+5TuIUL1MiEj4mq6Q71IbX8w
gYIGATUdIwR7MHmAFP5vGvuSLiFC5TINI+Iquk09SW1/0VukWTBXMQswCQYDVQQG
EwJVUzEVMBMGATUEChMMSH1UcnVzdCBIbmMuMTEwLwYDVQQDEyhIeVRydXNOIEt1
eUNvbnRyb2wgQ2VydG1maWNhdGUgQXV@aG9dyaXR5ggRjmMtvMABGATUdEWEB/wQF
MAMBAf8wDgYDVROPAQH/BAQDAGEGMABGCSqGSIb3DQEBCWUAA4IBAQCA/AB/ 112z
XhhyOWMEA1aBRPjYiRgaPW68gRh7RTvu2BTcN50BnI2VIxXE3WBq/IpR1DMg3XtCR
Sq5xepWy0fjCFdjtd6f2nAFI/16gTmImUwmP883Q9pciW470zNTZVGvGZzCa+IwZE
Js4CFkBEhfPERM8+66+fqb2aSxytECSeQx/pron8oahW9X4mxX3NYkOBWBS+z100
FQiWaJMbbhq+GLJeTy+hdL80Y8L8crRC7fV3BFCKKxU9u4QwI0IcjNYIP1Yz2Xch
33y8rK4D/V/2vDNWoeeQY/9PXe2rBj4Rk(8X9vcBHN51tdM+Z1VKYVRTafrFQIAj
7ueQc/tILADT

Do you want to import these certificate(s) for ekm-server service?
* stdin certificate authorities?
Continue importing signed certificate(s) (yes/no)?

10. Verify that the ekm-server certificate was created with the showcert command.
Notice the newly created ekm-server below.

Alletra-9060 cli% showcert

Service Commonname Type Enddate Fingerprint
ekm-client HPEAlletra9060User cert Jan 13 20:14:56 2024 GMT
€93bb1e83381573626dd56366252fec7842781d7

ekm-client* HyTrust KeyControl Certificate Authority rootca Dec 31 23:59:59 2049 GMT
fe6391cfaddfc185026f301b3c9306d1afdb761f

ekm-server* HyTrust KeyControl Certificate Authority rootca Dec 31 23:59:59 2049 GMT
fe6391cfaddfc185026f301b3c9306d1afdb761f
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2.10. Register the Entrust KeyControl KMS

1. Launch the Alletra 9060 CLI using an account with Security Admin privileges.

2. Create an External Key Manager Server with the controlencryption setekm command
in the CLI. Include all of the configuration parameters listed below. Then proceed to
create a password

Alletra-9060 cli% controlencryption setekm -setserver EntrustKeyControl.epl2.net -ekmuser HPEAlletra9060User
-kmipprotocols 1.3

3. Verify that the external key manager has been created with the controlencryption
status -d command.

Alletra-9060 cli% controlencryption status -d
Licensed Enabled BackupSaved State SegNum Keystore
yes yes yes normal T LKM

Number of EKM servers defined: 1

EKM servers: EntrustKeyControl.epl2.net
EKM server port: 5696

EKM username: HPEAlletra9060User

KMIP Protocols: 1.3

4. Verify communication with the newly created External Key Management server with
the controlencryption checkekm command to show that EKM settings are correct.

Alletra-9060 cli% controlencryption checkekm
EKM settings are correct

5. Power down the KeyControl nodes one at a time and verify the communication with
the External Key Management server with the controlencryption checkekm command
to show that EKM settings are correct.

Alletra-9060 cli% controlencryption checkekm
EKM settings are correct

2.11. Execute tests

Execute the test as described in the HPE Alletra internal documentation.
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3. Integrating with an HSM

For guidance on integrating the Entrust KeyControl with a Hardware Security Module
(HSM), consult with your HSM vendor. If you are using an Entrust nShield HSM, refer to
the Entrust KeyControl nShield HSM Integration Guide available at Entrust
documentation library.
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