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1. INTRODUCTION 
Government at all levels is working to reduce paperwork and increase efficiency and often these 
initiatives are mandated by law.  For example, the US Government Paperwork Elimination Act requires 
significant paperwork reduction by Federal agencies by 2003.  But governments use forms as the primary 
conduit for collecting information from individuals and businesses.  In fact, the average state government 
uses 40,000 to 100,000 forms to collect and process data.  The cost of processing these forms manually is 
huge—from printing paper forms to keying completed forms into a database.  Additionally, errors caused 
by incomplete or incorrect data and transcription mistakes can result in further incremental costs and 
frustrating delays.  

Capturing and processing information electronically through e-forms can reduce costs by as much as 90% 
according to Accelio, an industry leader in secure data capture.  This is why all levels of government are 
looking for ways to automate data capture and processing in order to reduce paperwork, lower costs and 
increase efficiency.  Elimination of dual data entry, rules to enforce accurate completion and reduced 
printing costs combine to make e-forms and Web-based data capture solutions a viable, cost-effective 
way to managing a wide variety of government processes. 

The benefits of using e-forms for government translate to virtually any government-to-citizen (G2C), 
government-to-business (G2B) and government-to-government (G2G) process, including applications 
such as: 

• Enrollment for services (e.g., benefits or loans) 

• Regulatory compliance and reporting (e.g., environmental reports) 

• E-Filing (e.g., revenue or court documents) 

• Law enforcement reporting (e.g., arrest, transfer or release reports) 

• Licenses and permits (e.g., driver’s and hunting/fishing licenses) 

However, putting critical and sensitive information online means higher levels of security must be 
implemented to protect data and meet legal privacy requirements.  The requirement for enhanced security 
can take several forms: 

• Identification and Authentication:  checking the user is who they say they are 

• Entitlements: Authorizing access to only information and processes where the user is allowed 

• Verification:  Creating a binding, auditable trail of transactions through digital signatures 

• Privacy:  Protecting valuable citizen and government information 

• Security Management:  Automating E-Government security seamlessly and consistently across 
applications and platforms 

The damage to public trust and confidence done by electronic security breaches can be very detrimental to 
governments.  While the benefits of using e-forms are tremendous, governments must address security, 
privacy concerns and electronic signature requirements prior to implementing electronic government 
solutions.   Entrust, along with its partners, provides secure e-forms solutions that support applications 
across all levels of E-Government. 
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2. ENHANCED SECURITY FOR E-FORMS 
E-Government can only reach its full potential if Internet data and transactions are secured and citizens 
and businesses have a higher level of confidence that their information is protected.  Government can reap 
many benefits from employing e-forms, but without enhanced security, users will be hesitant to use them.     

2.1 BASIC SECURITY IS NOT ENOUGH TO ENABLE E-GOVERNMENT 

Basic security is commonly used in the private sector for low-value transactions.  However, most G2C, 
G2B and G2G information sharing involves high sensitivity data such as tax returns, law enforcement 
communications and personal health information.  Basic security is not enough to protect the majority of 
these E-Government activities and data collected through electronic mediums.   

2.1.1 Basic Internet Security 

Existing low value and low sensitivity government applications on the Internet range from 
information publishing, to basic e-commerce sites offering services such as purchasing (e.g., 
hunting permits). These applications have typically been secured using Secure Sockets Layer 
(SSL) for information privacy between the Web browser and Web server and UserID/Password 
for user identification. Many times even less security is used. It is important to understand what 
you get with basic Internet security, and more importantly, what you don't get.  

From the user's perspective, SSL gives assurance that you are communicating with the Website 
you think you are dealing with. SSL also encrypts the transaction information from your Web 
browser to the Web server. What happens to transaction information after it gets to the Web 
server is open to question. More often than not, this data (i.e., credit card number, or personal 
information) is left on the Web server un-encrypted, in human readable form. 

From the government's perspective, basic Internet security in the form of SSL and 
UserID/Password gives a rudimentary level of identification of who it is dealing with, as well as 
basic entitlements, or access control to grant or deny access to certain Website resources. 

2.1.2 What You Don’t Get With Basic Internet Security 
What is most important to understand is what you don't get with basic Internet security. From the 
user's perspective, you don't get privacy of your information beyond the Web server, as it is 
stored or moves along in the government enterprise. You don't get strong, auditable verification 
of the transaction between you and the government entity.  

From a government or organization perspective, basic Internet security does not provide strong 
assurance of who it is dealing with, nor does it provide privacy of information, as it lives and 
moves within the agency. It does not allow you to implement fine-grained access control of users 
to government resources, nor does it provide a binding record of the transaction between the 
government and the user. Lastly, it does not provide automatic security management of user 
identity and entitlements across multiple applications or platforms. 
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2.2 ENHANCED INTERNET SECURITY 

Now that the weaknesses of basic security are understood, it’s important to know how enhanced security 
works to protect high-value government information and government e-forms. 

2.2.1 What Is Enhanced Internet Security? 
What do you need to have the confidence to conduct higher value government transactions and 
deliver higher sensitivity information over the Internet?  The risks of governments not 
implementing enhanced Internet security can range from dispute or repudiation of transactions, 
breach of privacy of sensitive citizen or government information, or access to protected resources 
by unauthorized individuals. The implications of these breaches are dramatic, ranging from direct 
financial loss and legal implications due to non-compliance with regulations, to a loss of citizen 
trust as security breaches become public. 

The fundamental requirements for enhanced Internet security draw upon the complete spectrum 
of a transaction lifecycle. These include identification, entitlements, verification, privacy, and 
security management. 

Identification 
In the online world, it is important to truly understand and have assurance as to exactly who is at 
either end of a transaction or information exchange. If you cannot be confident that you know 
who you are dealing with, you risk disclosure of information to unauthorized individuals. A 
strong level of identification can be achieved by utilizing trusted identification credentials such as 
digital certificates, also known as digital IDs. 

Entitlements 
Often there is a need to grant or deny access to particular government Web resources or 
applications based on who is interacting with the application and/or what role they fill. For 
example a government may want varying levels of access and resources granted to citizens, 
employees, and businesses. They may also want to vary entitlements within those groups. The 
risk of not implementing an enhanced entitlements system is the disclosure of information to 
unauthorized individuals. Without advanced control of entitlements organizations cannot move 
forward with many advanced applications and networking solutions.  Personalization of content is 
also enabled by entitlements. 

Verification 
In order for a transaction to be binding between parties, there needs to be a strong auditable 
record of the transaction so that neither party can repudiate it. This can be accomplished using 
digital signatures and digital receipts, which now have legal backing in many jurisdictions.  Data 
integrity is enhanced through digital signatures, since it is possible to tell whether data has been 
altered intentionally or accidentally after a document was signed.  Digital signatures will be 
discussed in greater depth in a later section. 

Privacy 
Sensitivity of personal or government information is paramount to higher value and higher 
sensitivity online transactions and information sharing. Privacy entails keeping the data from 
prying eyes, and keeping it confidential while in transit and in storage from end-to-end of the 
transaction lifecycle or information exchange. It should be noted that privacy also constitutes the 
policy surrounding the use and disclosure of this information within the enterprise. The risk of not 
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implementing enhanced privacy can sometimes be the most significant issue, certainly in terms of 
public perception resulting in loss of trust. 

Security Management 
Security management refers to the ability to effectively and efficiently manage the above 
requirements so that there is less burden of administration for both the end users and the 
administrators, regardless of application or platform. Automated and transparent security 
management results in a lower cost of ownership of maintaining the system overall. 

2.2.2 Enabling E-Forms Through Enhanced Internet Security 

Enhanced Internet security enables e-forms by providing the confidence that requirements for 
identification, entitlements, verification, privacy and security management are met.  As discussed 
in the next section, secure e-forms and data capture solutions can provide many benefits, 
including increased efficiency, faster processing time and fewer errors.  However, if security 
needs are ignored, citizens and businesses will not be inclined to use e-forms and efforts to 
automate government processes and move to higher levels of E-Government may fail.  Enhanced 
security can provide a level of trust for governments, businesses and citizens and can help to 
enable e-forms and the deployment of successful E-Government initiatives.  

 

 

Five Pillars of 
Internet Security 

Basic Security Enhanced Internet Security 

Identification Conducted using only a user 
password.  

Conducted using a digital ID. 

Privacy User information is protected 
only to the web server, not 
beyond. 

Sensitive information is protected 
end to end. 

Entitlements Access control grants or denies 
access to a web server resource. 
Once a user is inside the 
resource, user activity cannot be 
controlled. 

Access to information is controlled 
throughout a user session based on 
established policies and privileges. 

Verification No reliable record of a 
transaction is supplied. 

Formal proof of each transaction is 
provided. 

Security 
Management 

No automated security and 
platform management across 
applications. 

Integrated central administration 
for identification; distributed 
administration for access control. 
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3. USING SECURE E-FORMS IN E-GOVERNMENT 

3.1 FORMS ARE EVERYWHERE 

Forms are the prevailing way to capture data, and both governments and businesses spend heavily on 
paper forms.  The Gartner Group reports that forms represent 83% of all business documents and that 
about US$6 billion is spent each year on pre-printed forms alone.  Governments rely even more heavily 
on forms for a wide range of G2C, G2B and G2G activities, and US states use from 40,000 to 100,000 
forms.  For example, the State of Illinois alone uses 70,000 different forms.  Therefore, moving these 
forms online is a substantial goal of E-Government. 

3.2 REQUIREMENTS TO REDUCE PAPERWORK 

One of the primary reasons governments worldwide are employing secure e-forms is to meet legal and 
regulatory requirements.  In the United States, the Government Paperwork Elimination Act of 1998 
requires federal agencies to provide the option of electronic submission, maintenance or disclosure of 
information that was previously submitted on paper forms.  The Act also makes electronic signatures 
acceptable where practicable.  The compliance deadline for GPEA is October 2003, and agencies were 
required to submit their plans by October 2000.  A September report commissioned by the Senate 
Committee on Governmental Affairs indicates that many agencies are far behind on their plans to 
implement the requirements of GPEA.  However, so far there are no hints that the compliance deadline 
will be pushed out, so many Federal agencies will need to make significant progress within the next 18 
months. 

3.3 BENEFITS OF E-FORMS  

Given the amount of time and money that governments invest in paper forms, the benefits of moving 
those data collection processes online can be substantial.   

3.3.1 Cost Efficiency 

Use of e-forms can help to reduce processing costs savings of up to 90% over manual processing 
according to Accelio.  Bill Gates also addressed the cost aspects of manually processing paper-
based forms versus automated e-form processing in his 1999 book, Business at the Speed of 
Thought:  Succeeding in the Digital Economy: 

 

Cost Per Form Paper Form E-Form Savings 

Printing & Storage $15 $1 $14 

Filling, processing & keying $145* $5** $140 

Cost per completed form $160 $6 $154 
 

*Includes employee time filling by hand, routing completed form for approval, routing to end user, manual keying into 
application, cost of lost forms and keying errors. 

**Includes completing form, submitting form, processing form data into database or back office application. 

Source:  Accelio 2001 
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A reduction in costs may be realized in multiple ways using secure e-forms: 

• Elimination or minimized printing costs 

• Elimination of dual data entry that may result in transcription errors 

• Rules for accurate data collection prevent the need for manual intervention and 
processing to correct errors 

• Process automation enabled by secure e-forms may reduce resources required to process 
forms 

While it is impossible for government agencies to entirely eliminate paper forms, deploying 
secure e-forms can contribute to more efficient processing. 

3.3.2 Error Reduction 

Data input errors may be drastically reduced through the use of secure e-forms.  When an e-form 
is designed, each field can be masked to accept only the defined type or format of data. This 
makes is easier for the person completing the form to insert the proper information only in the 
required format.  If a user fails to enter required information, a secure electronic form can be 
returned immediately to the user for correction before it begins to be processed—helping to save 
time and the costs associated with manually handling. 

Additional errors are avoided since the data is captured correctly the first time, which helps to 
eliminate the need for manually re-keying after the form is received for processing.   

3.3.3 Decreased Processing Time 

Putting e-forms online can help to decrease processing time because the data does not have to be 
transferred manually from the paper form to a database or other processing system.  This re-
keying of information, as discussed above, consumes time and money and may increase the error 
rate. 

When errors are reduced during front-end data collection, the increased processing time resulting 
from incomplete or incorrect forms is minimized, resulting in faster completion of the activity. 

When data is submitted electronically, delivery of the information is virtually instantaneous.  
Using standard “snail mail” or courier services can add days to total processing time.  For 
business-related forms, additional time is wasted as paper moves through internal office mail to 
secure approval signatures from individuals located in different offices or on different floors.  
When secure e-forms are employed, multiple signatures can be added in very short timeframes. 

Finally, when secure e-forms can be accessed through a government portal, 24-hour accessibility 
allows citizens or businesses to complete and submit the forms at their convenience. 
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3.4 COMMON APPLICATIONS 

As we know, government entities are currently using large numbers of forms to support current processes.  
These processes can be grouped into several common categories, many of which are appropriate to 
transition to a secure e-forms model.   

3.4.1 Enrollment for Services 

One of the most common government information collection activities involves enrolling for 
government services.  These services can include benefits, such as health benefits or workman’s 
compensation, or loans for housing or education.  Primarily a government-to-citizen transaction, 
these agencies utilize a multitude of forms to deliver government services: 

• Health 
• Aging/Elder care 
• Veteran’s Affairs 
• Child Welfare 
• Child and Family Services 
• Human Services 
• Public Aid 
• Housing 
• Employment 
• Education 

Due to the sensitive nature of the data collected, including personal, medical and financial 
information, enhanced security is imperative for transactions involving enrollment for benefits. 

3.4.2 Regulatory Compliance and Reporting 

The myriad of government regulations and reporting requirements between governments and 
businesses presents a substantial opportunity for efficiency improvements through the use of 
secure e-forms.  Secure e-forms including digital signatures can significantly reduce the time 
required to fill out forms, circulate them internally for signature, and submit them to the 
appropriate agency.  For example, 3,000 facilities in a large US state are required to submit 
Discharge Monitoring Reports to the state Environmental Protection Agency on a monthly basis.  
Before these reports could be accepted electronically, the process took an average of 20 days.  
Now the process can be completed within hours. 

The agencies involved in Environmental Protection and Occupational Safety are excellent 
candidates to employ secure e-forms.  Enhanced security, including digital signatures, provides a 
way to authenticate users, verify data integrity, and produce an audit trail for regulatory 
compliance reports. 

3.4.3 E-Filing 

Taxes and tax-related filings are some of the most popular of secure e-forms applications.  While 
many governments have long made tax information and printable forms available on their Web 
sites, now 35 of 50 US states offer some type of online tax filing for citizens.  Business taxes can 
also be facilitated by secure e-forms, and use of these forms can help reduce the burden on 
businesses submitting these filings.   
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Other types of electronic filings, such as court documents, are also made possible through secure 
e-forms.  Enhanced security through digital signatures, for example, can enable the moving of 
these activities to the Internet. 

3.4.4 Law Enforcement Reporting 

Paperwork and forms are a large part of law enforcement activities everywhere.  However, 
enhanced security is obviously vital to protecting this information from unauthorized users.  The 
information contained in these forms also must be protected from tampering and alteration.  
Police departments at the federal, state and local level can all benefit from the productivity gains 
enabled through the use of secure e-forms. 

3.4.5 Licenses & Permits 

Government entities issue licenses and permits for a wide variety of activities, including: 
• Vehicle registration 
• Driver’s licenses 
• Hunting and fishing licenses 
• Professional licenses  
• Business licenses  

According to a September 2001 study by Brown University, licenses and permits are one of the 
most common online services offered by US state governments.  Since a financial transaction is 
generally associated with securing a license or permit, enhanced security is a requirement.   
Identification and verification issues are also important in government licensing, and enhanced 
security can help to provide a greater sense of confidence to governments when moving their 
licensing registrations and renewals online. 



Guide To Enabling E-Government:   
Secure E-Forms and Data Capture Digital Signatures – What Are They and How Do They Work? 

© Copyright 2003 Entrust. All rights reserved. Page 11 2/13/02 

4. DIGITAL SIGNATURES – WHAT ARE THEY AND HOW DO THEY 
WORK? 
Digital signatures play a significant role in enabling E-Government, and when used with e-forms provide 
many benefits.  Governments worldwide have encouraged the use of digital signatures through 
legislation, so it’s important to understand what they are and how they work.    

4.1 BASICS OF DIGITAL SIGNATURES  

We are all familiar with paper signatures - a hand-written signature on a paper document. Aside from 
legal and contractual issues, the primary properties of a paper signature are:  

1. It is intended to be associated with a particular individual;  

2. It generally shows a commitment related to a particular document, with the exact meaning 
depending on context.  

Though far from perfect, paper signatures serve surprisingly well in many parts of the world as the basis 
for business and legal transactions. Societies have learned to use paper signatures in circumstances in 
which a physical marking on a paper document, augmented by sufficient controls and context, provides 
sufficient recallable evidence of a commitment related to that document by the marking party. The 
evidence is important in order to reconstruct circumstances, in the rare case of later disputes. 

A digital signature is the term used for marking or signing an electronic document, by a process meant to 
be analogous to paper signatures, but which makes use of a technology known as public-key 
cryptography. Additional security properties are required of signatures in the electronic world. This is 
because the probability of disputes rises dramatically for electronic transactions without face-to-face 
meetings, and in the presence of potentially undetectable modifications to electronic documents. Digital 
signatures address both of these concerns, and offer far more inherent security than paper signatures. 
Compared to all other forms of signatures, digital signatures are by far the most easily verified and the 
most reliable with respect to providing document integrity. 

Comparison of Paper and Digital Signature Properties 

 

Property Paper Signatures Digital Signatures

Can be applied to electronic documents and transactions No Yes 

Signature verification can be automated No Yes 

Signature automatically detects alterations to the document No Yes 

Can be used to signify a commitment to a contract or document Yes Yes 

Can be augmented by use of a witness to the signature process Yes Yes 

Recognized by legislation Yes Yes 
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4.2 HOW DIGITAL SIGNATURES WORK 

A digital signature can be thought of as a numerical value, represented as a sequence of characters, and 
computed using a mathematical formula. The formula depends on two inputs: the sequence of characters 
representing the electronic data to be signed, and a secret number referred to as a signature private key, 
associated with the signing party and which only that party has access to. (A matching public key, which 
can be published for everyone to see like a phone number in a phone directory, allows signature 
verification.) The resulting computed value, representing the digital signature, is then attached to the 
electronic data just as a paper signature becomes part of a paper document.  

 

This has two critical results: 

1. The digital signature can be uniquely associated with the exact document signed, because the first 
input is the precise sequence of characters representing that data.  

2. The signature can be uniquely associated with the signing individual, because the second input is 
the private key that only that individual controls.  

Verifying the authenticity of a digital signature also relies on a formula. Here the formula depends on 
three inputs: the sequence of characters representing the supposedly originally signed electronic data, the 
public key of the signing party, and the value representing the supposedly authentic digital signature. The 
formula produces as output a simple answer: yes or no. 'Yes' signifies that the digital signature is indeed 
an authentic digital signature on the presented electronic data, and associated with the party linked to the 
public key used. 

The process of creating a digital signature includes: 

a. capturing the entire context of the electronic transaction or document, and precisely what the 
signer is committing to;  

b. ensuring that the data displayed to the user accurately reflects the data to be digitally signed;  

c. requiring the user to signal an understanding of the commitment being made, and a desire to be 
bound to this;  

  Digital Signature Creation Send Message Digital Signature Verification 1 2 3 

Originator's 
Private Key 

Digital Signature

Original Message

Digital Signature

Yes (valid signature) or
No (invalid signature)

Verify
Signature

Originator's
Public Key

Original 
Message 

(plain text) 

Create 
Signature 

Original Message
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d. authenticating the user in order that the user's private key becomes available to the signing 
device;  

e. computing the signature based on the signer's private key and the data being signed;  

f. a timestamp server optionally appending a time-date field to the data and signer's signature and 
then signing; and  

g. forwarding the signed transaction for processing, storage, or subsequent verification.  

4.3 BENEFITS OF USING DIGITAL SIGNATURES  

Digital signatures are best practice for electronic communications and transactions.  Digital signatures 
powered by public-key infrastructure (PKI) technology, are widely recognized as best practice for 
ensuring digital verification for electronic transactions and e-forms. Digital signatures are the most 
effective, secure, and easy-to-implement method of providing verification while enabling e-forms. The 
benefits of PKI-powered digital signatures include knowing:  

• who you are dealing with (identification)  

• who is authorized to access what information (entitlements)  

• that you have a verifiable record of transaction (verification)  

4.4  DIGITAL SIGNATURE LEGISLATION 
 
Increased awareness of security and privacy issues is resulting in national and international legislation on 
privacy and digital signatures, as well as industry-specific regulations for selected broad verticals. 
Examples of such legislation in the United States alone include the Electronic Signatures in Global and 
National Commerce Act (E-Sign), the Uniform Electronic Transactions Act (UETA), the Health 
Insurance Portability and Accountability Act (HIPAA), Gramm-Leach-Bliley (GLB) Financial Services 
Act, and the Government Paperwork Elimination Act (GPEA). 

The broad adoption of digital signatures built on Internet security foundations is now generally 
acknowledged. The infrastructure build-out is currently underway, and the scale is enormous - for 
example, the U.S. Department of Defense has requested $700 million in funding from fiscal year 2000 
through 2005 solely for Internet security development [Information Security -Advances and Remaining 
Challenges to Adoption of Public Key Infrastructure Technology, GAO, February 2001]. 

http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=106_cong_bills&docid=f:s761enr.txt.pdf
http://www.law.upenn.edu/bll/ulc/uecicta/uetast84.htm
http://aspe.hhs.gov/admnsimp/pl104191.htm
http://www.house.gov/financialservices/s900lang.htm
http://www.cdt.org/legislation/105th/digsig/govnopaper.html
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5.  THE ENTRUST AND ACCELIO SOLUTION – A TECHNICAL 
DESCRIPTION 
Entrust, Inc., a leader in Internet security, and Accelio Corporation, a leader in electronic forms and data 
capture, have worked together to provide an integrated solution for governments interested in employing 
secure e-forms.  This integrated solution provides a way for governments to quickly and easily implement 
e-forms in order to reap the cost and efficiency benefits that are possible. 

5.1 TECHNICAL DESCRIPTION:  SOLUTION COMPONENTS 
 

The Entrust and Accelio e-form solution is comprised of multiple server components, and for the sake of 
simplicity, they will be grouped together by function. The e-form solution can be logically described as 
having 3 major functional groups. Figure 1 provides an overview of the different solution components.  
 

• Server components 1, 2, 3 and 4 are part of the Public-Key Infrastructure server components 
• Server components 5 and 6 are part of the Entrust TruePassTM software + Application Server 

grouping 
• Server components 7 and 8 are part of the Accelio Capture Solution. 

Figure 1. 

5.1.1 Description of the Server components in the Secure E-Forms 
Solution 
Public-Key Infrastructure Server Components 

a. LDAP/X.500 Directory acts as a repository for user Public-Key certificates 
(encryption certificates) and certificate revocation information 
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b. Entrust Authority Security Manager™ 6.0 software is the Public-Key Infrastructure 
component that enables the creation, distribution, and management of keys and 
certificates. 

c. Entrust Authority Security Manager 6.0 database stores information about the users 
and about Entrust Authority Security Manager itself. 

d. Entrust Authority™ Self-Administration Server is used as the enrollment mechanism 
for enrolling Entrust TruePass users. It allows for easy enrollment, faster deployment, 
and simple recovery of digital IDs by providing users with Web-based self-
registration and recovery capabilities. 

e. Entrust Authority™ Roaming Server allows users to log in and have secure access to 
their digital IDs—from any location. Entrust TruePass users are not restricted to a 
single desktop; they can log into their digital IDs from different machines within the 
government entity, from their home computer or even kiosks if the government 
agency security policy permits it.  

f. Entrust Entelligence™ software delivers a single security layer that can encompass a 
government enterprise's entire set of enhanced desktop security needs including 
identification, privacy, verification and security management. In this e-forms 
solution, Entrust Entelligence is used in conjunction with Accelio Capture Standard 
to enable the verification of digital signatures on forms submitted from the Web. 

Application Server 

g. Web Servers are responsible for processing and presenting the Web browser’s http 
requests. 

h. Application Servers are the aggregation point for merging data from all the various 
data sources within the enterprise. Application servers merge all of the data and 
generate dynamic content for the Web servers to present in http format to the Web 
browsers. 

i. For security reasons, application servers are typically deployed in a distributed 
architecture. The application server itself will typically be installed behind the 
enterprise firewall and a small plug-in called an application server connector will be 
installed onto the Web servers in the DMZ. The application server connector will 
route data requests from the Web server in the DMZ to the application server back in 
the enterprise. 

Entrust TruePassTM Software 

Entrust TruePass software is a Web-based client server solution enabling client 
authentication, digital signatures, and encryption. The client is comprised of a small applet 
that is transparently downloaded as part of the Web page (hidden frame) to the user’s 
browser. The Entrust TruePass server component is comprised of a Session Validation 
Module, and several servlets.  

j. Entrust TruePass Session Validation Module (SVM) is the authentication component 
of the Entrust TruePass software. The Entrust TruePass SVM is a plugin that is 
installed on the Web server and its job is to check that users are authenticated and 
have a valid Entrust TruePass session before accessing Entrust TruePass secured 
Web server resources. 
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k. Entrust TruePass servlets are responsible for specific Entrust TruePass functions such 
as the creation of authentication cookies, verifying of user signatures, retrieval of 
public encryption certificates from the LDAP directory, etc. 

Accelio Capture Suite components 

l. Accelio Capture WebTM is a Web-based solution for presenting forms to users 
accessing via a Web browser. Accelio Capture Web enables users to complete and 
digitally sign forms without downloading client software or plug-ins. Accelio 
Capture Web supports digital signatures “out of the box”, by integrating natively with 
Entrust TruePass and leveraging the capabilities of Entrust TruePass for all certificate 
operations. Digital signatures can be added to forms simply by dragging a “signature” 
button onto the form template in the Accelio Capture Design application. 

m. Accelio Capture DesignTM is an application that enables forms to be quickly and 
easily created. Accelio Capture Design supports the dragging and dropping of 
signature buttons and verification buttons onto the form template making it painless 
to add signature and verification capabilities to forms. 

n. Accelio Capture FormFlow® is an application that enables forms to be processed 
once users have submitted the forms. Accelio Capture FormFlow enables real-time 
validation, calculation, e-mail routing, digital signature, accessibility and database 
integration. Data processing agents processing submitted forms can verify signatures 
and add their own signatures to existing forms, via out of the box integration with 
Entrust Entelligence. 

5.2 TECHNICAL DESCRIPTION:  HOW THE SOLUTION WORKS 
Following is a typical use case scenario: a state government department provides businesses with a Web 
form that must be completed in order to receive a small business grant.  Following is a step-by-step 
description of a user’s experience at the Website and how the secure e-forms solution functions behind 
the scenes. 

The small business owner (the user) visits the department’s Web site and selects the small business grant 
link.  This link brings the user to a welcome page providing information about the small business grant 
with two options on the page for next steps:  

a. If the user is pre-registered and has a valid ID, follow “Apply for Grant” link 

b. If the user does not have an ID, they select the “Registering for the First Time” link 

Let’s assume that the user is registering for the first time.  If the user is already registered, then they 
would skip to step 6. 

Step 1 The user is presented with an enrollment Web page, where they enter information that identifies 
the business and the person applying for the small business grant (business name, address, 
phone, fax, small business registered number, etc.).  The user is prompted to enter in a 
username and password they would like to use when accessing their user credentials.  Note that 
the department can enforce its own password policies on this password (length, special 
characters, etc.)  Also, a check is performed to confirm that the entered user name is unique.  
An optional feature is to ask the user to answer multiple questions, which will be used in the 
future in the event there is a need to recover a forgotten password (this enables the user to self-
recover without the need of an administrator.) 
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Step 2 The Entrust Authority Self Administration Server (SAS) receives the completed HTML form, 
and interacts with a backend departmental database to verify the information entered, based 
upon the initial registration of the small business with the state. 

Step 3 Once the user information has been verified, SAS makes a request to Entrust Authority Security 
Manager (certificate authority) for the creation of a new user and a corresponding digital 
identity. 

Step 4 Entrust Authority Security Manager creates the user, creates the user credentials (keys and 
certificates), stores the user credentials at the Entrust Authority Roaming Server and publishes 
the user’s public encryption certificate to the LDAP/X.500 directory. 

Step 5 SAS returns a message to the user indicating that their credentials have been successfully 
created and the user is returned to the small business grant Web page. 

Step 6 The user selects the “Apply for Grant” link, is prompted to authenticate (by entering in their ID 
and password) and completes the form presented by the Accelio Capture Web product.  Accelio 
Capture Web can also be customized to auto complete the company information and any other 
relevant information after authentication has been completed.  As the user is completing the 
form, Accelio Capture Web can verify the data entered and perform calculations dynamically 
for greater accuracy and efficiency. 

Step 7 Once the form has been completed, the user selects the “Sign” button on the form.  Selecting 
the “Sign” button tells the Accelio Capture Web program that a digital signature is required on 
the form.  Accelio Capture Web is integrated with the Entrust TruePass software so, “out of the 
box”, Accelio Capture Web calls to the Entrust TruePass software to perform a digital 
signature.  The user is asked to enter in their user credential password, confirming their intent to 
digitally sign the form. 

Step 8 A message appears indicating the form has been successfully signed and the user then selects 
the “Submit” button.  (Note: after the form has been signed, the fields entered by the user are 
locked so that the information is protected to avoid it being tampered with.) 

That’s it! The user has completed, signed, and submitted the electronic form for processing by 
the government department.  Let’s take a quick look at what happens once the form has been 
submitted. 

Step 9 Accelio’s InTempo® product is responsible for managing the workflow process of the form. 
InTempo alerts the data processing agents within the government department that there is a 
form available for processing. 

Step 10 A data processing agent (agent) uses Accelio Capture FormFlow (a desktop application offering 
complex forms processing and calculation support) to process the form and Entrust 
Entelligence software.  The Entrust Entelligence software, a desktop application that provides 
authentication, encryption, and digital signature capabilities, complements the Accelio Capture 
FormFlow product.  The agent retrieves the completed Web form from the Application server 
and starts the verification process. 
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Step 11 The agent verifies the information previously entered by the user and the signature the user 
included with the form by selecting the verification button on the form. Entrust Entelligence 
software cryptographically verifies the signature, in a manner transparent to the agent. 
Signature validation includes: 

• Verifying the actual signature 
• Verifying the form has not been tampered with [that data integrity is intact] 

• Verifying the user credentials are still valid [that the user has not been revoked] 

Step 12 The agent fills in administrative-only information on the form, digitally signs the form using 
Accelio Capture FormFlow, and uses the Entrust Entelligence software to complete the forms 
processing.  The form at this point can be forwarded for additional workflow processing as 
required. 
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6. SUMMARY 
E-forms and Web-based data capture solutions play a major role in helping governments to reap the 
benefits of E-Government.  These benefits can be substantial, including greater efficiency, lower costs 
and increased accessibility.  However, to help to create more confidence among citizen and business users 
and to help to make E-Government initiatives more successful, enhanced Internet security must be an 
integral component.  Basic Internet security is not enough – E-Government activities need the capabilities 
provided by enhanced Internet security including identification, entitlements, verification, privacy and 
security management. 

Secure e-forms enable a wide variety of common government activities, including enrollment for 
services, regulatory compliance and reporting, e-filing, law enforcement reporting and licenses and 
permits.  Employing secure e-forms can provide many benefits over manual processes, including fewer 
errors, cost savings and reduced processing time. 

Governments around the world are encouraging the use of digital signatures for electronic transactions.  
Digital signatures complement secure e-forms by improving both authentication and data integrity.  
Digital signatures can be automatically verified, and can be used to create an audit trail, as is often 
required by law.  Data integrity is improved since digital signatures can automatically indicate whether a 
document has been altered, whether such alterations are intentional or accidental. 

By combining enhanced Internet security solutions available today from Entrust, a leader in Internet 
security, with electronic forms and data capture solutions from Accelio, governments can deploy secure 
e-forms for a wide variety of common government activities.   

7. ABOUT ENTRUST, INC. 

  

Entrust, Inc. [Nasdaq: ENTU] is a world leader in securing digital identities and information, enabling 
businesses and governments to transform the way they conduct online transactions and manage 
relationships with customers, partners and employees. Entrust's solutions promote a proactive approach 
to security that provides accountability and privacy to online transactions and information. Over 1,200 
enterprises and government agencies in more than 50 countries use Entrust's portfolio of security 
software solutions that integrate into the broad range of applications organizations use today to leverage 
the Internet and enterprise networks. For more information, please visit http://www.entrust.com

8. ABOUT ACCELIO CORPORATION 
Accelio Corporation is a leading global provider of Web-enabled business process solutions. Built on the 
foundation of a highly successful and innovative electronic forms provider, Accelio has emerged as a 
trusted partner of Global 2000 companies, providing integrated solutions that extend and accelerate core 
business processes.  

The Accelio family of integrated software solutions empowers organizations to capture, integrate and 
present strategically relevant information for employees, partners and customers, enabling them to work 
smarter and more productively.  

 In business since 1982, the Accelio (NASDAQ: ACLO, TSE: LIO) global distribution network spans 
every continent, with more than 8.5 million users worldwide. Accelio customers are organizations in the 
financial services, banking, manufacturing, utilities and public sectors.  
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