


Piecemeal adoption

More UK businesses are using strong
authentication techniques (such as hardware
tokens or digital certificates) than ever. This is one
reason why the number of incidents has not risen
more. However, single factor authentication
continues to prevail; four-fifths
of companies still rely on passwords alone.

Software tokens, where a small file is placed on a
userÕs computer, have been adopted by many
firms as a relatively cheap way of increasing their
security. Telecoms and technology companies are
the highest adopters. A quarter of them use
software tokens or certificates; this is four times
the overall uptake.   

A technology firm said they needed to
demonstrate that they used strong
authentication to satisfy their customers.

Unfortunately, use of software tokens and
certificates alone does not seem to provide better
protection. More firms using these suffered from
unauthorised staff access than equivalent sized
firms without them. This contrasted with other
forms of strong authentication (such as
biometrics) where users had fewer incidents.

The number of user IDs each person needs to do
their job has not changed much. A third of users
in small businesses have only one user ID and
password. In large firms 70% use between two
and six IDs. Large businesses with more complex
systems are not adopting single sign-on. Instead
they are taking a more pragmatic Ôreduced sign-
onÕ approach.

Comprehensive Identity Management
provides benefits

Many large businesses struggle to set up new
users with the right access on a timely basis.
Revoking access rights when staff leave or
change roles is also a challenge.  

More firms are now using electronic requests
(typically e-mail) to notify changes to access
rights. In a quarter of large businesses,
authorisation of a user request now triggers the
automatic set-up of access rights (so-called user
provisioning). 

Firms that use electronic requests but not
automated user provisioning were more likely to
suffer unauthorised access by staff. In contrast,
those using fully automated provisioning had
fewer such incidents.  Automated user
provisioning is providing security and efficiency
benefits. Unfortunately, its use remains the
exception rather than the norm, possibly because
of the set-up costs. 

Even rarer is the adoption of all the pieces of the
identity and access management jigsaw.  Just 1%
of businesses combined strong authentication,
single or reduced sign-on and fully automated
user provisioning. None of the firms in this
position had a single identity management related
security incident. It is not an easy journey, but it
does appear worthwhile.  

A large manufacturer said that after three years
it was finally gaining both security and efficiency
benefits from its identity management project.  

Firms with online businesses increasingly have to
manage user IDs for their customers as well as
for their staff. The growing threat of identity theft
and fraud requires businesses to adopt stronger
identity and access management techniques.
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Entrust, Inc. [Nasdaq: ENTU] is a leading provider of Identity and Access Management solutions, enabling businesses and
governments to transform the way they conduct online transactions and manage relationships with customers, partners and
employees. Entrust's solutions promote a proactive approach to security that provides accountability and privacy to online
transactions and information. 

The information security
breaches survey has over the
last decade formed an integral
part of the DTIÕs programme to
help UK businesses address
the issue of information
security.

The survey takes place every
two years and involves
telephone interviews with
1,000 businesses of all sizes
across all areas of the UK, plus
a series of face to face
interviews and interactive
surveys.

Based on the total sample of
UK businesses in this survey,
we are 95% confident that the
margin of error for our
sampling procedure and its
results is no more than +/- 3%.

The 2006 survey was managed
by PricewaterhouseCoopers for
the DTI and was sponsored by
Microsoft, Clearswift, Entrust
and Symantec.

For more information, please
refer to the Information
Security Breaches Survey
Technical Report (URN 06/803).
This is available from
25 April 2006 and can be
downloaded from
www.security-survey.gov.uk

How do UK businesses set up user access on
their systems?
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What techniques are used to authenticate users?

0 20 40 60 80 100

Single factor (user ID & password)

Software second factor 
e.g. digital certificates and tokens

Hardware second factor 
e.g. smartcards

Third factor i.e. biometrics

Some systems with no authentication

ISBS 2006 - large businesses

ISBS 2006 - overall

93%

6%

4%

1%

6%

96%

20%

17%

4%

3%



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 15%)
  /CalRGBProfile (ColorMatch RGB)
  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


