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Entrust: We are Security Specialists…

• Top ten security software company with ~ 
$100M in annual revenues

• Global reach with over 1500 customers in 50 
countries

• Offices in the US, Canada, UK, Germany, 
China, Japan

• Industry pioneer and leader, with 500 
employees and 100+ patents

• Best in class technology, service and support 
• Founded in 1994, publicly-listed in 1998 

(NASDAQ: ENTU)
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Securing Digital Identities and Information…



© Copyright Entrust, Inc. 2006 4

Layered Consumer Security
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About Bank of New Zealand

New Zealand Landscape:
6 Main Banks competing for a market share of 4m 

customers 

World standard Internet Banking services

High penetration in internet access

Fast (same day) transaction processing time

No rules or legislation to enforce 2nd Factor Authentication 
yet

Minimal Fraud activity compared to International trends 

http://images.google.co.nz/imgres?imgurl=http://www.mclink.it/personal/MC5631/nz/NZ0546.jpg&imgrefurl=http://www.mclink.it/personal/MC5631/nz1.htm&h=406&w=640&sz=19&hl=en&start=19&tbnid=7wlE8Gi2vbt99M:&tbnh=87&tbnw=137&prev=/images%3Fq%3Dnew%2Bzealand%2Blandscape%26svnum%3D10%26hl%3Den%26lr%3D
http://images.google.co.nz/imgres?imgurl=http://www.ii.fmph.uniba.sk/~benus/nz/CathedralCove4.jpg&imgrefurl=http://www.ii.fmph.uniba.sk/~benus/nz/nz.html&h=300&w=450&sz=40&hl=en&start=3&tbnid=zePsKPFD58E0SM:&tbnh=85&tbnw=127&prev=/images%3Fq%3Dcathedral%2Bcove%26svnum%3D10%26hl%3Den%26lr%3D
http://images.google.co.nz/imgres?imgurl=http://www.ifconz07.org.nz/hamilton_and_nz/cities_and_locations/auckland/b_b9a763_1000_1000.jpg&imgrefurl=http://www.ifconz07.org.nz/hamilton_and_nz/cities_and_locations/auckland/&h=750&w=1000&sz=152&hl=en&start=6&tbnid=IjGu3ID9KDInIM:&tbnh=112&tbnw=149&prev=/images%3Fq%3Dauckland%26svnum%3D10%26hl%3Den%26lr%3D
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So why did we implement 2FA if we do not lose much 
money, or was not legislated to do so?

… and Billy the Kid is only getting more 
sophisticated each year...

Prevent loss of funds

Barrier to moving to self service online model

Not meeting customer expectation

Loss of trust

Identity Theft concerns
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We introduced our first 2FA solution in April 06, 
and reached 40% of active customers in 6 months 

2FA solution launched to market as

NetGuard offered as an optional service to Personal 
Internet Banking customers

Service provided for free 

No PR for launch & minimal external communications

Actively prompted customers to register on each log-in 
into Internet Banking
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How did we choose the right solution?
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Then we had to juggle the business considerations

Bank’s 
Liability
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Solution is to meet customer need

Up to $1,000

USER ID

PASSWORD

Up to $100,000

Up to $300,000

Personal Customers

Business and Corporate 

$300,000 and over

High Value Personal Customers

Confidential Info.

Convenience

Flexibility

Security
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What our customers think

The customers that registered for NetGuard:
“I was really pleased to see this service offered when the screen came up.  Also the fact 

that it is all being offered for free is a real bonus and makes me feel like BNZ are really 
looking out for us.  In saying that, I didn't register for it straight away, probably on my 
second visit to Internet banking”

However out of the customers who have not yet registered:
87% of our customers think their computers are already safe, however

Almost a ¼ would have been more likely to register if we “scared” them more about the risks, and

1/3 of the customers surveyed that have not yet registered is due to lack of time/knowledge

Only 20% of our customers had an issue with carrying around a card

Aprox 80% of customers were happy with a proactive approach on each login
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The key to our success

See things from our customer’s 
point of view

Build an appealing brand and 
perception

Proactively educate and market to 
our customers

Don’t forget to enthuse and 
educate our internal staff and 
stakeholders

www.bnz.co.nz
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• Open multi-factor authentication platform

Applications

Consumer
Mutual GridMachine

Out-of-BandKnowledge PKI

Token

Enterprise

• Range of authentication methods
• Open for future extension
• Centrally controlled policy
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Risk-Based Authentication

Front-Door

Fraud Detection

Step-Up
High risk or
High value
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Thank You
www.entrust.com
North America: 888-690-2424
EMEA: +44 (0) 118 902 2098


	Bank of New Zealand – Authentication Case Study
	Entrust: We are Security Specialists…
	Securing Digital Identities and Information…
	Layered Consumer Security
	Authentication Case Study�Bank of New Zealand
	About Bank of New Zealand
	So why did we implement 2FA if we do not lose much money, or was not legislated to do so?
	We introduced our first 2FA solution in April 06, and reached 40% of active customers in 6 months 
	How did we choose the right solution?
	Then we had to juggle the business considerations
	Solution is to meet customer need
	What our customers think
	The key to our success
	Risk-Based Authentication
	Thank You


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


